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Last time

* Floating point
* Anatomy of floating point
* sign
¢ exponent
* mantissa
* Floating point arithmetic
* multiplication
 addition
* Limitations of floating point
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In this lecture

= Working with large data
 byte order
= Working with small data

* bitwise operations
- AND, OR, NOT, XOR

Byte order

* Problem
* memory is addressed by bytes (8 bits)
* how to store a 32-bit value in memory?

8 bits
0x13579BDF

. 1248 o
- masking 32-bit val — \ a
o -bit value

* shifting (written in hex 1249 o
- relationship to multiplication and division for compact- ? 1250 4
ness, but really ™
in binary) 1251 v
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Byte order Byte order

= Solution
* break up value into byte-sized chunks
« store each chunk in successive bytes
8 bits

0x13/579BCF|| _
one byte

" hee | 1248
each hex digit Heﬁterbeyle 1249
represents four o
bits, so two hex b?'::h:r’e 1250
digits to a byte

9 Y f\r\l:\e:;eyte 1251
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sassalppe

= Which order to store the bytes?

* starting at the most significant (“big”)
end?

_//—* Ox13 | 1248
Q’

QL

Q.

i 0x57 | 1249 &

‘ OXEZ9BMDF ‘ Ox9B | 1250 g
OXDF | 1251 &

—

work this way
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Byte order Byte order
= Which order to store the bytes? = Two common ways of storing word into
- starting at the least significant (“little”) memory
end? = Big Endian
¢ store most significant byte in lowest address
_4_7<: OxDF | 1248 o  store least significant byte in highest address
a . .
0X9B | 1249 & = Little Endian
0x(1357 98"3': ‘ 0x57 | 1250 ° « store least significant byte in lowest address
ox13 5 2 * store most significant byte in highest address
e * UX 1251 @©
work this way
Byte order Logic operations

= Which byte order is used depends on the
computer’s microprocessor
¢ Big Endian
- Motorola 680x0 (Amiga/Atari ST/Mac classic)
- IBM/Motorola PowerPC (current Macintosh)
+ MIPS (SGI Indy/Nintendo 64)
e Little Endian
- Intel 80x86/Pentium (IBM PC compatible)
- Motorola 6800 (as seen in CSE1102)
- Rockwell 6502 (Commodore 64)
+ MIPS (Sony Playstation/Digital DECstation)
* Some processors (e.g., MIPS) can be
configured to be either Big Endian or Little
Endian
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= Boolean logic operations
¢ operate on one or two binary values
(true/false, 1/0)
« logical AND (on two values)
- C operator: &&

- result is true if both operands are true, else false

« logical OR (on two values)

- C operator: ||

- result is true if either operand is true, else false
¢ logical NOT (on one value)

- C operator: !

- invert operand: true < false
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Bitwise operations

= Bitwise logic operations
* operate on each bit of one or two values

¢ bitwise AND (on two values)
- for each bit: result is 1 if both operands are 1, else
0

¢ bitwise OR (on two values)
- for each bit: result is 1 if either operand is 1, else 0
* bitwise Exclusive OR (“XOR”) (on two values)

- for each bit: result is 1 if either operand (but not
both) is 1, else 0

bitwise NOT (on one value)
- for each bit: invert bit: 1 < 0
- like flip in “flip-and-add-1" negation of signed value
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Bitwise operations: NOT

» Bitwise NOT
* Invert every bit in a value

011 1010

ul

0
J ?

o |—| o

1001 0T1O0T

/

each bit inverted
independently of the others
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truth
table




Bitwise operations: AND

= Bitwise AND

« performs logical AND on
corresponding bits of two values

01
11
01

o | o -
el eNe)
o | o -

010
011
010

—|=|o|o|Llu
—|lo|=|o|zul
—|o|o|o|ino

/ v

result is 1 if both corresponding

truth
input bits are 1, 0 otherwise

table
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Bitwise operations: OR

= Bitwise OR

« performs logical OR on corresponding
bits of two values

—|=|o|o|lu

—|lo|=|o|cul
—|—=|—|o]|ino

result is 1 if either corresponding
input bit (or both) are 1, 0 otherwise

truth
table
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Bitwise operations: XOR

= Bitwise Exclusive OR (XOR)

« performs logical Exclusive OR (XOR) on
corresponding bits of two values

5|5|¢
01101010 il Al
0[0]|O
11000011 ooy
10101001 11041
/ 1/1]0

result is 1 if either corresponding \
input bit (but not both) are 1, 0 truth
otherwise table
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Bitwise operations

= Some operations don’t affect bits
*xAND 1 =x
e xOR0=x
* x XOR 0 =x

= Some operations force bits to 0 or 1
*xANDO=0
exOR1 =1

* Some operations change bits
¢ x XOR 1 = not-X
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Extracting bits

= Sometimes need to isolate one or
more bits in a value

 e.g., find sign in signed int/float

Eoonmo/

N

j—

extract this bit to

find out if value is
postive or
negative
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Extracting bits

= Use bitwise AND to extract bits
« for desired bits, AND with 1
-OAND1=0,1AND 1 =1
- bit remains unchanged
« for other bits, AND with 0
-0OANDO=0,1ANDO =0
- bit is cleared (set to 0)

¢ only desired bits remain, others are
cleared
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Extracting bits

= Example: extract sign bit of C float

s
[0] 01101011 [11001101101000110011000]
alin
this AND zeroes
column in these
lows | 1100000000 | 00000000000000000000000] | columns
i = stop any
thebistlgn l value
through fro_m
[ 0] 00000000 | 00000000000000000000000] | 9etting

through

resulting value is zero:
number is positive
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Extracting bits

» Example: extract sign bit of C float

[0]01101011 [ 11001101101000110011000]
AND

‘ [1 00000000 | 00000000000000000000000]

\

a value like this which is used to
extract, set or clear individual bits is
usually called a mask
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Clearing bits

= Sometimes need to set a bit to zero
¢ e.g., clear sign bit of a float, to make
positive (like fabs function)
= Use bitwise AND to clear bits
« for bits to clear, AND with O
~0ANDO=1,1ANDO = 0
- bit is cleared (set to 0)
« for other bits, AND with 1
“0AND1=0,1AND1 =1
- bit is unchanged
» desired bits are cleared to zero, others
remain unchanged
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Clearing bits

* Example: set sign bit of C float to

S T
— [1]01101011 [ 11001101101000110011000]
a0in -
this AND / ones in
column these
forces | O] 11111111 [ 11111111111111111111111] | columns
the sign — allhow
S T N R
zero value to

[0]01101011[11001101101000110011000] | Show

through
—_— - -
‘ resulting number is ‘

positive: 0 in MSB
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Setting bits

= Sometimes need to set a bit to one
¢ e.g., set sign bit of a float, to make negative
= Use bitwise OR to set bits
 for bits to set, OR with 1
“OOR1=1,10R1 =1
- bitis set (to 1)
» for other bits, OR with 0
OOR0=0,10R0 =1
- bit is unchanged

* desired bits are set to one, others remain
unchanged
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Setting bits

» Example: set sign bit of C float to

U Tsignbi |
—— [0]01101011 [ 11001101101000110011000]
alin

. zeroes
cotlzlrsnn OR / in these
forces | 1100000000 | 00000000000000000000000] | columns
the sign I = = = _ atllhoew
b(;tnteo l l l l value to
[1]01101011[11001101101000110011000] | Show
through

resulting number is
negative: 1 in MSB
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Toggling bits

= Sometimes need to flip a bit’s value
¢ e.g., toggle sign bit to negate a float

= Use bitwise XOR (exclusive OR) to toggle
bits
« for bits to toggle, XOR with 1
“0OXOR1=1,1X0R1=0
- bit is flipped (0 < 1)
¢ for other bits, XOR with 0
- 0XORO0 = 0,1 XOR0 = 1
- bit is unchanged
¢ desired bits are flipped, others remain
unchanged
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Toggling bits

* Example: negate a C float

/
[1]01101011[11001101101000110011000]
alin ——
. zeroes
cotlr:llr?m XOR / in these
causes | 1100000000 [ 00000000000000000000000] | columns
X U N e
bfllti;o original
—— [0]01101011[11001101101000110011000] | Pitto
remain
resulting number has the
opposite sign bit same
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Bitwise operations in C

= bitwise AND (on two values)

e C operator: & (ampersand)

bitwise OR (on two values)

» C operator: | (vertical bar)

= bitwise Exclusive OR (XOR) (on two
values)

« C operator: A (caret)

bitwise NOT (on one value)

¢ C operator: ~ (tilde)
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Bitwise operations in C

/* Examples of bitwise operations. */

int main()
/* 16-bit value, binary 0000001101011110. */
unsigned short value = Ox035E;
/* 16-bit mask, binary 0000000011111111. */
unsigned short mask = OxO0FF;

/* %X printf format prints in hex */

printf("%04x\n", value ); /* 035 */
printf("%04x\n", mask ); /* O0FF */
printf("%04x\n", ~value ); /* FCALl */

printf("%04x\n", value & mask ); /* 005 */
printf("%04x\n", value | mask ); /* O3FF */
printf("%04x\n", value A mask ); /* 03Al */
return 0;
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Shifting

= Example: extracting exponent from

a C float
. [
ifyou | [o]o1101011] 11001101101000110011000\[
use a
mask to AND

getthe | 19111111111 | 00000000000000000000000] [mask

exponent 1

g.éltztf:ius [0] 01101011 [ 00000000000000000000000] | -.. but
. you

897581056, ~ shift right 23 bits want

| 0000000000000000000000001101011 | | this:
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Shifting

» Shifting is the moving of patterns of
bits left or right within a word
« |left or right
* 0 < amount to shift < word size

these bits \ exalmlple:
are shifted 01010 shifting
“off the end” left bY
and are ‘/“//“// three bits

discarded
61676000l
fill with
zeroes
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Shifting in C

= Binary (two value) operators

= Shift left operator: <<

= Shift right operator: >>

= Value to shift goes on left of
operator

= Amount to shift goes on right of
operator
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Shifting in C

/* Example using C shift operators. */
int main()
{

/* 16-bit value, binary 1000111100000010. */
unsigned short value = 0x8F02;
int i = 4; /* used as a shift amount */

/* shift right or left by 4 bits. */
printf("%04x\n", value >> 4 ); /* 08F0 */
printf("%04x\n", value << 4 ); /* F020 */
/* Either side can be variable or literal. */
printf("%04x\n", value >> i ); /* 08F0 */
/* shifting by 1 harder to see in hex;

write these in binary to see what’s happening.
printf("%04x\n", value >> 1 ); /* 4781 */
printf("%04x\n", value << 1 ); /* 104 */

return 0;

20020111 CSE1303 Part B lecture notes

*/

Shifting and multiplication

= 8-bit unsigned binary
00001001

Shifting and division

= 8-bit unsigned binary
01100100

swiews( S S [ %0 | . shiferight 1\ N NN, T [100y, ] .
00010010¥ 00110010¥
shift left 1 /////// - shift right 1 \\\\\\\ -
00100100 — oootr11ro001 —
shift left 1 /////// - shift right 1 \\\\\\\ .
01001000¥ 00001100¥
Shifting Shifting signed values
. Shlftlng left avalug by n places is = 8-bit signed (two’s Comp|ement)
equivalent to multiplying by 2n
e << 1 ®x2;<<2®x4;<<3Sx8;etc. /
= Shifting right a value by n places is
equivalent to dividing by 2n 01100000 ¥
o> 1%+ 2jetc S
= Shifting is quicker than 0 1100 +8
multiplication/division "
(o] v

« for efficiency, compiler will replace
multiplication or division by constant power
of two with a shift left or right
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Shifting signed values

= 8-bit signed (two’s complement)

" [msB=1: negative|
10100000

10100
J L

got 00010100,, wanted
-12,,=11110100,:
differs in first three bits
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+8

x

Shifting signed values

= 8-bit signed (two’s complement)

~ [msB=1: negative |
10100000

10100
fillwith |— .
copies of
original by filling with copies of the
MSB MSB, positive numbers stay

positive, and negative
numbers stay negative

20020111

Shifting

= Need to distinguish two kinds of right
shift
¢ logical: always fill left bits with O
« arithmetic: fill left bits with copies of MSB
¢ C >> operator is logical for unsigned values,
unknown for signed values
« gcc uses arithmetic right shift on signed values

* Not a problem with left shift

Covered in this lecture

= Byte order
= bitwise operations
*« AND, OR, NOT, XOR
¢ masking
= shifting
¢ relationship to multiplication and division
¢ right shifts

. ith ti
* logical left shift same as arithmetic left shift . Tor;icze Ic
« if MSB changes, overflow occurred
Going further Next time
* Boolean algebra = Pointers
* the mathematics of binary values = Aggregation of data
.. . * arrays
= Digital logic « structs
* hardware for doing AND, OR, ... = Characters
* Bit fields * ASCII
« another way of referring to bits in C * Strings
Reading:

2002.01-11 CSE1303 Part B lecwure notes

\z Lecture notes section B06

200201-11 CSE1303 Part B lecture notes




Copyright

Copyright © 2001 Deborah Pickett.
No part of this presentation may be
duplicated without permission from
the author.
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