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Ad-hoc Networks

o Ad-hoc connection: one node Airec‘tlg

CORREEES To another.

* ACLI’]OC ﬂCtWOI”kS: a gFOUP O]C aCl*-hOC

connections.



Ad-Hoc Networks (cont.)
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Emergent network, no extra infrastructure necessary.



Cooperation

> lnclependence from infrastructure, but reliance

on 5lﬂared FCSOUNCES:

* Main resource: network link.

* Relg on intermediate nodes to pass on Packets.

* Other resources:

*  authentication.
* data encrgption‘

*  |imitless aPPlica’cions -~ limitless shareable resources.
* Problem: theg might not cooperate if it benefits
them.



Resource charging

) Charge resource usage
o Selfish nodes will run out of money
* Aim:

& Provide incentive to co-—operate

. Sharing resources

VSNt overusing resources

* | oad balancing



Bank

* Where to store moneg? No commonlg trusted node.

* Securitg and fault tolerance by collective actions:
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Neighbours: directlg connected nodes
Neighbours act as bank.

Nodejoining the network is given anacceonnt

with some amount of money.

Banks give the node the ‘capabilitg’ to
withdraw & clel:)osit.

®—



Capabilities

L J l:ine-graineci access control sgstem.

* Grantthe possessor a capabilitg to do sometiwing to an

object.

* Simples‘c example: oiaject reference in Programming.

¥ capabiiitg infers a set of access rights.

* Need a way to Protect capabiiitg.



Password Cal:)abilities

A Pasoword-Capability System: M. Anderson, R.D. Pose, and C. S. Wallace

& Password Capabilitgz | ocation | ID | Password.

& Protection bg sparsitgz use ranc omlg

generatecl PBSSWOrCl as name.

o A Passworcl capabilitg can be:

* Passed around (it’sjust a data).
* Derived to a more restrictive capabilitg.

* Revoked.



Resource charging bg Passworcl

capabilities

*

*

Password capabilities aActas cheques.

Bank gives client node the capabi]itg to withdraw $X

amount O]C money.

That capabilitg actas a cheque, and can be Passecl to

Otl"l@f' ﬂOCl@S as Pagment.

Bank also gives cal:)abilitg to deposi‘c) given a withdraw

capabilitg as Parameter.

Uses Distributed Hash Tables to route caPabilities to
the right nodes.



Account transfer

(5)

(4) Cf

.

(2)

A exercise its deposit capability with B's cheque as parameter.

2. BankA sends request to BankB to decrement B’s account by X
amount.

BankB complies
BankB sends acknowledgement to BankA

BankA increments A’'s Account by X amount.



Side notes

* No charging it resources isn’t scarce.

* Generalisation of clpcap:

¢ Canbeusedas general capabilitg~basecl access control sgs’cem for
any data in Distributed Hash Tables.

* Problem: oPerating on encrgptecl clata.



Summa:y

) J Co~operation IS necessary for ad-hoc networks to

WOF‘(.

* Described a reliable, flexible, secure and decentralised
resource charging system that stimulates cool:)eration

bﬂ Iimiting usage based on communitg work.

+ Which also balances network load.



Future wor|<s

» What’s done:

* Protocol desi Zn

2 J SCCuritg analgsis

¢ [uture Wor|<s:

, Securit .
D 4 lmplementatlon aﬁzllyl'rslé -4 Resource Charging

Decentralised Password

Capabilities & Threshold

+ Simulation Signatures
Distributes Hash Tables

—1, Performance

* f:lﬂclmg gOOCl Parameters Ad-hoc Netwarks evaluation




