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1 Introduction

A Suburban Ad Hoc (Area) Network [1] is a self-organizing, quasi-static
ad hoc (typically wireless) network. It provides high speed connectivity in
a suburban community of cooperating networked nodes. Besides being a
community network, a gateway to the Internet can be attached, providing
a home broadband internet service to the users.

What differentiates SAN from existing wireless community networks (like
wireless.org.au1) and home broadband internet (like Bigpond Broadband2)
is its independence from a third-party installed and maintained infrastruc-
ture to provide connectivity. The nodes in SAN combine their resources
together to build a functional network. For example, the most typical net-
work activity is the sending of packets from one node to another. Without a
direct link existing between those two nodes, the sender relies on intermed-
iate nodes to pass on the packets until they reach the recipient.

Cooperativeness is necessary for SAN to work, but in this type of com-
munity, each user has their own selfish needs. So if possible, each user would
like to maximise the benefit they can get from the network, and minimise
the work they need to do. A simple scheme is to turn off the device when
they don’t need it. A more difficult one is to use a device with selfish config-
uration. For example, such device would refuse to forward any packet from
its neighbours, so it wouldn’t waste resources (bandwidth and power). This
can be achieved by reverse engineering the protocol and building a custom
made one, or by modifying the behaviour of an existing one. Even though
this is not something that most people can do, after one person has done it,
it’s very likely that they would share this knowledge. Consider the growing
business of game console modification chips that can allow such consoles to
play pirated games.

Attempting to build a tamper-proof SAN device to protect it from mod-
ification is not a realistic solution. A good overview on tamper resistance,
and why solely relying on it for protection is problematic is given in [2].
We should assume that once a user has total unsupervised physical access
to a device, he can do almost anything to it. It’s essential then to have a
system in the community that each node has to adhere for it to participate,
that discourage selfish behaviours. This project proposes a virtual economy
system in which nodes get charged by other nodes for using their resources.

In SAN, the most valuable resource is the network connection. There-
1http://www.wireless.org.au
2http://www.bigpond.com/broadband/
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fore the system needs to be designed with this in mind. There are many
other resources that a node can share. Examples are processing power (e.g.
encryption, security level), storage and authentication of nodes.

In this system, each node has their own bank account. Some amount of
money is deposited to it when the node provides resources to others, and
some is withdrawn when it needs to pay for using resources owned by other
nodes. In this system, users who never share their resources would soon run
out of money. Without any money they wouldn’t be able to do anything
in the network. So although users are still selfish, they need to do work for
others in order to fulfill its own needs. This system also prevents resource
abuse (e.g. denial of service attack), because each user’s resource usage is
limited by how much money (s)he has.

We can also extend the economy analogy to create a flexible pricing
scheme. That is, the price for each packet doesn’t have to be fixed. It
can follow the law of supply and demand. So for example, the price for
bandwidth in peak time should be higher than off-peak. There is also a load
balancing application: nodes which are not very popular (e.g. because it has
just joined the network), can offer cheaper price. In effect, in this scheme,
no nodes should get too worked up, because as it gets higher demand for
its resource(s), it would start increasing the price. Customers that have no
particular need to go with that node would find a cheaper alternative. Cus-
tomer nodes can also express the importance of having a particular packet
being sent, by offeriing a larger reward.

To avoid complicated price negotiation every time a node needs to use
a resource, it can sign up a contract with another node, ensuring a fixed
agreed price and the availability of the resource. This is especially useful
for packet forwarding, since a lot of packets need to be passed around all
the time. Performing price negotiations with all the intermediate nodes for
every packet would incur too much overhead. So for example, a customer
node can sign up a contract with all intermediary nodes guaranteeing avail-
ability and fixed pricing for a session.

An obvious problem with this scheme is the storage of money. Where
should the information of how much money a node has, be placed? The
problem is that in a decentralised network, there is no commonly trusted
server where critical information can be stored. In this project, we propose
the use of a Distributed Hash Table (DHT) (commonly used in Peer to Peer
(P2P) applications) to store each node’s money information. A DHT dis-
tributes a <key, value> pair over some chosen nodes in the network, and
provides efficient lookup of value based on key. Since DHT distributes the
data, there is redundancy. If there is a discrepancy in the returned value
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(either caused by unintentional corruption or an attempt of cheating), a
“voting” can be performed to reliably get the correct data, given that there
is enough replication. We can then stop replicating the data on the suspi-
cious node.

Having a Distributed Hash Table in SAN means that we can use it to
provide storage and lookup service for many types of information, not just
money. For example, it can be used to support node authentication and trust
metric by providing storage (for public key and trust value respectively) and
lookup service.

For sensitive information like the public key of every node and how much
money it has to be stored in a publicly accessible Distributed Hash Table,
some access control mechanism has to be employed so that they can’t be ac-
cessed by unauthorised users. Password Capability [3] is a well suited access
control system to do this, since the access control needs to be fine grained.
Take for example, the right for one node to draw 5 money unit from Node
A’s bank account.

Briefly, a capability is like an address to an object (analogous to mem-
ory references in programming). A capability also gives its possessor a set
of access rights to the referenced object. Password capabilities provide pro-
tection from tampering by sparsity: a randomly generated password is used
instead of a memory reference. Password capabilities can be derived, creat-
ing a child capability with a more restricted set of rights; they can also be
passed around like normal system data and revoked.

So the proposed mechanism is:

• When a node joins the network, neighbouring nodes create a uniform
bank account entry in the DHT for that node.

• For each of them, a capability is derived and returned to the new node.

• These capabilities have withdraw right, and a restricted deposit right.
The deposit right is the right to execute a deposit code in the nodes,
given a capability with a withdraw right as parameter.

• The new nodes then combine the capabilities to make a single capa-
bility. Operation on that capability effects the data on all the nodes
hosting the replicated data.

Capabilities with very fine grained access control can be created, for
example one which can make the capability act as a cheque: a capability
which can only be used once, with the right to withdraw a certain amount
of money from a certain node.
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2 Research Context

Previous research in ad hoc network resource management concentrate mostly
on Quality of Service (QoS) issues [4, 6]. The issue of selfish behaviours have
been overlooked.

Existing research that addresses cooperativeness in decentralised net-
work (ad hoc network or peer-to-peer system) generally use either of these
mechanisms: monitoring of misbehaving nodes [12], trust metric [7] (a good
survey is in [8]) and economy system [9, 13].

The approach in [12], and monitoring approches generally rely on moni-
tor nodes that are responsible for analysing the current state of the network,
identifying nodes which aren’t cooperating, and maintain some ’good’ paths
(or similarly isolate bad nodes). Although this maintains good throughput
in the network, it doesn’t punish or discourage uncooperativeness.

Trust metric systems discourage uncooperative nodes by assigning low
trust value to them. Nodes with low trust value will be given low prior-
ity when requesting for a resource from others. But trust metric has the
problem that nodes with high trust value tend to get over-popular. Fur-
thermore, a node requesting resources can’t express the importance of the
request, since the only information it provides is how trustworthy it is.

Economy or digital cash systems addresses load balancing and expres-
sion of the value of a resource. The system described in [13] relies on a
central server for money management, so not very suitable for SAN. On the
other hand, for the one in [9], although it doesn’t rely on any central server,
it depends on the existance of a tamper-proof hardware in every node to
ensure the integrity of a money counter stored in it.

Authentication for SAN described in [5] relies heavily on administration
nodes which provide the storage of all nodes’ public keys. Although dele-
gation of authority is provided, minimal nodes can get that authority, and
it relies on those nodes being trustworthy. Aside from the fact that admin-
istration nodes might not exist in a purely community SAN, the average
degree of proximity between the delegated nodes and the nodes to be au-
thenticated is not very high, potentially causing high number management
packets forwarded. On the other hand, the proposed Distributed Hash Ta-
ble scheme has high distribution and replication of information, with some
nodes only responsible for part of them (those which have high degree of
proximity to it). Note that in the case of authentication, the information is
of type <NodeID, public-key> pair.
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Another advantage of SAN as deployment system for secure mechanisms
is that we can assume that potential attackers or reverse engineers will be-
have rationally. That means they would only work on circumvention tech-
niques only if it would benefit them, not just for the sake of destabilising the
network. SAN software will be installed in an embedded device with some
degree of tamper resistance. So unlike most purely software based peer-to-
peer nodes, reverse engineering it won’t be easy, and they’re not going to
do it if they won’t benefit.

3 Research Methods and Plan

3.1 Research Methods

The scheme that has been mentioned so far are very abstract. Protocols
need to be defined and analysed for correctness, implementation strategy
need to be laid out, and the technical and social issues in introducing an
economy system need to be analysed.

A low overhead protocol for exchanging money needs to be defined. This
protocol then has to be analysed with game-theory based formal analysis [14]
to ensure robustness in the face of selfish and misbehaving nodes. This
means the exchange protocol must be at least rational [14]. A fair exchange
protocol guarantees that it’s not possible for a node to disadvantage cor-
rectly behaving nodes. In a rational protocol, it’s possible for a correctly
behaving node to be disadvantaged, but the cheater won’t be able to benefit
from it.

Extra features that supports the economy system also needs to be de-
signed. Examples are the contract signing, and price bidding.

Considering that sensitive information about a node is to be stored and
replicated in many other nodes, we need assurance that no unauthorized
alteration is possible, even by the host nodes. If this is unfeasible, we have
to analyse if information replication and voting is enough to prevent mis-
information.

Another question that needs to be addressed is if knowing which nodes
host information that the corresponding user shouldn’t be able to alter in
some ways (e.g. the owner of the bank account can’t deposit money out of
nowhere) makes it possible for him/her to collude with host nodes, or direct
some kind of attack to them.
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Password capability system as described in [3] needs modification in or-
der for it to work well in a decentralised system. Additionally, it needs to
support necessary access rights, and be able to handle access to replicated
objectsfor it to work in the described scheme.

Introducing an economy system into SAN can potentially create some
problems which mirrors real world economy drawbacks, or some that only
can happen in SAN. The worst cases need to be analysed, and the system
should be able to handle it gracefully.

A simulation program that can mimic real ad hoc network usage pattern
will be written in a high level language. The information storage and lookup
system will be based on the Kademlia [11] DHT. Nodes will be simulated by
communicating processes. Money exchange protocol and modified password
capability system support will be written. The simulator will be used to
compare the suitability of the different protocols and designs.

3.2 Timetable

Date Activity
30 April Research proposal submitted
1 May Prepare draft of literature review
5 May Work on money exchange protocol
3 June Prepare for symposium
5 June Symposium
6 June Work on password capabilities modifications
11 June First draft of literature review submitted
12 June Do formal game theory and security analysis
30 July Final literature review submitted
31 July Work on simulation program and prepare thesis draft
10 September Draft of the thesis submitted
24 October Prepare for seminar
27 October Seminar
4 November Final thesis submitted
5 November Work on project web site
11 November Finalise project web site

4 Relevance of the Research

While SAN relies on the cooperation of its nodes to function, currently there
is no incentive for them to cooperate. The aim of this research is to design
a system that will promote cooperative behaviours, by introducing a virtual
economy system. This gives the extra benefits of load balanding and ac-
countability of resource usage.
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The proposed system, unlike existing projects, avoids any centralised
server and the use of special hardware protection. The result of this is
that, if successful, the proposed system can not only be a reliable resource
management and access control system in SAN, but in most decentralised
systems.
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