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Abstract| Net works using wireless links are more vul-
nerable to various securit y threats than a wired network
since wireless transmissions are prone to interception by
anyone within the transmission range. Therefore partici-
pating entities should incorp orate robust systems to with-
stand the attac ks as rigorously as possible. In this pap er
we have presen ted a possible framew ork of alink level secu-
rit y proto col (LLSP) to be deplo yed in a Suburban Ad-ho c
Net work (SAHN  [1][2][3][4][5][6])- LLSP pro vides authen-
tication, integrit y assurance and encryption for ensuring
securit y at the data link layer. We have analysed vari-
ous securit y aspects of LLSP to validate its eectiv eness.
To determine LLSP's practicabilit y, we have estimated the
timing requiremen t for each authen tication pro cess. Our
initial  work indicate that LLSP can be a suitable link-lev el
securit y service for an ad-ho ¢ network similar to a SAHN.

Index Terms{ Ad-Hoc Network, SAHN, Security, Au-
thentication, Encryption, LLSP

I. Intr oduction

Wireless networks are more vulnerable to various secu-
rity threats than their wired counterparts. Due to the
nature of the wirelessmedium, security violation may oc-
cur over extended periods. While sophisticated security
schemesmay be able to prevert attacks from malicious
nodescompletely, it would betoo expensive and henceim-
practical to implemert. Alternativ ely a lesssophisticated,
yet robust, security schemeis feasiblewhich is capable of
preverting intrusions to a certain extent, e.g. prevert the
damage causedby attackers from spreading through the
ertire network. This paper proposesa robust link layer
security schemeto be employed in a SAHN without com-
promising the overall network performance.

SinceSAHN is a quasi-static (i.e. nodesare not mobile)
ad-hoc network, it is possibleto implement more sophisti-
cated security featuresthat would otherwise be infeasible
if nodeswere mobile. Taking this into consideration, cus-
tomized security protocols should be designedto provide
the necessarysecurity servicesfor end-to-end as well as
for per link communications. LLSP is responsible for en-
suring security servicefor ead link in a SAHN. Sincethe
network layer is built on top of the link layer, routing
becomesavailable only to legitimate nodes. LLSP in a
SAHN provides the following featuresin order to address
weaknessem existing solutions: (a) Provision for security
for eadh link, (b) Reduction in communication overhead,
(c) Scaling properly with changein network topology and
(d) Independent of a certral administrator.

We have organisedthis paper asfollows. In Sectionll,
we have done somebadkground studies which indicate the
necessiy of LLSP. In Section Il we have described the
medanisms of LLSP. We have analyzed the robustness
of LLSP against possibleattacks in Section V. Further-
more, we have estimated the timing requiremert of the
authentication processof LLSP in SectionV. Finally we

have concludedour paper with future researd directions.

Il. Background Studies

The Wired Equivalent Privacy (WEP) protocol of the
IEEE 802.11b is based on a one-way authentication
stheme using smaller sized shared keys. It also lacks of
any key managemen protocol. Key managemen is nec-
essaryto prevent nodesfrom reusingkeyssothat intruders
cannot get enoughtime to breakin. Thesevulnerabilities
have led WEP to both shared key and man-in-the- mid-
dle attacks. The IEEE 802.11i(or its subsetWPA) has
beenintroducedasan improvemert over WEP. The IEEE
802.11irelieson a trusted third part authentication server
for its two-way authentication scheme [7]. Provision for
authentication servers may not be possiblein an ad-hoc
network.

Researt has been conducted to securethe route dis-
covery process. Binkley and Trost[8] have integrated
the link-level authentication with Mobile-IP. MAC and
IP addressesof the sender are augmened with ICMP
Router Advertisemert padets and authenticated using
similar medanismsusedin the UDP registration scheme
of Mobile-IP. Howe\er, it is not impossibleto spoof a MAC
addresssincesomeLAN cortrollers (e.g. WaveLAN con-
trollers) can be con gured to use an arbitrary MAC ad-
dress. Though an attacker is unable to get responsesto
its padkets, it may still have its padkets routed on to other
nodes. Additionally , every member of the network hasto
know the network authentication key to join the network.
Once a secretin known to all, it can not be regarded as
a secretanymore. Moreover, this protocol is responsible
only for protecting routing connectivity. Padket con den-
tialit y is dependart upon security servicesfrom upper lay-
ers (e.g. IPSec) which are done usually on an end-to-end
basis. SAR (secureaware ad-hoc routing protocol)[9] uses
a negotiable metric to discover routes securely An in-
termediate node processe®r forwards a RREQ/RREP if
and only if the transmitting node hasthe required autho-
rization, i.e. level of trust, to provide the required ser-
vice. Howewer, it is unclear how this protocol can handle
other typesof padkets, such as broadcast padkets, coming
from malicious nodes. Sanzgiri et al.[10] have proposed
a securedrouting protocol (known as ARAN) for ad-hoc
networks. SinceARAN requiresa trusted certi cation au-
thority, a single point of failure (due to system faults or
compromise)may exposethe whole network. Signingead
RREQ or RREP by intermediate nodesincreasesthe size
of the routing messageat ead hop. If clocks are not syn-
chronized, the proposedsystemmay becomelesse ectiv e.
Papadimitratos and Haas[11]have proposeda proactive
securelink state routing protocol (SLSP) that secureshe
discovery and the distribution of link state information



acrossparticipating mobile nodesin an ad-hoc network.
It is robust against Byzantine behavior. Howevwer, like the
securelink state routing protocolsof wired Internet, SLSP
relies on the distribution of all keyshby a certral authority
and the reliable o oding of link state updatesthroughout
the entire network. Kong et al.[12] describe a ubiquitous
authentication service for mobile nodes by distributing

the CA's functionality through a threshold secret shar-
ing medanism (e.g. [13]) to ead local neighborhood.
Sinceead authentication servicerequiresa coalition of K

nodes, this protocol is well suited for non-real-time events
such as authenticating new nodes, updating sessionkeys
etc. However, authenticating every padket in intermediate
nodesmay not be practical for real-time tra c.

Like IPSec, Venkatraman and Agrawal[14] provide an
end-to-end data authentication sdheme for mobile nodes.
Their proposalfocuseson cluster basednetworks in order
to reducereplay attacks. Sincea sessiorkey is negotiated
for eadh TCP session,this scheme may not be feasible
for interactive and real-time trac. Moreover, the end-
to-end authentication mechanism ignores the possibility
of replay attacks in intermediate cluster heads. This may
enable malicious nodesto usethe network asa carrier of
their messages.

LLSP doesnot needto rely on any trusted third part
authentication server, MAC-IP binding and certral CA.
It doesnot require any clock syndironization to perform
e ectively. Unlike [9], LLSP provides the authentication
servicefor all typesof padket (seeSection|ll). It is not
dependert upon any particular routing protocol and does
not require o oding of any information throughout the
whole network. It doesnot su er from initial setup delay
before ead sessionlike IPSec and [14]. Moreover, the
watchdog module of LLSP (see Section IIl) can prevent
a SHAN from o oding with excessie trac coming from
authorized but non-cooperative nodes and provide link-
level encryption serviceon-demandfor added security.

1. Link Layer Security Protocol (LLSP)

LLSP is responsible for authentication and encryption
in the link layer. Authentication enablesthe receiver of
a digital messageto be con dent of the identity of the
sender. It also provides for guaranteeing the integrity of
information. On the other hand, encryption ensuresthat
the transmitted information are readable only by autho-
rized recipients. To enhancethe security feature of the
link layer, the Watchdog module of LLSP monitors chan-
nel usageof ead neighbor and informs the MAC layer to
take necessarystepsfor misbehaving neighbors. The secu-
rity servicesprovided by LLSP can be classied into v e
types: (Type 1) Authenticating a new node, (Type 2) Up-
dating the capability (CAP) of a link, (Type 3) Updating
the sharedkey (SHK) of a link, (Type 4) Authenticating
received packets and (Type 5) Encrypting payload.

The once o authentication in Type 1 and the peri-
odical renewal of CAP and SHK in Type 2 and Type 3
respectively rely on a digital signature mecanism using

1SAHN is based on a capabilit y-based platform. A capability is a
token that not only identi es an object/resource but also authorizes
its use [15]. A password-capabilit y model is employed in [16][17].
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Fig. 1. Various packet formats.

asymmetric cryptosystem such as RSA [18] cryptography.
For authenticating regular padcets (i.e. padets not used
in Type 1-3)in Type 4, LLSP applies symmetric cryptog-
raphy, e.g. AES (AdvancedEncryption System), on a se-
guencenumber (SEQ) and the chedksum of given message.
Encryption in Type 5 is accomplishedby symmetric cryp-
tography (e.g. AES) using the periodically updated SHK.
The provision for encrypted sequencenumber and chedk-
sum provides better protection against replay attacks.

Authen ticating a new node: Unlike base stations
and mobile phones, any member of a SAHN having an
authenticating capability can authorize a new node to join
the network. If a new node N is known to one of its
neighbors O, O will generatea capability CAPyo to be
used over the link (N-O). If N is unknown to any of its
direct neighbors, it can request a known member K to
generatea capability from O. Since O and K belongto
the samenetwork, O must respond to N's requestvia K .
Now O will create CAPyo and sendit to N through K.
The processof distributing a capability is accomplished
by an out-of-band capability distribution service.

Once N gets CAP\o and PBK (O's public key), it cre-
atesa CAPoy to be usedin the link (O-N). Now N en-
crypts [CAPno + CAPon] using PBK. Then it trans-
mits an ATHREQ padket cortaining the ciphertext and
PBKy. It expects an authentication reply (ATHREP)
padket from O within time ATHREP _T.

If O receives an ATHREQ, it retrieves CAP\o and
CAPon usingits private key PVK o. If CAP o isvalid, O
sendsa SHKpy along with CAP oy to N encrypted with
PBKy and waits for an acknowledgemen (ATHA CK) un-
til timeout ATHA CK_T. ATHA CK is expectedto cortain
[CAPNno + SHKon] encrypted with PBK .

Up dating capabilit y and shared key: LLSP up-
dates the CAP/SHK of ead link regularly. This process
preverts intruders from getting enoughtime to perform
cryptanalysis on eavesdropped padkets to decipherassai-
ated CAP/SHK.



When a member N wants to renew the existing CAP oy,

it updatesthe passvord eld (Figure 1(a)) and transmits

Epgk o [CAPNo + CAPoN ., ] iN a capability-key-update-
request(CAPREQ) padet. Now N waits for an acknowl-

edgemen (CAPACK) containing Epgk , [CAPoN,., ] and
ignoresany CAPACK arriving after the timeout limit CA-

PACK _T.

Updating a sharedkey is similar to the previous process
except that the shared-key-update-request (SHKREQ)

contains Epgk , [CAPno + SHKNo,,, ], the adknowledge-
ment (SHKACK) cortains Epgk , [CAPon + SHKNO ., ]
and the timeout limit is set by SHKACK _T.

Authen ticating received packets: LLSP ensures
that ead received padket, except the cortrol padets re-
quired for accessinghe channel, comesfrom an authentic
source. Oneway to achievethis is to usemonotonically in-
creasing sequencenumbers (SEQs), a one-way chedksum
of the message(CK(MSG)) and an encryption service.
A SEQ is usedto verify correct sequenceof padcets re-
ceived. Combining a one-way chedksum with eadr SEQ
enablesdetection of replay attacks. This can only work if
the authentic transmitter/receiv er knows the next possi-
ble number in the sequenceand the [SEQ-+chedksum] pair
is transmitted encrypted. This is how this method works.
Let us assumethat N want to senda messaggMSG) to
O. N calculatesthe one-way chedksum CK(MSG) of the
messageand appends a sequencenumber SEQy to it. If
the messagebelongsto Type 1-3, [SEQy + CK(MSG)] is
appendedto the message(Figure 1(b-d)) and the resul-
tant payload is encrypted with PBK . Otherwise (i.e.
in Type 4) a digital signature (Figure 1(f)) is computed
by encrypting [SEQy + CK(MSG)] with SHKno. When
O receivwesa padket from N, it applies PVK o=SHKyo to
the message/signaturepart to yield SEQy and CK(MSG) .
If SEQn is greater than the previously received sequence
number from N and the chedksum computed on MSG
agreeswith the received CK(MSG), N can assumethat
the messagehas not beentempered with. Otherwise N
suspectsthat the messagehas beenforged by a malicious
node.

Encrypting payload: LLSP may be required to pro-
vide alink level encryption serviceto somemessagegom-
ing from its upper layers or from other members. Before
sending a messagethrough a link, the sender encrypts
the messageusing the link's SHK. It also calculates the
encrypted chedksum of the encrypted messageusing the
method described in the previous section. Now the trans-
mitted padket corntains the encrypted messageand chedk-
sum. The encryption processhides the original message
from intruders and the authentication medanism ensures
that the senderis authentic. SHK can be periodically up-
dated between the corresponding nodesto minimize the
chance of being hadked.

LLSP Watchdog: The LLSP Watchdog keepstrack of
what percertage of the total available bandwidth is being
consumedby ead neighbor member. Should a neighbor
exceedits usagelimit 2, the LLSP Watchdog informs the
MA C protocol to ignore any more incoming padets from

2This limit can be set and updated by a sophisticated fairness
scheme (e.g. [19]) implemented at the MA C layer.

that neighbor until it behavesrationally.

IV. Anal ysis of Potential  Att acks

LLSP is able to addressthe following security attacks,
commonin an ad-hoc wirelessernvironment:

Iden tit y theft: Intruders steal identity of an existing
member of the network and hencecan gain accessto the
network. Possibility of identity theft during out-of-the-
band capability distribution processis very low since it
doesnot involve any insecurecommunication medium.

Man-in-the-Middle attac ks: The cryptographic al-
gorithms and their assaiated encryption/decryption keys
usedin LLSP are expectedto be robust enoughto not to
be breakable by any cryptanalysis within any feasibletime
period [20]. Howewer if an intruder is somehav success-
ful, the retrieved authentication key (i.e. capability and
encryption key) may timeout by that time since LLSP
updates the authentication key of eadh link regularly.

Denial-of-Service  (DoS) attac ks: If a malicious
node or an unlawful member somehaev establishesa con-
nection with a remote member and tries to jam the asso-
ciated links with unnecessarytrac, the LLSP Watchdog
module in one of the members along the a ected path
will notify ® the MAC protocol to discard incoming pack-
ets over the compromisedlinks. Hencethe a ected links
can be prevented from excessie o oding which could oth-
erwiserefrain other members from getting legitimate ser-
vices.

Replay attac ks: LLSP is robust enough to guard
against replay attacks targeted at the link layer. An in-
truder may modify an eavesdropped padet and then re-
play to the receiver. Sinceead packet is tagged with an
encrypted pair of monotonically increasingsequencenum-
ber and the chedksum of the messagethe modi ed padket
will not passthe integrity chedk and hencebe ignored by
the receiwer. If the intruder wishesto replay the received
padket unmodi ed at a later time inorder to create other
problems (e.g. replaying a stale state information may
createinconsistencyin the network), the LLSP module at
the receiver will ignoreit asthe received sequencenumber
will be out of order by that time.

V. Dura tion of Authentica tion Pr ocess

The authentication processesn Type 1-3 require en-
cryption and decryption usingthe RSA method. The time
required for encryption and decryption, using the RSA
scheme, depends on the size of the key and the message.
Each RSA key in the SAHN link layer is 1024 bits long
and applied to a block of the samesize(seeFigure 1(b-d)).
Current hardware implementations of RSA can decrypt a
1 Kb block in lessthan 10 ms [21][22][23][24].Using sim-
ilar techniqgueswe can expect to decrypt a 1 Kb message,
containing CAP or both CAP and SHK, within 10 mil-
liseconds. For simplicity we can assumethat encryption
processalso takes 10 ms. So the total time neededfor
encryption and decryption in Type 1 and Type 2-3 are
6 10=60msand4 10= 40 msrespectively.

3Provided that the assaiated incoming link exceeds its usage
limit.



Authen tication Transmission Total
Type rate(Mbps) Duration(ms)
Typel 1 69.86
2 67.244
55 65.578
11 65.102
Type 2, 1 45.922
Type 3 2 44,504
55 43.6
11 43.342
TABLE |

Dura tion of authentica tion process in Type 1, Type 2 and
Type 3 using IEEE 802.11b.

Adding the times taken for encrypting, decrypting, ac-
cessingthe channel (using data from [25]), getting a link
layer acknowledgemen and receiving PLCP-PDU gives
the total time neededin eat authentication process.Ta-
ble I summarizesthe result for Type 1-3. Since nodes
are static, authenticating new nodesand updating SHKs
will not be neededas frequertly asin a mobile network.
Therefore, authentication overheadsin Type 1-3 should
not have any noticeable adverse e ect on normal tra c
ow.

A hardware implemenrtation of a symmetric encryption
system, such as an AES, can achieve a Gb/s through-
put [26][23][24]. This is su cien t enoughto cope with the
transmissionrates of existing wirelesstechnologies. Hence
computing a digital signature and encrypting/decrypting
payloads using AES should not unduly degradethe max-
imum throughput achievable considering the delays in-
curred at the link and physical layers.

VI.

We have preseried a link layer security protocol suitable
for an ad-hoc network similar to a SAHN. LLSP doesnot
depend on a single ertit y to issueand distribute capabili-
ties. It requires eadr member to store and compute secu-
rity information for a limited number* of one-hop neigh-
bors. HenceLLSP scalesproperly with network size. Pro-
vision for authentication, integrity assuranceand encryp-
tion for eadh link prevents a malicious node from spreading
its damagethrough the ertire network. Security services
of other layers (e.g. end-to-end authentication service of
application layer) may be deployed on top of LLSP to en-
hanceoverall security. At presert wearetrying to nd the
communication overheadof LLSP in a simulated environ-
ment using GloMoSim. In future we plan to implemert
an e cien t and deceriralized capability distribution pro-
tocol. Wewill conduct more researt to enhancethe e ec-
tivenessand robustnessof LLSP. Furthermore, we would
like to integrate LLSP with channel accesamedanisms of
other wirelesstechnologies (e.g. IEEE 802.16) and mea-
sure performance.

Conclusion
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