Passwor d-Capabilities:
Their Evolution from the Passwor d-Capability System
into Walnut and Beyond

Ronald Pose
School of Computer Science & Software Engineering,
Monash University,
Clayton, Victoria 3168, Australia.
Ronald.Pose@infotech.monash.edu.au

Abstract

Snce we first devised and defined password-capabilities
as a new technique for building capability-based
operating systems, a number of research systems around
the world have used them as the bases for a variety of
operating systems. Our original Password-Capability
System was implemented on custom built hardware with a
novel address translation and protection scheme
specifically designed to support password-capabilities.
The password-capability concept later formed the basis
of Opal developed at the University of Washington, and
Mungi from the University of New South Wales, both of
which used commercially available hardware. A second
generation password-capability based system, Walnut,
was developed at Monash University in the 1990s.
Walnut was designed to run on commercially available
hardware. It addressed some shortcomings of the
original Password-Capability System but had to sacrifice
some features that depended on hardware support. A
third generation system that will extend Walnut to
support mandatory security policies and other advanced
features is currently being considered. This paper
analyses the evolution of the Password-Capability System
into Walnut, examines the shortcomings of the systems,
and identifies issues to be addressed in the new system.

1. Introduction

Until our invention of password-capabilities
capability-based computer systems tended to rely on
special purpose hardware which supported tagging of
memory to distinguish capabilities from other data or
code, or special purpose hardware or operating system
mechanisms to segregate capabilities from other user data
[4]. This hardware and operating system support was
necessary because capabilities defined the protection and
access rights for objects in a shared virtual memory,
hence they had to be protected from alteration or forgery
by those who wanted to gain unauthorized access.

Password-capabilities rely on a different paradigm for
their security. A password-capability provides
probabilistic security based on the extremely low
probability of guessing a 64-bit random number by which
all password-capabilities are protected. In effect, having
a 64-bit random component in each capability forms a
very large, but sparsely populated virtual address space,
in which all objects exist. While access rights are
traditionally incorporated within each capability, we
chose not to encode the access rights within password-
capabilities. To do so would have required a form of
cryptographic encoding to prevent unauthorized alteration
of the capabilities.Amoeba, another system employing a
sparsely populated address space, uses cryptographic
protection but required support for this scheme [5]. It
would also have increased the size of capabilities, which
in the case of password-capabilities, are already 128 bits
in size. Instead, a password-capability itself identifies the

In the early 1980s a new form of capability system was yolume on which the object resides, identifies the objecF
devised, password-capabilities, which provided the itself on that volume, gnd has a random password to avoid
benefits of capability based naming, addressing andforgery and unauthorized use. The system inspects the
protection but did not require hardware support for vqum.e to optaln details of the fa_llowed access rights
tagging or require the segregation of capabilities from associated with a password-capability. -
other user data. Our first implementation, the Password- Because password-capabilities contain no sensitive
Capability System [1], used specially designed hardware€ncoded information about access rights and because they

multiprocessor environment [2,3]. with normal user data and code. No segregation or



tagging is necessary. Thus it is also possible to2. Password-Capabilities

implement operating systems based around password-

capabilities without requiring special purpose hardware. The architecture defines a ‘virtual memory’ that
Walnut [6] from Monash University, Opal [7,8] from the comprises all processes, files, programdata stacks,
University of Washington, andungi [9] from the input/output channels and other resources to which a
University of New South Wales, were based on process may refer. Each of these is regarded as an
password-capabilities but implemented on commercially ‘object’. Hardware units used to support the architecture
available hardware platforms. are not objects. Thus processors and memory modules

While password-capabilities were devised with a are not objects and do not appear in the virtual memory.
conventional hardware platform in mind, the original It is of course possible for hardware resources to be
Password-Capability System was developed in memory-mapped and be controlled via the capability
conjunction with a tightly-coupled multiprocessor which system, but this would not be used for volumes
had novel hardware features to assist with multiprocessorcontaining ‘objects’ for obvious security reasons.
operation and which also aided the efficient Every object may be regarded as a set of
implementation of the Password-Capability System [10]. consecutively-addressed 32-bit words, but in many
In particular, the novel address translation mechanismscontexts a user's view of an object is more abstract. For
not only provided efficient multiprocessor operation, but instance, to send a message to a process, it is not
also allowed efficient implementation dine grained necessary (or indeed permitted) that #ender have
protection, down to the level of individual words. direct access to the words of that process.

The Monash Multiprocessor and its Password- No distinction is made between permanent data such
Capability System were quite radical for their day and as files and transient data such as a Fortran common
performed up to our expectations, however they were byblock. By including all objects in a uniform virtual
no means perfect. The Password-Capability System had anemory, a single mechanism can regulate all uses of
very simple process model andnterprocess  objects.
communication mechanisms. The address space seen by A capability scheme is used. In this system, a
a process was also very simple. While this was adequateapability is a 128-bit string, called a password-
as a building block for more sophisticated systems, it wascapability, knowledge of which permits some sort of use
thought that a newecond generation password-capability of some object.
based operating system could provide a more powerful A password-capability is divided into a 32-bit volume
environment. The new system, Walnut, was also to beidentifier naming the volume (typically a disc pack)
written in a hardware platform independent manner, socontaining the object, a 32-bit serial number uniquely
that it could be ported to a variety of different computer identifying the object in the volume, and a 64-bit
systems with relatively little effort. Walnut has been randomly chosen password. The volume identifier and
implemented [6] and runs on IBM compatible PCs in our the serial number form a unique object name that will
initial implementation. never be reused in this or any other system using the

The Monash Multiprocessor hardware has also architecture.
become dated in terms of performance and in terms of Several different capabilities for the same object may
scalability to very large systems. A new massively be valid. Each has the same object name but has a
parallel system has been devised [11] but not yetdifferent password, and each may confer some subset of
implemented. It is intended that Walnut or its successorthe possible rights over the object. For instance, one
will be the operating system employed on the new capability for an object may permit reading of words 105

hardware. to 142, another may permit alteration of word 73, and a
Until now there has been no publication of the third may permit the object to be executed as a program.
motivation for Walnut or an analysis of its design, The capabilities defined for an object are organized in

advantages, disadvantages, merits and shortcomingshe form of a tree, with the root of the tree being the
This paper in the short space available gives a briefmaster capability returned when the object was created.
overview of password-capabilities. It goes on to describe Capabilities derived from existing capabilities must have
briefly their implementation in the Password-Capability lesser or equal access rights and are fully dependent on
System, and then goes on to describe how the model wathe existence of their parent.

extended in Walnut and its implementation strategy.  The particular part or aspect of abject which may
Finally mention is made of Walnut's inadequacies and be reached via a particular capability is termed the ‘view’
other issues which will be tackled in a third generation given by the capability. When a view provides read or
password-capability based system. write access to some consecutive words of an object, the



view is said to define a ‘window’, within which the Thereafter, any logical address generated by the processor
accessible words appear to be numbered from zeran a read or write operation whose top five bits name that
upwards. window register is interpreted by special hardware as
To perform operations on an object, a user or a addressing some word within the window. The particular
process is required to present to the system a capabilityword (or byte) is found by treating the low-order bits of
empowering the operation on the object, and otherthe logical address as a byte offset from the start of the
necessary parameters such as an offset within thewindow.
window. Thus a program need present a capability only once to
The 64-bit passwords in the capabilities are randomly set up a window register, and may then make any number
chosen. The probability of guessing a valid capability is of references to words within the window using only
smaller than that of guessing a user's password in dogical addresses. Up to 32 windows on different objects
conventional system. The password is much moremay be simultaneously accessible. Every access via a
random than a user chosen password of the same length. window register is checked for conformity to the access
In a conventional system, unauthorized use of arights and window size bound set by the capability that
person's password leaves all that person's files open to thavas loaded into the window register.
intruder. With the password capability system, there is a  The technique of using window registers has reduced
very much smaller chance of the security of a single the size of addresses manipulated by programs by

object being compromised. mapping windows into a program's logical address space.
Logical addresses may be manipulated in the same way as
3. The Password-Capability System virtual addresses are manipulated in conventional virtual

memory systems.

Processes refer to words or bytes in the virtual memory ~Another technique is required to enable the hardware
via virtual addresses comprising a 128-bit password- 0 determine the physmal Iocat!on of the aqdressed v_vord
capability and an offset within the window defined by the in the memory units of the multiprocessor given a logical
capability. The use of long virtual addresses presents@ddress. The representation and interpretation of the
some implementation difficulties. The sheer length of the ‘Pounded pointer’ held in the window register is of
virtual addresses would require expensive addressconcern here. _
calculation and translation hardware if conventionally ~ Given that the memory units are used as a pool of
handled. Also, programs could become unwieldy were Page frames loaded on demand by a fairly conventional
such addresses to be manipulated. demand paging algorithm, based on fixed-size 4096-byte

It is interesting to note that the Password-Capability P2ges, the window register cannot hold simply a physical
System does not suffer from exhaustion of the address?‘qdress of the first word in the wmdow._ This is pecause
space that is possible Bingle address space operating 't 1S unreasonable to demand that the w!ndow, which may
systems (SASOS) that do not re-use the address spacd?® Vvery large, should occupy contiguous physical
This is due to our virtual addresses being around 160 bitgneémory. In fact, the window may exceed the size of the
long, thus our address space is much larger than mosPhysical memory.
SASOS implementations. In fact the probabilistic A number of schemes could have been used. For
security derived from the randomly allocated sparse instance, a conventional page table could be maintained
virtual address space is not severely affected should ondOr €ach object, as is done many segmented memory
re-use parts of the address space. architectures.The window register would then hold the

In the Monash Multiprocessor, two techniques have (Physical) address of the page table for the object, an
been used to solve these problems. To avoid program@ffset defining the first wqrd of thg window reIauye to the
having to generate very long virtual addresses for everyStart of the object, a window size, access rights, and
memory access, the processors are each equipped with 3perhaps a cache of physical page addresses for recently
window registers. The operation of window registers is Used pages within the window. . _
similar to the operation of the capability registers found in ~ Such a scheme was certainly practicable but in a
some othearchitectures [4]. multiprocessor with a persistent, global virtual memory it

A program wishing to read or write words of an object raised non-trivial problems in ensuring that the physical
must make a kernel call passing a capability defining a addresses held in all window registers in all processors of
window on the object, and a window register number. the system were kept up-to-date as pages and objects
The kernel software checks the validity of the capability Were swapped in and out of physical memory.
and sets the named window register to become a bounded The problems involved in keeping all the window
pointer to some contiguous set of words in the object. €giSters in the multiprocessor consistent are made



manageable by use of an additional address spaceanfeasible to construct a content addressable memory
between the virtual address space spanned bywhich can cycle at the speed of the bus.
capability/offset addresses and the physical memory Itis not acceptable to use a slower content addressable
address space. This additional address space is called thmemory since system throughput would be dramatically
Intermediate Address Space (IAS). reduced. Instead a 4096-entry hash table is used. The
The IAS is designed to be large enough to hash table is addressed by the least significant 12 bits of
accommodate all objects of current interest to executingthe IAS page number. The remainder of the IAS page
processes, yet small enough to permit any byte in it to benumber is compared with that in the hash table. If they
addressed by an address of convenient length. match, a physical page number also contained in the hash
When any obiject is first referred to by a process table is concatenated with the within-page-address to give
(typically by the process's loading a capability for it into a a physical address. If there is no match, the memory
window register) the entire object is mapped into the IAS, module ignores the address.
if it is not already present. That is, it is allocated a range A page fault is taken by the processor if every
of consecutive IAS addresses. If a capability defining a memory module ignores the address. No overflow
window onto the object is loaded into some window chaining takes place in the hash tables since there is
register, the window register is set to contain the lowestinsufficient time to follow an overflow chain before the
IAS address of the window (the base address), thenext address appears. Without overflow handling, IAS
window size, and access rights. pages with the same least significant page number bits
To speed the recovery of information needed to set upcannot appear together in a memory module. This hash
window registers, the system holds in its memory an clash problem is rendered unlikely because of the 16:1
Active Objects Table, which for every object in IAS sparseness of the hash tables. Special operations allow
holds the IAS address and the size of the object, andprocessors to manipulate the hash tables when handling
view-defining information for capabilities to the object. page faults.
This table acts as a cache for catalogue information about A great advantage of this scheme is that every IAS
capabilities of current interest, and reduces the need toaddress referring to a page in physical memisy
refer to the capability catalogues on disc volumes. guaranteed to be translated in 8. The total virtual to
A processor can easily generate the IAS address ofphysical address translation time is thus only 1&0
any byte of a window on the object given the IAS base  Objects cannot retain their IAS addresses indefinitely.
address held in a window register and the byte offset.Eventually some objects have to be removed from IAS to
The translation simply consists of adding the offset to the make room for others. Hence IAS addresses held in
base address held in the window register. Boundswindow registers and used as keys in processor caches
checking is performed by comparing the offset with the can become out of date. However, the IAS is so large
size field of the window register and access rights that a very simple approach is feasible. Starting from an
checking is performed by comparing the processor statusnitially-empty IAS, objects are allocated contiguous
with the access rights field of the window register. This blocks of space (page aligned) as necessary. Only after
translation, and the associated bound and rights checksseveral hours will the space become exhausted. At that
are performed by special hardware. Doeinds checking  point, all objects are removed from IA&Il window
is handled by the same adder which calculates the 1ASregister bases are marked invalid, and all caches cleared.
address. In order to do this the complement of the As processes attempt to use invalidated window
window size is actually stored in the window register. registers, the original capabilities associated with the
To avoid the need to keep numerous page translationregisters allow the system to re-map the objects still in
caches up-to-date, processors make no attempt tause into the now-empty IAS, and to set up new window
translate IAS addresses to physical memory addressesbase addresses. The overheads involved in revalidating
Instead, they place IAS addresses on the multiprocessothe window registers are not as great as were involved in
bus. Each memory module is responsible for recognizinginitially loading the window registers.
IAS addresses in pages currently held in the module. Note that only the kernel has any knowledge of the
IAS addresses consist of two parts, an IAS page existence or size of the IAS or any IAS addresses. The
number and a within-page-address. Each memorychoice in the prototype of a 34-bit IAS address length is
module must check every IAS address on the bus tomerely an implementation detail, not part of the visible
determine whether the IAS page number refers to a pagerchitecture.
contained within it. Ideally a content addressable Use of an Intermediate Address Space also confers
memory would be used to perform this check and other advantages. In a tightly coupled multiprocessor it is
determine the physical page numbers. However it is possible to have a number of frequently used pages in the



one memory module and hence have contention amongesulted in page sized protection granularity rather than
the processors for the use of the memory module. Anthe word granularity of the Password-Capability System.
appropriate course of action in such circumstances is to The kernel architecture was designed to scale from
distribute the popular pages among a number of memoryuniprocessors up to massively parallel multiprocessor
modules thus spreading the load. In conventional systemsystems. To accommodate this, device drivers and
every processor would have to be informed of changes tonormal user processes use shared memory to
the physical locations of the pages so it could keep itscommunicate with the kernel. This is analogous to
page tables or translatidtmokaside buffers up to date. special purpose processors sharing memory with a master
With processors only knowing about IAS addresses, controlling processor in a multiprocessor configuration.
the physical locations of pages may be changed withoutinterrupts of course exist at the lowest hardware level, but
regard to the processors. Conversely, if it was desired toare quickly abstracted away by the Walkatnel which
change an object's IAS address, it would be possible topresents a uniform scheme usisigbprocesses to handle
retain the pages in the same physical memory locationsexceptions and other scheduling matters.
and just alter the hash tables to reflect the new positionin  To increase the efficiency of multiprocessor

IAS. implementationsinterprocess communication was
minimized. Page tables and other system data are expired
4. Walnut periodically and new tables constructed, rather than

attempting to communicate the required updates. This

Having just espoused the advantages of the IAS and théPractice of timing out data ensures that local data is kept

System, we will now revert to more conventional Furthermore, this practice eliminates the need to inform

techniques for Walnut. other processors of changes in local information. Rather
While the Monash Multiprocessor and its Password- than retain large amounts of state information, Walnut
Capability System performed up to our expectations, the invokes asubprqcess to ha_ndle the excepti_onal event,_ and
pace of microprocessor development was acceleratingtn® process simply retries whatever it was doing,
rapidly, and our multiprocessor was rapidly overtaken in hopeful_ly after the exception causing situation has been
performance by desktop Unix workstations. It became dealt with. ) ) )
obvious that one must leverage on the latest processor Walnut differs in semantics from the Password-
technology for both new parallel hardware designs and asCapability System in that it introduces operators for the
a platform for supporting our operating system. Hence Sélective removal of rights from a capability and
we decided to undertakesecond generation password- Mechanisms that restrict the use of a capability for a
capability based system which could be supported, notSPecific purpose. Message passing and sub-process
only on currently available commercial hardware, but Meéchanisms have been introduced to enhance the
which would be likely to be easily ported to new, faster handling of asynchronous events. The motivation for this

hardware as it became available. Walnut [6] is the resultWas from requirements of programmers using the
of this undertaking. Password-Capability System.

In the space available it is not possible to give a P_assword—CapabiIity System objects were essentially
complete description of Walnut and its implementation contiguous sets of words addressed from zero upwards.
strategy, however we will outline the main departures Walput objects are more like address spaces. They have a
from the original Password-Capability System Mmaximum extent and a chosen aIIocatlor_\ of space, but
architecture and try to justify these design decisions. Inthey may have areas that are not allocated.objects
hindsight, some of the Walnut decisions were unwise. May have holes in them. Objects also have a defined

for them at any time. In other words you specify the
4.1 Walnut design philosophy maximum address valid for an object and the maximum

space it can occupy, which may be less, and pages are
The Walnut kernel was designed to be portable across dllocated on demand as areas are accessed, up to the
wide range of microprocessor architectures. To that endmaximum space allocation. If there is space available on
the kernel avoids using processor specific features wheré¢he volume it is possible to increase the space occupied
there are more widely available mechanisms. A pagedby an object beyond the predefined maximum, but this is
memory management scheme was adopted as the basi@ot guaranteed.
access control mechanisms because of the many Another Significant Change has been made to objects
processors which suppordemand paging scheme. This that are processesWhereas the Password-Capability



System process objects defined a logical address space iprogrammer to ensure that teebprocess stacks do not
which the top 5 bits of the address specified a window overlap or interfere in other ways since there is no
register, with the remaining bits being a within-view protection boundary between them.

address, in Walnut the logical address space is partitioned The interface to the Walnut kernel is also rather
into a kernel-only area and a user area, and the user aredifferent from that of the Password-Capability System.
has part of it reserved for small objects and part for largeWhereas the original Password-Capability System used a
objects. The small window area has objects beginning onfairly conventional system call trap instruction to invoke
4-kbyte boundaries. The large window area has objectskernel operations, Walnut ussgbprocess 0 as a handler
beginning on 4-Mbyte boundaries. Objects can begin atfor kernel operations. A shared parameter block is used
any 4-kbyte boundary in the logical address space, so thdo pass parameters between user code and the kernel, and
program must keep track of where things are loaded.a message tsubprocess 0 invokes the kernel operation.
There is thus no notion of window registers. This In this way it is possible for a processubprocess) to
removes the restriction of only allowing 32 concurrently invoke a kernel operation atself or even manipulate
addressable objects but involves extra housekeeping byanother process given a suitable capability allowing it to
both the user code and the kernel. The motivation for thissend a message $obprocess 0. This should not be seen
was in part to make more efficient use of the logical as a departure from the essentially in-process structure of
address space and partly due to not having windowthe Password-Capability System. Rather it can be viewed
registers available in the target hardware platforms. as a different syntactic approach since at the lowest level
Having the kernel memory in the same logical addressof course some kind of trap instruction must be executed.
space in Walnut simplifies the Walnut kernel since it can This approach minimizes the amountkafrnel state and
see user objects without any addressing contortions.facilitates extension to multiprocessor operation and to
Kernel data structures are not generally readable orconcurrently executingsubprocesses should they be
writeable by user processesOne of the reasons for desired.

having a separate kernel address space, invisible to users, The parameter block is contained in a parameter page
in the Password-Capability system was that the initial together with a message block. The parameter page is
target processor did not implement a full 32-bit logical part of the procesebject which can be read and written
address space, and we felt that address space and windoly the process, and in fact forms the medium for
registers were too precious to waste on effectively communication with the kernel.

inaccessible kernel objects. We have seen how the fundamental semantics of
The process object itself is mapped into its own objects and especially processes and their interactions
address space as the first of the large objects.alNof have changed significantly in Walnut. While we still use

the process object is readablengsiteable by the process.  password-capabilities as the underlying naming,
A more significant change to the semantics of addressing and protection mechanism, the user’s view of
processes in Walnut was the introductiorsalbprocesses.  the persistent global virtual memory is quite different. It
Subprocesses are independent executioeads which is @ much more powerful system in some ways although it
share the address space of the process. Thus there should be said that much of what has been achieved could
essentially no protection between thebprocesses of a also have been implemented using the Password-
process; if one wants separate protection domains oneCapability System, somewhat less efficiently, at the level
should use separate processes. Eadiprocess has a of user code.
priority for scheduling purposes within the process and
each has a mailbox for the receipt of messages. Rathe#.2 The Walnut implementation
than directing messages to a process, one can now direct
messages to a particulaubprocess. In effect one can The differences between Walnut and the original
treat subprocesses as event handlers and the messagé&assword-Capability System are not only visible at the
rather like Unix signals. There is a sophisticated level of virtual memory semantics. The underlying
mechanism whereby thsubprocess can specify what implementation itself is quite different and in part has
kinds of messages it is willing to accept. The net result isdriven some of the semantic changes.
a system powerful enough to implement the equivalent of  The Password-Capability System was implemented on
a sophisticated priority interrupt system for handling specially designed hardware that provided hardware for
asynchronous events. window registers and a novel address translation scheme
It should be noted that theubprocesses within a designed to support efficiently shared memory
process operate as a set of cooperatimutines rather  multiprocessor operation over a shared communication
than as concurrently executing threads. It is up to themedium. This made the implementation rather



straightforward in that there was direct support for the subprocesses to be sent messages informing them of a
kinds of addressing required and no predefined addresgrap and allowing them to take appropriate action. By
translation mechanisms in the hardware around which onedefault if nosubprocess has been set to handle a trap or
had to work. exception, the process is terminated. sAbprocess
In contrast Walnut was implemented am Intel cannot handle its own traps, so ifabprocess causes a
80486 architecturei.e. a cheap PC. This meant that one trap which normally is directed to thatibprocess, the
had to make do with the addressing and protection process is terminated.
mechanisms provided by the hardware. This presents It should be noted that page faults and the like are not
many problems since the Intel virtual memory paging considered as traps or exceptions in Walnut. They are
hardware was certainly not designed to support acompletely hidden behind our virtual memory interface.
persistent global virtual memory. We are concerned here with things like floating point
The Intel 80486 and its successors havpaged exceptions or undefined instruction execution.
segmented addressing architecture. On the surface it The laying out of objects and their capabilities on a
would appear attractive to use the segmentation hardwarevolume are quite different in Walnut compared with the
as surrogate window registers. We rejected that on twoPassword-Capability System. In the Password-Capability
grounds such hardware is not available on most modern System the serial number field of the capability merely
processors so relying on it would be an impediment to served to identify the objectA catalogue on the volume
portability across platforms, violating one of our design was consulted by the kernel to determine whether an
principles, and the other ground for avoiding the object existed and the validity of a capability. The
segmentation hardware was that there were simply toocatalogue contained the trees of capabilities for the
few segment registers for a useable system. objects stored in the volume. Associated with each object
The two-level paging hardware andcrocode of the  was also a page table that indicated where the pages for
Intel machine was used. Two-level page tables arethe object were on the volume. The catalogue itself was
commonly found on modern processors so were not reallynot an object in the system.e. no capability exists for
an impediment to portability, however the Intel approach the catalogue, so it is inaccessible to user processes.
of having the hardware know the layout and operation of  In contrast, Walnut uses the serial number field in the
page tables certainly makes life difficult and increased capability as the disk address of the object’s capability
that amount of machine dependent kernel code.tree data structure. This is also where the page table
Machines such as the MIPS RISC processors that have information for the remainder of the object is stored.
hardware translatiotookaside buffer (TLB) but which  Linking the capability so tightly to a disk location may
have the kernel code doing the loading of the TLB in seem dangerous, but with modern disk drives which use
software, give one the flexibility to organize page tables logical block numbers rather than physical sector
in a more optimal manner. In fact what one tends to do isaddresses, one is fairly well insulated from problems of
keep kernel page tables and other tables separate from thiead blocks, and their re-mapping.
Intel style page tables which are set to contain a relevant The Password-Capability System had a centralized
subset of the information. catalogue on each volume which was consulted by the
A well known parameter page was used for kernel when validating capabilities and locating objects,
communication with the kernel rather than passing while Walnut uses a more distributed approach that
parameters via registers or on the stack since it simplifiedlocalizes the information associated with an object to the
the kernel interface especially when one $itsprocesses  area where the object itself is located.
involved in making kernel calls. There is well defined Many other differences in the implementation
process stack as such. Any object can be used as a stackpproaches of the Password-Capability System and
Our approach however meant that a mechanism wasWalnut are also apparent but cannot be covered in a short
required to control the use of this parameter page sinceresearch paper. Maurice Castro’s Ph.D. thesis [6] is the
multiple subprocesses could potentially be trying to use best source for such information. Details of the
it. The mechanism adopted was very simple. A bit in the programmers’ view of the Walnut system may be found
parameter page indicates that it is in use for a kernel call.in [12].

While that bit is set, no switching betwesunbprocesses Apart from the changes in system semantics
is allowed to take placei.e. a kernel call is treated rather introduced in Walnut, the Walnut implementation itself
like an indivisible operation, an instruction surrogate. did not completely implement the model defined in the

Subprocesses are useful not only as message handlefBassword-Capability System. In the case of protection,
but also as trap and exception handlers. The Walnutthis was reflected in an official change from word
kernel detects exceptions and provides facilities to allow granularity protection to page granularity protection.



This leaves things a bit vague if page size varies as it doegirst manipulated it, and certainly outlasting the hardware
between processors, although 4-kbyte pages are currentlyn which it is manipulated. This was evident with the
popular. One could argue that word granularity was alsomuch publicized Year 2000 ‘bug’. It is of some concern

a bit vague. This is now evident with the increasing that data structures and applications may be built which
popularity of 64-bit processors. Rather more depend on a certain page size for protection granularity,
controversial was thdailure to implement explicit  and in the future that may not be supported. The trend is
execute permission contrale. one can control read and for page size to increase as memory costs and disk costs
write access, but execute access is assumed to be allowetbme down and memory and disk wastage is of less
if you can read the page. The problem occurs when youconcern.

want to allow execution of code in an object but not allow  The introduction ofsubprocesses into Walnut was
the object to be read or copied. This was a pragmaticsomething we had contemplated for many years as a way
decision based on the lack of support for execute acces®f handling in a clean manner asynchronous events, traps,
rights in the Intel 80486 architecture. Workarounds can exceptions and the like. They certainly make life easier if
be done but were not implemented for reasons of one wants to handle such events, but it remains to be seen

efficiency. whether we have the best model in Walnut. Walnut
subprocesses should thus be considered as exception

5. Comparison of the Password-Capability handlers and event handlers, rather than as execution

System with Walnut threads. Certainly Walnut provides no mechanism to

allow a process’'subprocesses to execute in parallel.

The Password-Capability System was designed as gAnother interesting decision was that to.hqve indivisible
minimal kernel that provided naming, addressing and kernel calls at thesubprocess level. This is a tradeoff
protection mechanisms but specified very little in terms between simplicity and potential parallelism which needs
of policies for their use. The aim was to protect users andfurther evaluation for futuréarge scale multiprocessor
processes from one another and provide a flexible SyStems. This design decision makes sense in the context
platform for the development of applications in a _of subprocesses not execut_ing in parallel, but could
distributed and parallel environment. To this end it was indeed be a bottleneck otherwise. _
fairly successful. We managed to demonstrate its ~COmmMmunication with the Walnut kernel via a
effectiveness even to the extent of being able to supporfParameter block in the process’s address space rather than
Unix on top of it. via the stack or registers and a system call instruction,
A particularly interesting aspect was the ability to be Was a deliberate decis.ion which allows for processes to
able to support sophisticated discretionary security invoke .kernel operations on other processes given
policies at the user level. Even difficult areas such asappropriate capabilities. Of course t.he use of aflx_ed area
information confinement and charging for user services in Of the address space has implications for polluting the
a secure manner [13] were achievable using the system. cache. This is an issue we must evaluate for future

Some of these more advanced uses of the system di§yStems. . .
however rely on the provision of means to be able to  While it seems that we hgve increased the com.plexny
execute code without being able to read it. For instanceOf the system considerably in Walnut compared with the
one might want to have the code contain some secret key’@ssword-Capability System, it is still a fairly lean
which it uses during its execution, but which should not System. Some things have been moved into the kernel
be known to the caller. While the Password-Capability but in general the aim was to minimize what went into the
System provided the required mechanisms, Walnut hasainut kernel.
omitted some of these. It would be possible to implement
these in Walnut, but at the cost of some efficiency due to6. Future developments
lack of hardware support.

The loss of fine grain protection in Walnut is probably Both the Password-Capability System and Walnut handle
not such a major concern. While there are obvious quite effectively and elegantly the standard problems
applications wheréine grained protection is useful, being involved in discretionary security models. What is
forced to set protection boundaries on page boundariesmissing, partly due to the flexible and open philosophy of
doesn’t really make things impossible, although there the system, are means of enforcing mandatory security
could be some wastage of memory. models such as the B&ldPadula rule based model [14].

What is much more worrying is the exposure of the Monads and its successor, SPEEDOS [15], currently
underlying page size to the user. We live in a world being developed at the University dfm, were based on
where data is outlasting the programs that created andan information hiding module concept in which data



structures were encapsulated along with their  This paper is the beginning of a long overdue
semantically appropriate access routines rather than beingvaluation and exposition of Monash University based
free-standing entities. This has apparent advantages ipassword-capability research.
terms of ensuring correctness, modularity and robustness Insightful comments by the referees have been
of large software systems. The Password-Capability invaluable in improving this paper.
System appears to have adequate mechanisms to support
similar information hiding modules at the user level. References
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