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Abstract 

Mobile users desire to have connectivity anywhere and at anytime even in 

heterogeneous networks where different wireless technologies provided by 

different network providers. Several approaches have been proposed to allow 

ubiquitous networking. However, limitations still exist in those approaches, 

especially authentication. 

This research project first investigates the existing mobile 

authentication approaches for ubiquitous networking and then proposes a 

secure hybrid authentication solution with high flexibility and good 

performance to facilitate users’ mobility. The proposed model combines the 

advantages of both centralised and distributed authentication models in terms 

of security and performance while still achieving flexibility. The authentication 

process not only identifies the important and essential properties of mobile 

authentication, but also clarifies the relationships between the problems in 

mobile authentication and system properties. The proposed model can also 

serve as a guideline for system designers and implementers to design mobile 

authentication systems. The identified key solution requirements facilitate the 

analysis and evaluation of mobile authentication approaches.  

In order to realise the model, the project proposes a Passport and Visa 

authentication approach with protocols that possess the required properties, 

namely flexibility, security, and efficiency.  
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In terms of the flexibility requirement, the Passport/Visa approach 

allows mobile users to access the best available wireless service with a single 

authentication credential to simplify the wireless network access process. Also, 

a mobile user can directly negotiate with potential foreign network providers 

for more coverage and services. 

In terms of the security requirement, the Passport/Visa approach 

provides mutual authentication and resists common attacks. This helps a 

foreign network ensure that the service will get paid for and also helps the 

mobile user ensure that the foreign network is a legitimate and trusted provider. 

Moreover, the proposed approach can ensure a joint key control between a 

foreign network and the mobile user in order to protect against the 

communication interception by the home network. The Passport and Visa 

tokens provide practical key management, user anonymity and un-traceability.  

In terms of the efficiency requirement, the Passport/Visa approach 

minimises computation, communication and storage costs. Since the proposed 

hybrid mobile authentication model combines the advantages of both 

distributed and centralised models it assists the distribution of the 

authentication load among engaging authentication servers. In addition, the 

proposed model provides a new efficient technique using recent evidence to 

tackle the problem of user revocation status check.   

The analysis and evaluation show that the proposed model, along with 

its realisation, offers flexible, efficient strong authentication for ubiquitous 

networking compared to existing approaches. 
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Chapter 1 

1 Introduction 

Over the last decade, the development of mobile devices has grown 

significantly from a simple mobile phone to a pocket-size computing device 

with the capability to access the Internet via various wireless systems such as 

Wi-Fi and 4G (four generation) networks. The advanced capabilities of mobile 

devices allow mobile users to pay for products, surf the internet, buy and sell 

stocks, transfer money and manage bank accounts on the move without being 

restricted to a specific location. This fact keeps attracting many mobile users to 

be connected wirelessly. It is estimated that half the world’s population now 

pays to use mobile devices [1]. 

A mobile user always asks for a higher speed at lower prices, and 

demands to be  “Always Best Connected” [2]. The mobile user also wants a 

ubiquitous wireless coverage to network resources from anywhere, anytime. 

Yet, it is hard to achieve both high data rate and wide coverage at once. For a 

smaller coverage, it is easier to provide higher data rates. For instance, a 3.5G 

network has a wider coverage but slower speeds; while Wi-Fi networks have 

higher speeds but smaller coverage. A key challenge in such heterogeneous 

networks is the possibility of roaming to administrative domains with which a 

mobile user’s home domain does not have a pre-established roaming 
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agreement[3, 4]. A heterogeneous wireless network composed of wireless 

networks of multiple technologies operated by multiple network providers. 

Therefore, a ubiquitous wireless network coverage with high data rates is not 

feasible with a single technology and a single wireless provider. 

Most of the current mobile devices are built with multiple wireless 

interfaces. They have built-in chipsets for IEEE 802.11 based wireless local 

area network (WLAN) and interfaces for data connectivity using cellular 

networks. Nowadays, university campuses and company offices are supported 

by WLAN allowing their students or employees to have access to the wireless 

networks. Hotspot operators offer wireless Internet in public places like cafés, 

restaurants, hotels and airports. A Wi-Fi community called FON has more than 

7 million hotspots worldwide [5], operated by individuals sharing their home 

Wi-Fi connection with other FON community members. An increasing number 

of wireless technologies and a growing number of wireless providers of 

different sizes have in fact built a heterogeneous wireless network towards 

providing a worldwide coverage. 

This growing number of wireless technologies and providers, as well as 

users' increasing need and desire to be connected and reached at all times, 

demand the development of ubiquitous wireless access. Yet the limited 

resources of mobile devices and characteristics of wireless networks together 

with the security (local and remote authentication) and mobility (inter-

technology and inter-provider) challenges raise authentication issues for such 

an environment in terms of flexibility, security and efficiency. 
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The primary aim of this research project is to develop an authentication 

solution to enable mobile users to obtain network services from foreign 

network providers in a flexible, secure and efficient manner. To achieve this 

aim, this thesis proposes a novel hybrid mobile authentication model, with its 

realisation through Passport/Visa protocols, as a practical solution to the need 

for flexible, secure and efficient authentication for ubiquitous networking. 

The organisation of this chapter is as follows. It begins with an 

overview of ubiquitous networking environment to introduce the background 

and motivation of the project (Section 1.1). This is followed by a review of the 

mobile authentication challenges (Section 1.2). A discussion of the 

requirements for the proposed solution is presented (Section1.3), followed by 

the research project objectives and contributions (Section 1.4 and 1.5). Finally, 

we describe the structure of the thesis (Section 1.6). 

1.1 Ubiquitous Networking Environments 

Ubiquitous networking, illustrated in Figure 1.1, is a trend to allow mobile 

users connectivity anywhere, anytime in a heterogeneous wireless network that 

consists of wireless networks of multiple technologies operated by multiple 

network providers. The wireless network has passed through different phases 

and generations of evolution since its beginning early in the 1970s [6]. The 

steady worldwide enormous rise in the number of mobile users each year has 

enhanced the development of more technologies. Today a variety of different 

generation of wireless technologies exist around the world. The approaching 
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4G network aims to solve still-remaining problems of the 3G (third generation) 

network and to provide a wide range of new services, from high definition 

video to high data rate wireless communication. Interestingly, the term 4G is 

used to include several types of wireless systems, not only the cellular network 

system. The terms used to describe 4G are anytime anywhere, global mobility 

support, integrated wireless solution, and mobile multimedia [7-18]. The 4G 

systems will support the next generation of mobile services. 

 
Figure 1.1: The ubiquitous networking environment. 

The increasing heterogeneity and number of wireless access 

technologies available (e.g., cellular, WiMAX, Wi-Fi) leads to the existence of 

network heterogeneity. These heterogeneous wireless access networks typically 

differ in terms of coverage, data rate, latency, and loss rate. Therefore, each 

technology is designed to support specific services. Integration of 



 

5 

 

 

heterogeneous wireless systems is the real technical step-up of 4G with respect 

to 3G network [6].  

However, providing authentication services in a ubiquitous networking 

environment that consist of multiple wireless technologies operated by multiple 

network providers is a challenging task. In such an environment a flexible, 

secure, and efficient authentication approach is required. 

In the following section an introduction and overview of authentication 

challenges will be described. 

1.2 Authentication challenges for Ubiquitous 

Networking 

Ubiquitous networking environment raises four main challenges that need to be 

considered when designing an authentication solution in this environment. 

Figure 1.2: Illustrates ubiquitous networking challenges. 
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Figure 1.2 illustrates the four main challenges for ubiquitous 

networking. First and second challenges are related to both mobile devices and 

wireless networks respectively, as they inherit limitations that put a challenge 

on designing an efficient and secure authentication solution. The third 

challenge is mobile security, as most of the security approaches are designed 

for wired network and afterwards they are employed in securing wireless 

communication without taking in to account the mobile device and wireless 

systems limitations. The fourth challenge is the mobility management, as both 

inter-technology and inter-provider challenges limit the user mobility. These 

issues should be considered in designing mobile authentication solution for a 

better flexibility, security and performance. 

1.2.1 Resource Limitations of Mobile Devices  

First challenge is mobile device performance capabilities which differ 

significantly from desktop computers in terms of power supply, computational 

ability, memory capacity, and other features introducing new challenges 

between these heterogeneous devices. The battery capacity is considered as the 

most critical issue that limits the development of mobile devices, as it is 

growing far slower than that of the CPU [19, 20]. Thus, there should be a 

careful consideration in applying additional security processing, as it can have 

a significant impact on mobile devices battery life. 

Another issue under this category is the low processing and memory 

capability of mobile devices compared to the security processing requirements 
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[21, 22]. For instance, a PalmIIIx phone takes 3.4 minutes to complete 512-bit 

RSA key generation, 7 seconds to complete digital signature generation, and 

can complete (single) DES encryption at only 13 kbps, even if the CPU is 

entirely dedicated to security processing [22]. A number of efforts have been 

made to improve mobile device security performance by either making the 

wireless security (authentication) protocols and their adopted cryptographic 

algorithms lightweight, or by enhancing the security processing capability of 

the mobile device processor [23]. However, the mobile device still suffers from 

the tradeoff issue between security and performance. 

1.2.2 Characteristics of Wireless Networks 

The second challenge is related to wireless systems characteristics. The lower 

bandwidth and the less reliability (because of the high channel error rate) of the 

wireless networks compared to wired networks are a significant challenges in 

ubiquitous networking [24]. The network bandwidth could differ rapidly while 

moving based on the wireless signals at the current spot. In addition, a large 

message size and exchanged messages can significantly consume the 

bandwidth especially with increasing in the number of mobile users. In terms 

of reliability, mobile users may gain frequent loss of connection and handover. 

The increase of overheads from frequent handover operations could result in 

serious performance concerns. Therefore, the authentication solution should be 

efficient in terms of communication cost and re-authentication. 
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1.2.3 Mobile Security Challenges 

The third challenge is mobile security issues. One issue lies behind the nature 

of radio transmissions which can expand beyond physical boundaries. As a 

result, new threats introduced in addition to the traditional wired network 

threats, which increases the risk of losing data integrity and confidentiality by 

unauthorised access. Therefore, a well-designed security system should take 

place to secure remote authentication and wireless system communication.  

The second issue under this category is related to the nature of the 

portable devices. These devices are lightweight and small in size, to be easily 

carried everywhere, which make them in a higher risk of loss or theft. The loss 

of these devices may result in loss of money and valuable information, 

especially if they fall into the wrong hands. This issue demands a strong local 

authentication for mobile sensitive information. However, the majority of 

mobile devices use inherently weak authentication mechanisms, based upon 

PINs. Relying on one factor authentication such as secret-knowledge 

(password) is vulnerable to attack. Attackers can simply try to guess the 

password of the mobile user. One form of guessing is using some information 

about the targeted user to find the password, called Dictionary attack [25]. In 

addition, it is possible to guess passwords by trying all possible combinations 

(brute-force technique) [25]. More than one factor authentication is required 

for sensitive information stored in mobile devices to limit the access by an 

unauthorised user in case of loss or theft, which is occurring frequently in this 

environment. 
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1.2.4 Mobility Management Challenges 

The fourth and last challenge of mobile devices in wireless networks relates to 

inter-technology and inter-provider authentication challenges. The ubiquitous 

environment consists of a large number of service providers and different 

network technologies. These differences cause some difficulty for providers to 

communicate and cooperate between each other and with their customers [26]. 

1.2.4.1 Inter-Technology Mobility Challenges 

The next issue is the inter-technology mobility challenge, which is related to 

the increasing number of wireless access network technologies (e.g. cellular, 

WiMAX, Wi-Fi, and Bluetooth). These heterogeneous networks vary greatly in 

terms of coverage, data rate, latency, and loss rate [16], which increase the 

complexity and the cost of link layer security solutions [27]. Implementing 

different authentication protocols between different wireless technologies leads 

to a diversity of authentication protocols, which increases the complexity of the 

authentication solution to provide ubiquitous access. 

Traditionally, mobility management was carried out by a single 

wireless technology as it only involved intra-technology mobility such as 

cellular network to cellular network. With the increase of mobile devices with 

multiple wireless network interfaces (cellular, WiFi, WiMax, Bluetooth), a 

more ubiquitous networking coverage and better data rate can be accomplished 

with inter-technology mobility. 
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For an integrated wireless heterogeneous network environment a more 

generic solution would be to move the mobility management functionality from 

link layer to the network layer [3]. The inter-technology mobility is better 

treated at the network layer as it could then serve as the meeting point for all 

underlying technologies. The network layer gives better security solutions, 

since its purpose is actually to present a uniform and homogeneous network 

structure to the upper layers [27]. An adaptable authentication protocol at the 

network layer or above is needed to accommodate network heterogeneity. 

1.2.4.2 Inter-Provider Roaming Challenges 

The mobility management between base stations or access points of the same 

wireless network provider is called intra-provider mobility. For roaming 

between different wireless providers, inter-provider mobility is required. 

However, authenticating unknown users by foreign network providers is a 

challenge. 

 Traditionally, a formal roaming agreement is used by cellular network, 

such as Global System for Mobile Communications (GSM) or Universal 

Mobile Telecommunications System (UMTS), to extend its services using 

other networks. Yet, it is not feasible for the home network to establish and 

maintain manual roaming agreements with every possible administrative 

domain [28-30]. As for N numbers of network providers, each home network is 

required to establish 
�(���)

�  roaming agreements [28-30]. Consequently, the 

number of mutual roaming agreements increases dramatically with the number 



 

11 

 

 

of network providers. Therefore, the solution should be flexible to establish a 

service agreement. The authentication solution should identify mobile users to 

access foreign networks without being restricted to home network partners. 

Further discussion on the inter-provider roaming challenge is expanded in 

Chapter 2 under section 2.3.4. 

The next section identifies three main requirements, namely, flexibility, 

security and performance requirements in order to address the aforementioned 

challenges. 

1.3 Main Requirements for Authentication in 

Ubiquitous Networking Environments 

Authentication plays a critical role in enforcing access control to secure 

mobility in the ubiquitous networking environment. However, the limited 

resources of both wireless networks and mobile devices impose restrictions on 

the design and operation of authentication approaches. Currently, mobile 

authentication encounters problems relating to flexibility, security, and 

performance. These problems motivated us to conduct the research in this 

thesis to solve the problems of mobile authentication and to accelerate the 

successful deployment of ubiquitous networking. 

In order to address these problems, three main requirements, namely, 

flexibility, security and performance requirements could be considered to 
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achieve the authentication solution in the ubiquitous networking environment. 

These requirements are described below. 

1.3.1 Flexibility Requirements 

Authentication in wireless networks must achieve flexibility in order to adapt 

to the inter-technology and inter-provider mobility challenges.  

In terms of inter-technology flexibility, this can be achieved by 

providing a wireless technology independence authentication solution. It is not 

feasible to achieve ubiquitous mobile access with single wireless technology. 

The aim should be to enable access to the core network regardless of the 

wireless technology. Therefore, the authentication solution should be generic 

and not designed for a specific underlying wireless technology. The solution 

can be designed at the network layer of the OSI, or higher, to avoid differences 

in the link and physical layer.  

In terms of inter-provider flexibility, this can be achieved by providing 

a flexible service agreement establishment solution. It is not feasible for the 

home network to establish manual roaming agreements and long-term shared 

keys with every possible administrative domain [28, 30]. Thus, the solution 

should be flexible in establishing the service agreement between the mobile 

user and the foreign domain.  
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1.3.2 Security Requirements 

Authentication in wireless networks must secure the wireless network from 

unauthorised access. It also needs to protect wireless network users from 

identity theft. This can be achieved in two steps. Firstly, a strong local 

authentication should take place in order to protect against loss or theft of 

mobile devices. The solution required to involve at least two factor 

authentications to be considered a strong authentication approach.  

Secondly, a strong remote authentication should take place in order to 

protect against unauthorised access of the communication medium. In order to 

protect against the masquerade of any party, the mobile user authenticates the 

visited foreign network to be sure about the identity of the foreign network 

(server authentication). At the same time, the foreign network checks the 

subscription validation of the visited mobile user with the home network. 

1.3.3 Performance Requirements 

Authentication in ubiquitous networking should achieve operational efficiency 

in terms of computation, communication and storage to eliminate the resource 

limitations of both the mobile devices and networks. In fact, it is difficult to 

offer both highly secure and efficient authentication. In general, highly secure 

authentication approaches experience low performance. In contrast, highly 

efficient authentication schemes suffer from security issues. The solution 

should be designed to balance the tradeoff issue between security and 

performance. 
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1.4 Objectives of the Thesis 

In response to the aforementioned challenges, the primary objectives of this 

research project are: 

− To develop a formal mobile authentication model for ubiquitous 

networking. This model is developed to identify the fundamental and 

essential components in an ubiquitous networking authentication scheme. 

These critical components can be considered as building blocks for system 

designers to develop ubiquitous networking authentication schemes. 

− To design authentication protocols to secure the mobile access in 

ubiquitous networking. The protocols demonstrate the communication flow 

and computation steps between engaging parties. It should ensure a high 

level of security and trust to all parties that are engaged in the 

communications: the mobile user, the foreign network and the home 

network (if involved). Furthermore, the protocols also should aim to 

enhance the efficiency of the mobile access performance on the mobile 

devices and the network connection and minimize the delay of the 

verification process. Such a goal can be achieved by reducing the latency in 

the computational and communication costs. Another feature of the 

protocols is to increase and ensure the mobile user’s freedom and flexibility 

in selecting the best connection. This means the mobile ubiquitous access 

can be granted regardless of the network technology and the service 

providers. 
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1.5 Contributions of the Thesis 

The contribution of this thesis is to propose mobile authentication solutions to 

enable efficient and secure wireless roaming for foreign networks and mobile 

users, with a flexible service access mechanism anywhere at anytime. This 

research designs a mobile authentication model and its realization through 

suitable protocols in order to accelerate the development of ubiquitous 

networks. The main contributions of this project are as follows: 

− This project summarises the common challenges of existing mobile 

authentication models and protocols to serve as the solution key 

requirements. The identified key solution requirements allow analysing and 

evaluating mobile authentication approaches.   

− This project proposes a novel hybrid mobile authentication model which 

combines the advantages of both distributed and centralised authentication 

models in term of security and performance. The mix of both models assist 

in distributing the authentication load among engaging authentication 

servers. In the model, mobile users are able to negotiate directly with 

potential foreign networks regarding quality of service, pricing and other 

billing related features in order to establish a service agreement and get the 

authorization token to access the service. For local authentication, user 

biometrics and smart card can be used. While identification and 

authorisation tokens are used to assist foreign network in authenticating 

visited mobile users remotely. Most importantly, the proposed model 
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provides a new efficient technique using recent evidence to tackle the 

problem of user revocation. The proposed model can also serve as a 

guideline for system designers and implementers to design mobile 

authentication systems and protocols. 

− This project proposes Passport/Visa mobile authentication protocols 

(similar to the real world concept of mobility) in order to realise the 

proposed model. The protocols demonstrate the communication flow and 

computation steps between engaging parties. They provide foreign 

networks with full control over the authorisation process, where the home 

network plays the role of an identity provider. The following is a set of 

protocols developed to achieve the proposed model objectives:  

• Passport acquisition: this protocol describes the mobile user 

registration process with Passport issuer; by completing this protocol 

the mobile user will receive a Passport (identification token).  

• Visa acquisition: the mobile user will receive the required Visa 

(authorisation token) from the foreign network after completing the 

identification and verification process successfully. The Visa 

acquisition process can be accomplished using two protocols. They are: 

o Visa acquisition Two-Party roaming based: the first Visa 

protocol is based on the distributed authentication model 

supporting two-party roaming. In this protocol, the foreign 

network can authenticate the mobile user without checking with 

the home network. This feature can effectively enhance the 
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network performance as just two messages are required to 

authenticate the mobile user. 

o Visa acquisition Three-Party roaming based: the second Visa 

protocol is based on a centralised authentication model using 

three-party roaming. This protocol can be used in case the 

mobile user’s Passport stamp is outdated or not within the 

foreign network’s acceptable time range. 

• Network service provision: this protocol illustrates how the mobile user 

can be granted network services from a foreign network in a secure 

manner. This protocol can effectively enhance the network performance 

as just two messages are required to authenticate the mobile user. 

• Visa Revocation: this protocol will be used to stop stolen Visa.  

• Passport Revocation: this protocol will be used to stop stolen Passport.  

− This project provides a formal analysis and evaluation of the proposed 

protocols in order to show that they can achieve the main key requirements. 

The analysis indicates that the proposed protocols are flexible and 

efficiently ensures secure roaming compared to previous protocols. To 

demonstrate the practicability as a real world application, we develop a 

simple prototype of the proposed protocols. The results from the 

implementation show that the implemented protocol itself operates well in 

wireless environments.  
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1.6 Organization of the Thesis 

The rest of the thesis is organized as follows. 

Chapter 2 first provides background information to the security services 

and authentication basic concept. It then presents an overview to the pervious 

solutions that proposed for mobile access authentication. It highlights the 

challenges in the ubiquitous networking environment and shows how these 

schemes failed to address these issues properly. It also shows the need for a 

more flexible, secure and efficient solution to ensure the practicality of the 

mobile authentication. Then, we present the key solution requirements that we 

believe should be considered to avoid related works limitations when 

developing a new solution. 

Chapter 3 proposes a novel hybrid authentication model for ubiquitous 

networking in order to overcome the limitations of the existing authentication 

models. The model is divided into two main components. The first component 

consist of the four characteristics of the model, namely engaging parties, 

mobile environments, authentication services and automated roaming 

agreement  establishment for the heterogeneous wireless network. The second 

component is the model’s three requirements, namely flexibility, security and 

performance, which can be used as assessment parameters for authentication 

protocols designers. 

In Chapter 4, we propose a Passport/Visa authentication approach and 

its realisation through suitable protocols based on our hybrid authentication 
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model that was proposed in the previous chapter. The Passport/Visa approach 

consists of a set of protocols to demonstrate the communication flow and 

computation steps among engaging parties. The flexibility, security and 

efficiency of the proposed mobile authentication protocols are examined and 

analysed in order to validate the realisation. Based on the analysis, discussion 

and comparison of the proposed authentication protocols with related works, 

we can then determine whether the hybrid model enables security and 

efficiency for authentication in ubiquitous networking. 

Chapter 5 describes a formal security analysis of the Passport/Visa 

protocols, where the SVO logic and its six authentication goals are used to 

analyse our proposed authentication protocols. The analysis shows what 

assumptions are needed, and proved they can achieve considered authentication 

goals. Also, the simulated implementation details and the experimental 

environment of the Passport/Visa protocols are illustrated in this chapter. It 

provides justifications of the chosen cryptography that implemented in the 

system. The functionality details of each component are explained. Then, the 

experimental results are analysed and discussed. 

Chapter 6 summarizes the research work of this thesis and highlights its 

contributions. This chapter ends with the recommendations and possible 

direction for further research.  
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Chapter 2 

2 Authentication in Ubiquitous 

Networking 

 

2.1 Introduction 

This chapter aims to review existing concepts, models, approaches, and issues 

relating to authentication for ubiquitous networks. Based on the review, the 

common challenges are summarised to serve as the key requirements for the 

new solution.  

As background information, a brief review of security services and 

mechanisms together with an overview of authentication concepts is presented 

in section 2.2. Then existing approaches in the area of ubiquitous mobile 

authentication are investigated and their strengths and limitations are discussed 

in section 2.3. We classified these approaches into three main models namely, 

traditional, centralised, and distributed models of authentication. The 

challenges presented by each model for ubiquitous networking authentication 

are summarised in section 2.3.5. Based on the review conducted, solution key 

requirements are stated, in section 2.4, in order to evaluate the flexibility, 
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security, and efficiency of the existing authentication approaches, which are 

shown in section 2.5.  

We conclude in section 2.6 that, as no existing authentication approach 

meets the solution requirements, and hence a new authentication solution for 

ubiquitous networking is required that is flexible, secure, and efficient. The 

definitions, techniques, and schemes discussed in this chapter will be used 

throughout this thesis. 

2.2 Background 

The aim of this section is to provide background information on security 

services, authentication concepts and cryptographic tools. Section 2.2.1 

describes the security services used in security protocols. Section 2.2.2 

identifies a number of basic concepts underlying authentication mechanisms, 

and describes important properties of authentication protocols. Section 2.2.3 

provides an overview of symmetric and asymmetric cryptographic techniques 

of relevance to this thesis.  

2.2.1 Security Services  

Security services are important when designing security protocols. This section 

illustrates an overview of six main security services, which are relevant to this 

thesis. They are: confidentiality, authentication, access control, integrity, non-

repudiation, and availability.  
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Confidentiality  

Confidentiality can be described as the method to ensure that secret 

information is accessible only to those authorised to have access. For example, 

in authentication protocols the shared secret or/and key between the mobile 

user and the home network should be protected so no other entity can access 

this information. 

Authentication 

Authentication can be defined as the process of determining whether an entity 

is, in fact, who or what it is declared to be. In order to minimise the risk of 

online fraud, mutual authentication should be applied. In this process the 

mobile user can be certain that they are dealing with the legitimate network 

provider. In the same time the foreign network provider can be assured that 

they are doing business with the legitimate user. Therefore, mutual 

authentication among engaging parties is essential to protect against the 

masquerading of any party. 

Access Control 

Access control, or authorisation, service can be described as the process of 

verifying that an authenticated entity has the authority to be granted a particular 

privilege. After authentication has been accomplished, the method of 

controlling access then occurs to protect against unauthorised access to any 

resource such as network resources. All access control approaches govern 



 

23 

 

 

whether an entity, having already been authenticated, is authorised to access 

the desired resources. 

Integrity 

Data integrity is required to ensure that information is not altered by 

unauthorised entity in a way that is not detectable by authorised party. In order 

to provide the integrity of data sent via unprotected communications channels, 

authority should have the capability to identify data manipulation by 

unauthorised entities. Data manipulation can be inserting, deleting, changing of 

transmitted messages. 

Non-repudiation 

Non-repudiation service provides protection against the denial of the previous 

commitment or action has taken place, so that it cannot be repudiated later. For 

example, engaging parties should be able to provide the non-repudiation 

security requirement of the service agreement. So any party cannot deny the 

agreement that has been reached, which is a very important requirement for 

any business transaction. In ubiquitous network environment, the foreign 

network should be able to prove that a mobile user has agreed on the service 

price and has approved the payment. The same with the mobile user who 

should be able to challenge that a foreign network has agreed to the network 

service request and the service provision has been approved. 
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Availability 

Availability services require that system resources be accessible to authorised 

entities when desired. Attacks on such resources can result in the loss of, or a 

reduction in, availability. For example, denial of service attacks (DoS) forms 

disruption of network services that prevent or prohibit the normal use of 

communications facilities. Where, the attacker floods the network with either 

valid or invalid packets affecting the availability of the network assets. 

In the next section, the basic authentication concepts are presented, 

which include factors and protocols. 

2.2.2 Authentication: Basic Concepts 

Authentication sometimes used to mean the combination of authentication, 

authorisation and accounting, since authorisation and accounting cannot occur 

without authentication. As described above, authentication can be defined as 

the process of determining whether an entity is, in fact, who or what it is 

declared to be. While authorisation can be described as the process of verifying 

that an authenticated entity has the authority to be granted a particular 

privilege. After authorisation, accounting takes place to collect information on 

resource usage for the purpose of capacity planning, auditing, billing or cost 

allocation.  

The next section illustrates the authentication mechanisms that can be 

used to provide authentication services. 
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2.2.2.1 Authentication Mechanisms 

Credentials can be used to control access to resources or services. The typical 

combination of a user name and password is a widely used example of 

credentials. Other authentication factors can also be used such as fingerprints, 

voice recognition, retinal scans, and X.509 Public key certificate. 

Authentication mechanisms are generally classified into three factor classes 

[31, 32]: 

i. Knowledge factors: Something the user knows (e.g., a password or 

personal identification number (PIN)). 

ii. Ownership factors: Something the user has (e.g., ID card, security 

token or smart card). 

iii. Inheritance factors: Something the user is, static biometric, and/or 

dynamic biometric, (e.g., fingerprint or retinal pattern, DNA sequence, 

signature or voice recognition or another biometric identifier).  

 

Biometrics authentication can be defined as the verification of identity 

through the measurement of physical attributes or behaviour [33]. Physical 

attributes called static biometric such as Face [34], Hand geometry, fingerprint, 

Iris, retinal pattern, and Vein [35]. The other type is something the person does, 

his/her behaviour, which is called dynamic biometric. Examples include, 

fingerwriting, gesture, handwriting ,heartbeat, keystroke [36], signature and 

voice recognition. In terms of accuracy, iris can achieve the better result with a 

low false accept rate and a false reject rate [37-40]. 
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Table 2.1 below illustrates some hardware and software authentication 

factors. Authentication method has been classified based on what type of 

hardware it requires. For example, the mobile device camera can be used to 

support iris, retina, face, and ears biometric authentication. In the market, 

Omron Corporation offers software for mobile camera-enabled devices to have 

face recognition [41]. 

 

Table 2.1: Examples of some hardware and software authentication factors. 

 
 

Mobile phones these days are powerful with large date storage. Relying 

on PIN to control access to the device is considered as weak authentication [40, 

42]. Current mobile devices are capable of offering both static and dynamic 

biometric authentication [40]. Biometric authentication cannot be forgotten like 

a PIN or lost like a token. A combination of two factors of authentication will 

offer a strong authentication mechanism.  

 In the next sub-section, an overview of the authentication protocols 

will be illustrated. 

Hardware Software 

Reader: fingerprint, Hand geometry, Smartcard, 

DNA, Thermograms, Odor, Barcode. 

Voiceprint. 

Camera (Scanner): Iris, Retina, Face, ears. Written Signature. 

Receiver: RFID , GPS (location authentication). Keystroke. 

Port: USB (Certificate, Key, token). One Time Password Generator. 
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2.2.2.2 Authentication Protocols 

Authentication services can be divided into two processes: identification plus 

verification. Identification process is where a party claims an identity, while 

verification process is where that claim is checked. Therefore the correctness of 

authentication depends greatly on the verification technique in use [43]. When 

cryptography is used as a base for the verification technique, the authentication 

process is likely to depend on an exchange of messages between engaging 

parties via a communications medium. This process is called an authentication 

protocol. In an authentication protocol, the exact sequence of communication 

and computation steps is defined. From a trust perspective, authentication 

protocols can be described as mechanisms for taking trust from where it 

initially exists to where it is needed [44]. 

Figure 2.1 illustrates a general model for authentication protocols [43]. 

The arrows indicate possible communication flows. The interaction between 

entities can be in two ways. Firstly, entities A and B could either communicate 

directly or indirectly with the trusted third party (TTP). Secondly, A and B may 

use some credentials issued by the TTP [43]. In one-sided authentication, one 

entity is provided with assurance of the other's identity but not vice-versa. For 

instance, entity A is considered the claimant, whereas entity B is considered the 

verifier. While in mutual authentication, both parties (A and B) have the 

assurance of each other's authenticity. In mutual authentication both entities are 

considered claimant and verifier simultaneously.  
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Figure 2.1: A general model for authentication protocols. 

 

Authentication protocols have been implemented at different layers of 

the OSI and TCP/IP protocol stack, as shown in Table 2.2. It is important to 

note that while the following protocols and applications have traditionally been 

used to secure wired networks, they are slowly being migrated to the wireless 

domain. Although the transfer of technology, from the wired to wireless 

environment can prove useful, it can be equally challenging. For one thing, the 

operational characteristics are significantly different. Furthermore, the 

underlying assumptions, upon which the protocols have been developed, may 

no longer be valid [45]. Before explaining Table 2.2, it worth mentioning that 

authentication protocols services can be classified into three types: 

i. Entity Authentication: the confirmation that the entity at the other end 

of a communications link is the one claimed. 

ii. Message authentication: also known as data origin authentication, the 

verification that the source of data received is as claimed. 
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iii. Device Authentication: the process of authenticating devices to base 

station (e.g 3G), access point (e.g WiFi), or to other devices (e.g 

Bluetooth). 

Table 2.2: Authentication protocols at different OSI layers versus 

authentication services.  
 

OSI Layer  Authentication Protocols Authentication 

Type Services 

Application  RADIUS/KERBEROS  Application service 

authentication 

 

Entity and 

Message 

Authentication 

Transport SSL/TLS or WTLS Web service authentication 

Network  IPSec –Virtual Private Network 

(VPN) 

Network service 

authentication 

Data Link Bluetooth (e.g LMP), WiFi (e.g 

WPA2), 3G (e.g SIM) 

Network access 

authentication 

Device 

Authentication 
 

 

User and message authentication is implemented at higher layers (from 

network to application) using a combination of hardware and software. Device 

authentication is typically implemented at the data link layer using hardware or 

firmware. In data link layer, it is difficult to adopt protocol in this layer as the 

specification of heterogeneous wireless networks is different. It can be seen 

from Table 2.2 that every wireless system has a different technique to 

authenticate the device to its base station. However, in the higher level layers 

this issue does not exist as the focus is changed from authenticating the device 

to authenticate the user and the message.  

In the network layer, IPSec protocol [46, 47] offers remote 

authentication and secure connection from host-to-host or host-to-network. For 

example, mobile worker can authenticate to his company network remotely 
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using IPSec. In the transport layer, SSL protocol [48] offers authentication for 

web based applications. It is different to IPSec in two main ways. First, IPSec 

require software installation at both ends, while SSL requires only the standard 

web browser. Second difference is based in the first, as SSL is limited to only 

web based applications while IPSec is not.  

Finally in application layer, the two well-known authentication 

protocols are RADIUS (Remote Authentication Dial-In User Service) [49] and 

KERBEROS [50, 51]. Kerberos provides network-wide, single-sign-on 

authentication. In an ideal Kerberos enabled network, you type your user name 

and password once in the morning, when you log in to your local workstation, 

and no network service (e.g. file sharing, remote login, mail) will prompt you 

for anything for the rest of the day [52]. The RADIUS protocol provides 

authentication, authorization, and accounting (AAA) for dial-in infrastructures, 

while Kerberos offer authentication only [52]. It allows you to use the same 

account and password to log into your company network via modem, WiFi, or 

a VPN tunnel. It doesn't have the single-sign-on capability offered by Kerberos 

[52]. Further review of Kerberos is provided under section 2.3.2.2. 

In next section, we describe the cryptographic techniques, which work 

behind the authentication protocols to enhance its security. 

2.2.3 Cryptographic Techniques 

Cryptography is an essential technique to provide security services such as data 

integrity and confidentiality. Integrity concerned with protection against 
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unauthorised alteration while confidentiality ensure the resources are being 

accessed by authorised users only. In fact, integrity and confidentiality are vital 

in providing both authentication and authorisation. Therefore, cryptography 

plays a key part in network authentication. 

Cryptography techniques can be divided into two main categories [53]: 

symmetric and asymmetric. In symmetric cryptography, a single key is applied 

for both encryption and decryption. On the contrary, asymmetric cryptography 

employs different encryption and decryption keys. These two categories of 

cryptosystems are illustrated in the following sections. 

2.2.3.1 Symmetric Cryptography 

Symmetric cryptography is a set of algorithms that are based on the use of a 

single key to provide integrity only using hush function, or confidentiality and 

integrity using symmetric encryption. These two types of symmetric 

cryptography are illustrated in the following subsections. 

Symmetric Encryption: Symmetric ciphers are efficient cryptographic 

algorithms that require engaging parties to share the same secret key for both 

the encrypting and decrypting. The shared key ensures confidentiality, 

authentication (as knowledge of the key serve as proof of authenticity) and 

integrity services among engaging parties communications. 

 

Cryptographic Hash Function: Also called one-way hash function, it is 

special type of symmetric cryptography. It is based on an efficient 

mathematical function f(.) that is easy to compute the hash value (which is a 
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fixed-length string of bits) for any given message but much harder to invert a 

message for a given hash [53]. As there is no inverse function ���(.) to be 

employed, an ideal hash function should not compute two different messages to 

the same hash. Accordingly, a hash function has been used in order to ensure a 

message authenticity and to provide integrity services, as; a given message 

cannot be modified without changing the hash. 

However, symmetric cryptography has two main limitations, namely: 

key exchange and key management. Firstly, in case there is no pre-defined key 

among engaging parties or if the shared key is required to be updated, a secure 

key exchange is required in symmetric cryptography. Secondly, as the user is 

required to store and manage a shared secret key with every party the user 

communicates with, key management becomes an issue. Asymmetric 

cryptography consequently is used to overcome these limitations. The next 

section describes the asymmetric cryptography techniques. 

2.2.3.2 Asymmetric Cryptography 

Asymmetric cryptography uses two related keys: one public key, freely shared 

with everyone, and the other private key, kept secret by its owner. This pair of 

keys is computed so that the private key cannot be derived from the public key. 

This pair of keys can be used to provide both encryption and digital signature. 

Asymmetric Encryption: The asymmetric cipher uses the public key for 

encryption and the private key for decryption. The asymmetric encryption 
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provides confidentiality, authentication and integrity services among engaging 

parties communications. 

Digital Signatures: The digital signature algorithm uses the private key for 

signing and the public key for verification. The asymmetric digital signature 

ensures authentication, integrity and non-repudiation services among engaging 

parties in communications system.  

In asymmetric key cryptosystem, it is important to ensure the origin and 

integrity of a given public key. There are two main types that have been 

utilised to provide public key authenticity [54]. The first one is the public key 

infrastructure (PKI) [55]. The term PKI represents the function of certificate 

authorities which binds public keys with respective entity to ensure non-

repudiation. The certificate authority is a trusted third party that digitally signs, 

using the certificate authority's own private key, and publishes the registered 

entities certificates which contain the public keys. The second type of public-

key cryptography is the identity based cryptography (IBC) [56]. The 

IBC allows the use of publicly known string representing an entity as a public 

key. So, there is no need for certificate and certificate authority's to provide a 

public key authenticity. 

In terms of the advantages, asymmetric cryptography provides solution 

for non-repudiation, key management, and key distribution. The digital 

signature provides the recipient the ability to prove the action of the originator. 

Therefore, the signer cannot repudiate his/her action, which cannot be achieved 

under symmetric cryptography. Furthermore, the sender and receiver are not 
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required to store the public keys of the other parties, therefore key management 

is not an issue. Although the public keys authenticity should be guaranteed 

[53]. Also, because of asymmetric cryptography characteristics where the 

public key is published, the issue of key distribution in the symmetric 

cryptography does not exist. 

However, symmetric cryptography is more efficient than asymmetric 

cryptography in terms of computation cost. It is estimated that it is 100 times 

faster than the asymmetric key cryptography [57, 58].  In term of key size, in 

2003, RSA Security [59] claimed that an RSA (a well-known asymmetric 

algorithm) 2048-bit key size is equivalent to 112-bit symmetric key in order to 

have a similar level of security, and that 3072-bit RSA key is comparable to 

128-bit symmetric keys. The larger the size of the key the more secure it is, 

however, it will cost in the computation and performance. 

Accordingly, security protocols, such as SSL [48], utilise a hybrid 

cryptosystem approach which combines the convenience of an asymmetric-key 

cryptosystem with the efficiency of a symmetric key cryptosystem. In order to 

establish secure sessions, a hybrid cryptography is used which makes use of 

both asymmetric key and symmetric encryption approaches. The hybrid 

cryptography supports the limited resources of the mobile device by taking 

advantage of the simplicity of symmetric encryption by generating and sharing 

new keys on the fly for each session where the public keys are used for keys 

exchange.  
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The following section will describe and review the existing models for 

mobile authentication and summarise their pros and cons. 

2.3 Existing Models on Ubiquitous Networks 

Authentication 

In ubiquitous networking, a mobile user is required to be authenticated to 

control access to network resources. Mobile user receives authentication 

credentials from the network provider to assist in the identification process 

such as SIM (Subscriber Identity Module) card for GSM (Global System for 

Mobile Communications) network. However, since mobile user demand is to 

be connected anywhere anytime, authenticating mobile users to multiple 

wireless technologies operated by multiple network providers is a challenge. 

There are a number of approaches which have been proposed to resolve this 

problem based on different models. 

In this section, existing approaches to authenticate ubiquitous mobile 

access users are described and their strengths and limitations are discussed. 

They can be classified into three models namely, traditional, centralised [58, 

60-69], and distributed [30, 70, 71] models of authentication. The challenges 

presented by each model for ubiquitous networking authentication are then 

summarised in section 2.3.5. Figure 2.2 illustrates the classification of the 

existing approaches. 
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Figure 2.2: Classification of existing authentication schemes for ubiquitous networking. 
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2.3.1 Traditional Mobile Authentication Model  

In this model, mobile users are pre-registered for every network provider they 

intend to use for their network services, as shown in Figure 2.3. An example of 

this model is the use of mobile phones with multiple smartcard (SIM) slots 

[61], SIM for GSM subscriber [65, 72]. Mobile devices these days support the 

use of multiple SIM cards simultaneously for greater mobility or to avoid 

roaming charges and receive local charges. The introduction of such an 

approach is to meet the mobile user’s needs to gain network access in an area 

not covered by a single network provider (one of the SIM cards). Other 

examples of this model are ticket-based wireless LAN access (e.g at airports, 

cafes, hotels) and prepaid GSM cards [73] (without roaming option). 

 

 

Figure 2.3: Traditional mobile authentication model. 

The pre-paid solution supports to some extent the open market 

environment in the sense that the mobile user has access to network providers 

without being restricted to one (home) network provider. However, this model 

is inconvenient, inflexible, and redundant. As there are no mechanisms to share 
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the user identity information with other providers such as the roaming 

agreements, the mobile user chooses multiple SIM cards to extend their 

mobility. In addition, this solution is difficult to manage with the 

heterogeneous wireless technologies. 

2.3.2 Centralised Mobile Authentication Model 

The centralised mobile authentication model eliminates some of the traditional 

model issues and gives the user a seamless experience. Here a central home 

network (play the role of identity provider) becomes responsible for collecting 

and provisioning of the user’s identity information in a manner that enforces 

the preferences of the user, as shown in Figure 2.4. The centralised 

authentication model is based on a three-party authentication architecture, 

which uses the Online Validation (OV) method to check the revocation status 

(RS) of the mobile user’s credentials.  The home network is required to be 

online to verify for the foreign network whether a visiting mobile user is a 

legitimate subscriber or not. Most of the proposed mobile authentication 

approaches are based on the centralised authentication model [58, 60-69]. 

 

 

Figure 2.4: Centralised mobile authentication model. 
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This model, however, has several drawbacks. Firstly, the home network 

is required to be online to verify for the foreign network that a visited mobile 

user is a legitimate subscriber. Therefore, the mobile user cannot access foreign 

networks in case the home network is offline. Secondly, the home network is 

prone to becoming a single point of failure. As the foreign network forwards 

any login request to the home network, in this case the attacker can launch a 

denial of service attack on the home network via the foreign networks [74]. 

Thirdly, the home network may not be trusted by all parties. Fourthly, the 

mobile users have a limited mobility, since they are limited to roam within the 

home network’s partners networks. Fifthly, the roaming charges are high. 

Finally, the involvement of the far end home network increase the number of 

round messages and the communication cost required, which is an overload for 

the network. 

The schemes based on the centralised mobile authentication model can 

be further divided into two categories namely, wireless technology dependant 

and wireless technology independent. The next section discusses the wireless 

technology dependent solutions. 

2.3.2.1 Wireless Technology Dependent 

The wireless technology dependent solutions have been designed to support 

specific wireless technology. The wireless technology dependent solutions can 

be further classified into four types namely, roaming across wireless wide area 

network (WWAN), roaming across wireless local area network (WLAN), 
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roaming across WWAN/WLAN, and roaming across Ad Hoc network. There 

are two main limitations of this category. The first limitation is the dependency 

on a single wireless technology (such as the cellular network, or Wi-Fi, or 

Bluetooth), which limits the mobile user network access to other wireless 

technologies. It is considered not feasible to achieve ubiquitous mobile access 

with single wireless technology. The second limitation is dependency on a 

formal roaming agreement between foreign networks and the home network, 

which may limit the mobile users roaming choices. 

 

Roaming Across WWAN 

The well-known solution for the roaming across WWAN is the GSM system 

[72]. In the GSM authentication technique [64, 65], the foreign network used a 

set of challenge/response (called RAND/SRES) received from the home 

network to authenticate the mobile user, while the authentication key being 

stored in the SIM is kept secret and known only to the home network. Each 

RAND/SRES is used only once to authenticate the mobile user. According to 

Molva et al. [65] as well as Suzuki and Nakada [64], this method of 

authentication is inefficient in terms of bandwidth consumption and home 

network overhead to generate and distribute the RAND/SRES pairs. In 

addition, more new RAND/SRES pairs can be needed when the pairs are short. 

Furthermore, Barkan et al. [75, 76] point out that the man-in-the-middle attack 

is achievable on the GSM network [77, 78]. 
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Therefore, in 1994 Molva et al. [65] proposed a very short lifetime 

ticket to be issued by the home network to authorise the foreign network to 

provide the network service to the mobile user which is similar to the Kerberos 

technique (Kerberos will be discussed under section 2.3.2.2). Their solution 

raises a number of concerns. Firstly, in their solution the foreign network does 

not have full control over the authorisation process, as the authorisation token 

is issued by the home network. Secondly, they require a formal roaming 

agreement to be established previously to enable mobile user roaming. Thirdly, 

there is a lack of joint key control property as the home network controls the 

key establishment between the mobile user and the foreign network. Fourthly, 

their solution requires re-authentication with the home network every time the 

mobile user desire to access the foreign network which is inefficient. Finally, 

the home network is vulnerable to the key storage attack, as the compromise of 

the shared keys server will compromise all the system security. 

Moreover, there are a number of proposals to solve the GSM roaming 

authentication issue and to support the global mobility network (GLOMONET) 

such as [62-64, 79-81]. In 1997, Suzuki and Nakada [64] proposed the first 

authentication technique for the GLOMONET. Their approach is based on 

transferring the mobile user information from the home network to the foreign 

network on a temporary base to eliminate the re-authentication with the home 

network after the first authentication has taken place. This is achieved by 

having a temporary security manager in the foreign network. In another words, 

the foreign network is able to authenticate the mobile user with their home 
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network just once the first time, then, for further access the foreign network 

can authenticate the mobile user by itself. While, in the GSM network the 

foreign networks need to re-authenticate with the home network when the 

challenge/ response pairs are finished to get more supply. However, Buttyan et 

al [65] indicates three attacks that can be used against this approach. These 

attacks are: impersonate the mobile user or foreign network, masquerade as the 

foreign network (lack of mutual authentication), eavesdrops the mobile user 

and foreign network authentication key by the home network (does not achieve 

Joint key control property). Furthermore, there are a number of concerns in this 

solution. Firstly, the transfer of mobile user information for the home network 

to the foreign network compromises the mobile user privacy. Secondly, eight 

messages are involved in their protocols before the foreign network and the 

mobile user can trust each other for the first time (where the home network is 

involved), then four messages are required using the temporary security 

manager, which can be considered a performance issue. Finally, as the home 

network in this approach stores the shared keys of both the mobile users and 

the foreign networks, the efficient key management property cannot be 

achieved as well. 

In 2003, Hwang and Chang [62] proposed an approach based on a self-

encryption mechanism for the global mobility network, GLOMONET, that is 

simpler and more efficient than the previous schemes of Suzuki and Nakada 

[64] and Buttyan et al. [65]. They solve the key management issue of the long-

term shared key between the mobile user and the home network by using a one 
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way function on the mobile user identity to generate the shared key. However, 

the proposed approach still relies on storing and managing secret keys between 

the home network and the foreign networks, which could be under the risk of 

key storage attack in both the home network and the foreign network key 

storage servers. Moreover, their solution still does not provide joint key 

control, as the authentication key is controlled by the foreign network only. 

Finally, according to Jiang et al. [63] this approach does not preserve user 

anonymity and un-traceability, as the mobile user identity is transmitted 

without protection. 

In 2006, Jiang et al. [63] proposed for the GLOMONET and to solve 

the privacy issue of Hwang and Chang [62] proposal. They try to solve the 

joint key control issue in Hwang and Chang work by having a random 

contribution of both the mobile user and the foreign network. However, their 

solution still does not provide the joint key control property as the home 

network has access to both random numbers and can generate the 

authentication key, which should be known by the mobile user and foreign 

network only. In addition, the solution provides efficient key management 

between the mobile user and the home network, as there is no shared key 

storage in the home network. Like the previous approach they used a one way 

function to generate the shared key from the mobile user identity. Nevertheless, 

they still rely on the shared key stored in both the home network and the 

foreign network servers. 
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In 2009, Chang et al. [82] proposed an enhanced authentication 

protocol to protect the roaming user’s anonymity for GLOMONET, in order to 

overcome the lack of mobile user’s anonymity in previous GLOMONET 

related schemes [24, 83-85]. Their protocol uses nonces to provide a strong 

security against any possible attacks. The communication between the foreign 

network and the home network is encrypted using a long term secret key. 

However, according to [86], four types of attacks are introduced to break the 

anonymity of the mobile users. Another vulnerability is that any exposure of 

the mobile user’s identity can easily lead to the discovery of the session keys. 

As a performance issue, eight messages are required to be exchanged to verify 

the mobile user’s authenticity. A secure and efficient database is needed to 

store all the session keys between the home network and their service provider 

partners. 

More authentication protocols have been proposed to overcome the 

anonymity issue for the roaming service in GLOMONET [87-91]. However, 

they still inherit the limitation of GLOMONET and the centralised 

authentication model. These approaches are still dependent on a single wireless 

technology (the cellular network), which limits the mobile user network access 

to other wireless technologies. In addition, they are also dependent on a formal 

roaming agreement between the foreign networks and the home network, and 

this limits the mobile user’s roaming choices. 

 

 

 

 

 



 

45 

 

 

Roaming Across WLAN 

This section reviews the solutions for roaming across WLAN (see [92] for 

thorough background reading on secure WLAN roaming). The main limitation 

with these solutions is dependency on a single wireless technology (Wi-Fi 

network), which limits the mobile user network access to other wireless 

technologies. 

Bahl et al. [93-95] proposed in 2000 the CHOICE network architecture 

and its underlying Protocol for Authorization and Negotiation of Services 

(PANS). They use Microsoft-Passport technology as a web-based 

authentication database method. Their goal is to globally authenticate users and 

securely connect them to the Internet via a high-speed wireless LAN. In their 

work they use Microsoft Passport as their global authenticator. To gain access 

to the network, the user should authenticate himself/herself with the global 

authenticator obtaining a key from the PANS authorizer. However, the global 

authenticator acts as a broker which requires all WLAN providers to have a 

pre-established service agreement with the global authenticator, which limits 

the mobile user’s mobility. Also, the global authenticator can be a single point 

of failure. According to Meyer et al. [96] CHOICE uses the Microsoft-

Passport, which makes it platform dependent and restricts its application area. 

Furthermore, using a simple username and a password as in Microsoft Passport 

is a weak authentication [97]. 

In 2005, Meyer et al. [78, 96] proposed a secret sharing technique to 

tackle the issue of validating the public-key certificates by mobile devices. In 
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their protocol called EAP-TLS-KS, which is an extension of EAP-TLS, every 

foreign network (that is roaming partners of the home network) share a secret 

key with the home network, where the home network’s public-key certificate is 

pre-installed at the mobile device. In their protocol the foreign and the home 

network cooperate to complete the required signature and decryption 

operations. 

Another solution towards ubiquitous WLAN access is based on the 

concept of user-provided networking community by sharing Wi-Fi connectivity 

among community members. A well-known example of a Wi-Fi community is 

FON (www.fon.com) [5], which was founded in 2006 and has more than 7 

millions hotspots worldwide (as of September 2012), operated by individuals 

sharing their home Wi-Fi connection with other FON community members. 

The FON community network is funded by a number of investors such as 

British Telecom, Google, and Skype. Users buy special WiFi routers from 

FON (community network provider) and share some of their bandwidth with 

other FON members (Foneros) around their locality in return for freely WiFi 

access anywhere in the world where FON hotspots (members) are present. The 

non-FON members have to pay for using the bandwidth of a FON member, 

which results in financial benefits to the members. However, in 2007 Sastry et 

al. [98] raised a concern regarding confidentiality and  integrity of the mobile 

user traffic, which can lead to eavesdropping, impersonation, or forgery by the 

host network. Another concern is regarding legal liability by the host provider 

as the host and visited user’s traffic are identical to the outside world [97, 99]. 
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Accordingly, Sastry et al. [98] proposed to keep the Wi-Fi home 

network as the actual network provider even in the visiting network by creating 

a tunnel between foreign networks and home network to answer all the mobile 

user service requests directly by the home network. Their aim is to provide a 

roaming across wireless LAN that eliminates the security concerns of a foreign 

network. This solution followed by a number of improvements in terms of 

deployment [100], authentication and key establishment [97], efficiency 

optimisation [101] challenges as well as privacy and anonymity concerns or the 

flexibility in commercial settings [99, 102]. However, the mobile user, in 

aforementioned tunnel based roaming solutions, is restricted to roam across 

limited WiFi foreign networks that have roaming agreements with its home 

network, which limits the freedom of selecting the most appropriate network. 

Moreover, this approach puts overhead on the network as it relies on the far 

end home network to provide the network services, which is considered 

impractical. 

 

Roaming Across WWAN/WLAN 

This section reviews the solutions for roaming across both WLAN and 

WWAN. There were a number of attempts to provide roaming across WWAN/ 

WLAN [103-108]. Recently, Shi et al. [29] have introduced, in 2007, a service 

agent to the WLAN/cellular integrated network architecture to improve service 

flexibility and deal with the roaming agreement issue when the number of 

WLAN operators is large. The service agent provides WLAN and cellular 
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network with a one-for-all roaming agreement so that one-to-one roaming 

agreements are no longer needed. In their proposed service model, the mobile 

device does not have to be a customer of any physical network operator. The 

service agent can provide cellular/WLAN integrated service itself. This 

approach has the same limitation of the broker model as well as it is dependent 

on Wi-Fi and cellular network technologies only. 

In 2006, Tsai and Chang [109] have proposed a GSM/GPRS SIM-based  

authentication mechanism for WLAN access networks. In their solution the 

mobile user can access the WLAN services by using his/her SIM card to be 

authenticated via the cellular home network. This solution is followed by an 

enhanced version [110] to tackle the issue of impersonation attack and privacy 

problems. However, their approach still lacks the mutual authentication. 

Accordingly, Tseng [111] in 2009 has proposed a novel symmetric-key based 

certificate distribution scheme based on Universal SIM (USIM) cards in a 

cellular network to access WLAN. The symmetric-key based certificate 

distribution scheme allows mobile subscribers to obtain temporary certificates 

from the corresponding cellular network. Nevertheless, the limitations of the 

aforementioned approaches are home network and roaming agreement 

dependency, which may limit the mobile user’s roaming freedom.  

 

Roaming Across Ad Hoc  

This section reviews the solution for roaming across Ad Hoc networks. In 

2005, Chakravorty et al. [112] proposed a mobile bazaar (MoB), an open 
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market architecture for collaborative wide-area wireless services by using 

reputation management and third party accounting and billing. Their approach 

is based on short-term transient access network resource reselling by the 

network’s subscribers to other users using an ad hoc network type solution. 

Their aim is to provide the mobile user with network access and freedom to 

choose a better connection (high bandwidth) in a foreign network domain by 

trading with foreign network users. An available idle terminal may act as an 

access node (i.e., effectively as an ad hoc wireless router) to provide access, 

directly or via a multihop link, to wireless communications resources such as a 

3G cellular network or Wi-Fi, and receive payment for this service. As 

indicated by Zhu et al. [113], the MoB approach focuses mostly on sharing 

wireless resources and does not address the fundamental issue of inter-domain 

authentication. Also, the limitation of this approach includes the dependency 

on foreign network’s users availability in trading and accessing the network. 

2.3.2.2 Wireless Technology Independent 

This section reviews generic solutions which are designed to be applicable for 

any wireless technology in order to simplify the authentication process between 

inter-system roaming. However, the major limitation is still the dependency on 

formal roaming agreement between foreign networks and the home network, 

which may limit the mobile user’s roaming choices. 

One of the early and well-known approaches based on the centralised 

authentication model is Kerberos [50, 51], which is based on the concept of 
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ticket authentication. Tickets are authorisation tokens that issued by a trusted 

third party to allow users to access service providers. The Kerberos model is 

based on a trusted third party named a Key Distribution Center (KDC) that 

consists of an Authentication Server (AS) and a Ticket Granting Server (TGS) 

to distribute session keys via authentication tickets. With these tickets and 

session keys, users are able to authenticate their identities with service 

providers. 

The Kerberos authentication protocol has six steps. In the first step, the 

user authenticates itself to the AS. In the second step, the AS issues a Ticket 

Granting Ticket (TGT), which is time stamped, for the user to authenticate with 

TGS. In the third step, the user sends the TGT to the TGS. In the fourth step, 

after verifying the TGT is valid and the user is permitted to access the desired 

service, the TGS issues session keys and a Ticket, which are returned to the 

user. In the fifth step, the user then sends the Ticket to the service provider 

along with its service request. In the sixth step, after verifying the Ticket, the 

service provider sent a confirmation that it is willing to serve the user’s 

requests. The Kerberos authentication protocol is illustrated in Figure 2.5. 

 

Figure 2.5: The Kerberos authentication protocol. 
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There are a number of proposals that make use of the ticket based 

approach to provide ubiquitous networking [114-121]. For example, Patel and 

Crowcroft [114] proposed in 1997 a homeless mechanism based on the notion 

of tickets. Sirbu et al. [122] proposed an extended Kerberos with public key 

cryptography to improve the scalability and security. Similar to the Kerberos 

model, Butty´an and Hubaux [123] proposed in 1999 an approach based on the 

introduction of customer care agencies and a ticket based mechanism for all 

kinds of mobile services. The goal of their approach is to enable mobile users 

to choose their service providers in a more flexible way, handle payments on 

behalf of the user, and take care of protecting the user’s privacy by the 

assistance of a customer care agency, which can lead to greater user 

satisfaction. In 2001, Lee et al. [116] proposed a secure scheme for providing 

anonymous communications in wireless systems using ticket based 

authentication and payment protocol. 

Moreover, Wuu and Hung [124] proposed in 2006 an authentication 

protocol based on the off-line roaming authentication. For each mobile user 

who wishes to roam into a foreign network, s/he is required to communicate to 

the authentication server at the home network to obtain the roaming 

information before requesting access to the foreign network. This information 

will assist the foreign network to authenticate the visiting users. In this 

protocol, the foreign network can authenticate the visiting users through 

exchanging only two messages rather than four as in the typical protocols. 

However, the user’s freedom of choosing the service providers is limited. Since 
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the mobile user cannot request services from a foreign network unless prior 

roaming information is obtained. 

Recently, Lei, Quintero and Pierre [117] presented in 2009 reusable 

tickets for accessing mobile services. In their proposal, lightweight 

computational symmetric keys are used on the mobile device side to support 

the limited capabilities of the mobile device.   

The major disadvantage of the Kerberos model is that a foreign network 

does not have control over granting the authorisation token, as the tickets are 

approved by the KDC. The KDC acts as a broker, where it requires foreign 

networks to have pre-established roaming agreements. The broker concept 

reduces the issue of a one-to-one roaming agreement by having a one-to-many 

service agreement. However, the broker approach will not work in the case of 

there is no service level agreement between the KDC and the potential foreign 

network. For example, a mobile user wants to access network services from a 

new foreign network that is not yet an established service agreement with the 

ticket server or the foreign network is not large enough to be approved by the 

ticket server. This solution does not support the open market environment as 

mobile users depend on KDC to access network providers, and there is no 

direct negotiation between mobile users and foreign network providers. 

In order to avoid the Kerberos model limitations, new solutions have 

been proposed to provide the foreign network a control over the authorisation 

process. In 2004, Zhu and Ma [24] proposed an authentication scheme for 

wireless communications. The authors argued that their protocol provides 
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strong authentication by using a new session key for each time that the mobile 

user accesses the foreign network services. Moreover, it is claimed that the 

protocol can grant the user’s anonymity without tracing to his/her movement. 

From a performance perspective, the exchanged message between the 

communicating parties: mobile user, foreign network and home network takes 

only one round. However, three security issues in this protocol were illustrated 

in [84]. Firstly, it failed to provide a mutual authentication between the mobile 

user and the foreign network. As only the foreign network can authenticate the 

mobile user while the mobile user cannot. Secondly, a forgery attack can be 

achieved. Finally, if the attacker discovers a session key, s/he can easily 

compute the future session keys. 

In 2005, Akyildiz and Mohanty [60] have proposed an Architecture for 

ubiquitous Mobile Communications (AMC). Their aim is to provide ubiquitous 

high-data rate services to mobile users by integrating heterogeneous wireless 

systems. AMC eliminates the need for direct service level agreements among 

network providers by using a third party network interoperating agent (NIA). 

The NIA acts as a broker, and it requires network providers to have pre-

established service agreements. Also, there is dependency on NIA, and there is 

no direct negotiation between the mobile user and the foreign network. 

In 2007, Droma and Ganchev [61] have proposed a Consumer-centric 

Business Model (CBM) for wireless services. They argue that their model is a 

better alternative to the subscriber based model (SBM). They indicate that the 

benefits of their system over SBM are:  
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− Dynamic consumer choice (especially for access services). 

− Consumer-driven “always best connected and served”. 

− Consumer-driven integrated heterogeneous networking. 

− New teleservice provider business entities and opportunities. 

− An enlarged access network marketplace that is now more open. 

− Elimination of roaming charges. 

− A potential commercial ad hoc networking solution. 

In the CBM model, entities should have a business agreement only with 

the third-party authentication, authorization, and accounting service provisions 

(3P-AAA-SPs). The 3P-AAA-SPs are independent entities and not wireless 

access network providers. However, the 3P-AAA-SP works as a broker, and it 

requires network providers to have a pre-established service agreement.  

In 2007, Yang et al. [66] proposed an anonymous and authenticated key 

exchange for roaming networks. Their scheme has the potential to provide a 

flexible roaming agreement establishment, as they eliminate the long-term 

shared key between the home network and the foreign network. However, they 

did not consider how the roaming agreement would be established between 

engaging parties. Additionally, two further limitations can be found in this 

approach. Firstly, the foreign network is dependent on the home network for 

re-authentication, even though the mobile user is recently authenticated by the 

foreign network. Secondly, there is a lack of key management, as both the 

home network and the foreign network servers store the mobile user’s shared 
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key, which requires storage of a large quantity of keys and makes the servers 

vulnerable to key storage attack. 

In 2010, Chang and Tsai [67] have proposed a self-verified mobile 

authentication scheme for large-scale wireless networks. Yang [68], however, 

has pointed out that there is a serious security flaw in the key delegation phase 

of the scheme and an inside attack can be launched by dishonest mobile users. 

In addition, we found that Chang and Tsai’s protocol cannot provide efficient 

key management, as well as being limited by the home network’s roaming 

agreements.  

In 2011, Chen et al. [58] proposed a protocol that assists the foreign 

networks to authenticate mobile users through their home networks. The access 

is granted via anonymous tickets issued by foreign networks after successful 

verifications with their home networks. For the next users’ logins, the 

communications between the mobile users and the foreign network are 

encrypted using session keys generated based on the Diffie-Hellman scheme. 

Random nonces are implemented to increase the security of the protocol. The 

protocol also protects the user’s anonymity. To secure the verification process, 

the home network shares a secret key with the foreign network. Therefore, this 

protocol cannot be performed if there is no agreement on a secret key between 

the home network and foreign network. Also, five messages are involved in 

this protocol before the foreign network and the mobile user can trust each 

other which can be considered a performance issue.  
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2.3.2.3 Summary 

In section (2.3.2), a number of solutions have been proposed for wireless 

roaming based on the centralised mobile authentication model. These solutions 

have been classified in to two main types namely, wireless technology 

dependent and independent. Each solution has it is advantages and 

disadvantages, however, all the reviewed solutions suffer from the single point 

of failure limitation, which has been inherited from the centralised model.  

Since foreign networks forward any request to the home network, an attacker 

can launch a denial of service attack on the home network via foreign networks 

[71].  

Accordingly, the distributed mobile authentication model has been 

proposed to distribute the authentication load across the visited foreign 

networks. The following section will review the distributed model solutions. 

2.3.3 Distributed Mobile Authentication Model 

The distributed mobile authentication model can be found in both three- [30] 

and two- [70, 71] party roaming structures. In the three-party authentication, 

the authentication load can be distributed among different identity provider 

entity (multiple identity provider approach) or to the home network’s partners’s 

partners (called chained authentication). While in the two-party authentication 

the home network can be off line, therefore denial of service attack against the 

home network is not applicable. The next section reviews the three-party 

roaming structure solutions. 
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2.3.3.1 Three-Party Roaming Structures 

This section can be classified into wireless technology dependent and wireless 

technology independent. The next section reviews the wireless technology 

dependent solutions. 

Wireless Technology Dependent 

Under this model, the only wireless technology dependent solution is found for 

roaming across WLAN. This solution distributes the responsibility of the 

identity provider to multiple identity providers which can be selected by the 

end users. In such systems, multiple identity providers can store and verify the 

user’s identity information, if requested. This avoids the problem of a single 

point of failure, but requires that an identity provider be chosen that also can be 

trusted by other entities.  

Matsunaga et al. [125, 126] have proposed, in 2003, a Single Sign-On 

(SSO) authentication architecture that confederates WLAN service providers 

through trusted identity providers, as illustrated in Figure 2.6. They argue that 

the dynamic selection of an authentication method and identity providers will 

play a key role in confederating public wireless LAN service providers under 

different trust levels and with alternative authentication schemes. Figure 2.6 

show the concept of multiple identity providers to increase mobility. Their 

method combines both layer two and web-based authentication methods. In 

their implementation they used two different industry standard single sign-on 

authentication schemes in public wireless LANs: RADIUS [49] and Liberty 
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Architecture [127]. A client-side policy engine enables the user to select which 

of the alternate single sign on authentication schemes to use.  

 

 

Figure 2.6: Distributed authentication model for WLAN. 

As stated by Manulis et al. [97], the problem with this solution is that 

the mobile device is assumed to be capable to validate the foreign network's 

certificate while being offline. Besides, the employment of public-key 

operations might be costly for resource-constraint mobile devices. Also, this 

approach is dependent on a roaming agreement between the network providers 

and identity providers, which limits the mobile user roaming freedom. Another 

limitation is the dependency on a single wireless technology. Lastly, it is 

limited to web-based authentication using cookies [128]. 

Wireless Technology Independent 

This section reviews the generic solutions which are designed to be applicable 

for any wireless technology and to simplify the authentication process between 

inter-system roaming. The distributed authentication model based on a three-

party structure allows the mobile user to access the partners of previously 
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visited foreign networks, where the home network may not engage in the 

verification, and it may also be offline. This also reduces authentication delays 

by collaborating amongst adjacent networks, as illustrated in Figure 2.7. 

 

 

Figure 2.7: Chained method for internetwork authentication. 

In 2004, Shin et al. [128, 129] argue that centralised authentication 

approaches are inefficient, as the home network participates in each 

authentication process, causing high latency. They have proposed a chained 

method of distributed authentication for inter-network. The role of home 

network authentication has been limited to the first visited network, where the 

rest relies on the previously visited network for authentication. This approach 

relies on the collaboration between adjacent networks and the level of trust and 

requires a service agreement between them. Also, there is no direct negotiation 

between a mobile user and foreign networks. 
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In 2008, Tuladhar et al. [4] have proposed proof tokens authentication 

architecture and protocol. It is similar to the previous approach (Chained 

Authentication), as it reduces the need for home network authentication by 

making use of the previous trusted visited network to authenticate the mobile 

user. In their approach, they tried to solve two problems. The first problem is 

the limited roaming agreement of home network with foreign networks, and 

they propose to allow mobile users to access the partners of previously visited 

networks by that mobile user. The second problem is authentication delay, 

which they identified as a major cause for high latency, and propose the 

collaboration between adjacent networks. However, this approach still relies on 

roaming agreement for authentication, and does not support a direct negotiation 

with the mobile user. 

In 2010, another chained method based on Kerberos has been proposed 

by Shrestha et al. [30]. However, the solution is lacking in flexible service 

agreement establishment (as the mobile user remains limited to the home 

network’s partners and the partner’s partners) and joint key control (as the 

home network and previously visited foreign network control the key 

establishment); it does not provide efficient re-authentication (as the current 

foreign network authenticates the mobile user with the previous foreign 

network each time the mobile user tries to login to their domain), and does not 

provide user anonymity (as the mobile user identity is not protected). 
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2.3.3.2 Two-Party Roaming Structures 

Recently a two-party roaming structure scheme [70, 71] based on a distributed 

authentication model has been proposed that uses a revocation list to check the 

revocation status of the mobile user’s credentials, as shown in Figure 2.8.  

 

 

Figure 2.8: Two-party authentication using revocation list. 

Yang et al. [70] in 2010 proposed protocols that require the 

involvement of mobile user and foreign network only. Therefore, a denial of 

service attack against home network is not valid. The foreign network checks 

the revocation status of the mobile user’s credentials using a table look-up 

against the revocation list, which is published by the home network. However, 

this revocation list check technique adds overheads to the foreign network 

based on the list size. In this approach, the foreign network requires high off-

line computation to verify the revocation status of the mobile user’s 

credentials, which can be large and are updated frequently [71, 130]. The 

foreign network requires downloading of the latest revocation lists of all the 

home networks, and then pre-computes the required time slot table. To do so, 

the foreign network has to be aware of all the global network providers of the 

different wireless systems, which is considered to be impractical.  
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In 2011, He et al. [71] indicated that an attacker can launch a denial of 

service attack in the foreign network by sending a large number of forged login 

requests. In response, He et al. propose an authentication protocol where the 

mobile user is authenticated first. However, their approach has a serious 

performance weakness, as it relies on online signature verification for the 

growing revocation list. 

 In addition, three limitations have been found in both techniques [70, 

71]. The first issue is that they have not considered how their approach will 

establish the roaming agreement. The second issue is related to the need of re-

validation, which is required for every mobile user, even when the revocation 

status of the credential is recently validated. Finally, it suffers from a lack of 

efficient key management. 

2.3.3.3 Summary 

Overall, the two-party roaming is the most promising solution, as the foreign 

network is able to validate mobile user authenticity without any online 

involvement from the guarantor, such as the home network or the previously 

visited foreign network. This can be achieved using the revocation list. 

However, the revocation list techniques encounter the issues of table look-up 

overhead and re-authentication overhead. 

 The next section looks further into the issue of limited roaming 

agreements. 
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2.3.4 Limited Roaming Agreements Issue 

Traditionally, a formal roaming agreement is used by a cellular network to 

extend its services using other networks. However, it is not feasible for the 

home network to establish and maintain manual roaming agreements with 

every possible administrative domain [28-30]. As for N numbers of network 

providers, the home networks are required to establish (� − 1) roaming 

agreements for each network. Consequently, the number of mutual roaming 

agreements increases substantially with the number of network providers.   

The problem of limited roaming agreements of the home network with 

foreign networks has concerned many researchers. As some of the existing 

protocols [30, 58, 62-64, 67] are based on the limited home network’s roaming 

agreements. There were a number of attempts to solve the problem based on 

two classifications, namely centralised and distributed solution (e.g. [4, 30, 

129]). The centralised solution can be applied using three mechanisms, namely 

brokered model (e.g. [60, 61, 91]), ambient networks [131], spontaneous 

roaming agreements [28].  

With the brokered model, the home network establishes roaming 

agreements with a broker to have one-to-many roaming agreements with other 

foreign networks. For example, B. Raman et al. [132] have proposed in 2002 

service composition models (or SAHARA Model)  for the creation, placement, 

and management of services for composition across independent providers. 

SAHARA project supported by Sprint, Ericsson, NTTDoCoMo, HRL, and 

Calif. Micro. The goal of their project is to manage trust across multiple 
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independent service providers. In their work they have two different models. 

First, is the traditional cooperative model, where service providers have 

roaming agreements (one-to-one relationship) for collaboration. The second 

model is a brokered model, where the service provider has a roaming 

agreement with the roaming broker and that extends the agreement with all the 

partners of that broker (one-to-many relationship). The broker supports both 

mobility and charging information. There are a number of proposals that make 

use of the brokered model such as [133-139]. However, there are three 

drawbacks to the brokered model [28]. First, as the broker acts as a proxy this 

incurs unnecessarily long latency. Second, the home network has limited 

control over the roaming agreement terms and conditions with another foreign 

network. Third, the profit margin becomes lower as the home network has to 

pay for any traffic going through the broker.  

In order to overcome the limitations of the brokered roaming model, the 

ambient networks project [131] proposed techniques for establishing mutual 

roaming agreements automatically based on direct negotiation between 

network providers to replace manual negotiation. With this automation, it 

provides an efficient way to establish roaming agreements at a lower cost. 

However, it is still based on pre-established roaming agreements, thus, the pre-

determined roaming agreements cannot cover all possible networks to which 

mobile users may roam [28].  

A spontaneous roaming agreement between the home network and 

foreign networks [28] has been proposed to solve the limitation of the broker 
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model and the ambient network. In 2007, Fu et al. [28] have proposed in fly 

partnership negotiations to achieve spontaneous and dynamic roaming 

agreements using policy based negotiations for heterogeneous network 

providers. Their approach aims to eliminate manually set up pre-established 

formal roaming agreements, which is a costly and time-consuming process. 

They argue for the need to establish on the fly roaming agreement to optimize 

the network providers’ cooperation. However, this solution relies on the far 

located home network to establish a spontaneous roaming agreement with the 

foreign network which encounters overhead delays. Also, as this technique is 

based on a centralised authentication model, the home network can be a single 

point of failure and a bottleneck.  

In order to avoid the single point of failure in the centralised model, the 

distributed model (e.g [4, 30, 129]) has been proposed accordingly. The home 

network is not engaged in the verification and it can be offline. Their proposed 

idea is to allow mobile users to access the partners of previously visited 

networks by that mobile user. Also, this model reduces the authentication 

delays by collaborating among adjacent networks. However, these protocols [4, 

30, 129] lack in achieving a flexible service agreement establishment, as the 

mobile users are still limited to the home network’s partners and the partner’s 

partners. Therefore, a new solution for the limited roaming agreement issue is 

required. 
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2.3.5 Summary 

A key challenge in a ubiquitous network is achieving mutual authentication 

between visiting mobile users and foreign networks and preventing 

unauthorised access efficiently and securely. This should take place when 

roaming to an administrative domain without the need for a pre-established 

roaming agreement with a mobile user’s home network domain [30].  

As we have outlined, the distributed authentication model out-performs 

the centralised authentication model in achieving the vision of ubiquitous 

networking, as the authentication load is distributed and avoids the single point 

of failure. However, the distributed model still suffers from some limitations, 

especially in terms of the limited roaming agreement. Moreover, the revocation 

status check of the mobile user’s credentials raises both security and efficiency 

concerns. Validating the revocation status of the mobile user credentials can 

occur by using two techniques: the online validation check (using a three-party 

structure) or the revocation list check (using a two-party structure). Each 

technique has its own advantages and disadvantages. 

Overall, the two-party roaming is the most promising solution, as the 

foreign network is able to validate mobile user authenticity without any online 

involvement from the guarantor, such as the home network or the previously 

visited foreign network. This can be achieved using a revocation list. However, 

the revocation list techniques encounter the issues of table look-up overhead 

and re-authentication overhead. Table 2.3 below summarises the strengths and 

limitations of each model described below. 
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Table 2.3: A summary of existing models. 

Main Classification Sample 

System 

Advantages Disadvantages 

Traditional 

Model  

(Section 

2.3.1) 

 
Two-Party 

 
[73] 

1- Support an open market 
environment.  
2- Avoid roaming charges and receive 
local charges. 

1-  It is inflexible and redundant. As, there are no 
mechanisms to share the user authenticity with 
other providers. 
2-  It is difficult to be managed with the 
heterogeneous wireless technologies 

 

Centralised 

Model  

(Section 

2.3.2) 

Wireless 
Technology 
Dependent 

[29, 62-
64, 94, 
97, 
112] 

1-User seamless experience, where a 
central  home network became 
responsible for collection and 
verification of the user’s identity 
information for relying parties (foreign 
networks).  

This approach has several drawbacks, as the HN: 
1- is required to be online to verify for the FN. 
2- is prone to becoming a single point of failure. 
3- is limiting the MU roaming to its partnars 
4- roaming charges are high. 
5- increase the number of communication rounds 

Wireless 
Technology 
Independent 

[24, 58, 
60, 61, 
66, 67] 

 

 

Distributed 

Model  

(Section 

2.3.3) 

 
 
Three-Party 

[4, 30, 
125, 
129] 

1-Avoids the problem of a single point 
of failure. 
2- Distribute the responsibility of one 
IdP to multiple IdPs. 
3-Supports open market environment. 

1- An identity provider needs to be chosen that is 
also trusted by other entities.  
2- It is dependent on Service agreements.  
3- Redundancy in multible providers approach. 

 
Two-Party 

[70, 71] 
 
 

1-Avoids the problem of a single point 
of failure. 
2- Efficent communication. 

1-High computation on the foreign network side. 
2- Foreign network is pron to DoS attack. 
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2.4 Solution Key Requirements  

The existing approaches have limitations that pose certain challenges for 

authentication in ubiquitous networking solution. These are summarised in the 

following solution requirements: 

2.4.1 Flexibility Requirements 

The solution is considered to be flexible if it satisfies the following two 

flexibility requirements: wireless technology independent, and flexible roaming 

agreement establishment. 

i. Wireless Technology Independence: it is not feasible to achieve 

ubiquitous mobile access with single wireless technology. The aim 

should be to enable access to the core network regardless of the 

wireless technology. Therefore, the authentication solution should be 

generic and not designed for a specific underlying wireless technology. 

The solution can be designed at the network layer of the OSI, or higher, 

to avoid differences in the link and physical layer.  

ii. Flexible Service Agreement Establishment: it is not feasible for the 

home network to establish manual roaming agreements and long-term 

shared keys with every possible administrative domain [28, 30]. Thus, 

the solution should be flexible in establishing the service agreement.  
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2.4.2 Security Requirements 

Security requirements are used to measure the security of mobile roaming 

authentication protocols. The solution is considered to be secure if it satisfies 

the following five security requirements: mutual authentication, full access 

control, joint key control, user anonymity and un-traceability, and practical key 

management. 

i. Mutual Authentication: in order to protect against the masquerade 

of any party, the mobile user authenticates the visited foreign 

network to be sure about the identity of the foreign network (server 

authentication). At the same time, the foreign network checks the 

subscription validation of the visited mobile user with the home 

network. 

ii. Full Access Control: The foreign network service providers should 

have a full control over the authorisation process, as it decides 

whether access requests from the authenticated mobile user shall be 

granted or rejected. 

iii. Joint Key Control: session keys generation should consist of a 

contribution from both the mobile user and the foreign network. 

Also, no other party should control or know the session keys, 

including the home network. 

iv. User Anonymity and Un-traceability: the mobile user is anonymous 

and his activities are un-traceable to eavesdroppers. The mobile 

user’s identity and personal details should be kept secretly with the 
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home network to ensure privacy. Therefore, when a mobile user 

wants to roam into a foreign network, the foreign network only 

needs to validate the authenticity without revealing any information 

related to the mobile user’s identity. 

v. Practical Key Management: the home network server and the 

foreign network server should not store the mobile user’s shared 

key. This makes both servers scalable when managing a large 

number of mobile users, which eliminates the need for large 

storage space of these keys. In another words, the foreign network 

can manage a large number of visited mobile users without being 

limited by the available key storage as all the shared key are stored 

in the authorisation token securely for later retrieval. In terms of 

security, the risk of compromising the key storage in home network 

or foreign network, which could reveal all the stored keys to the 

attacker, can be avoided. 

2.4.3 Performance Requirements 

Performance requirements are used to measure the operational efficiency and 

practicability of mobile roaming authentication protocols. The solution is 

considered to be practical if it satisfies the following three performance 

requirements: efficient re-authentication, efficient computation operations, and 

communication operations. 
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i. Efficient Re-Authentication: when the foreign network re-authenticates 

the mobile user with the home network a large overhead is incurred, as 

well as involving a longer round trip time in re-authenticating. Thus, 

the foreign network should be able to authenticate the mobile user with 

the TTP (e.g. the home network) just once in the first instance. Then, 

for further access, the foreign network can authenticate the mobile user 

by itself. 

ii. Efficient Computation Operations: the computational load in the 

engaging party should be minimised especially for the mobile device 

side. The computational cost is very critical for the limited resources 

mobile devices, especially in terms of battery life. 

iii. Efficient Communication Operations: the total required number of 

exchanged messages in the protocol to authenticate the visiting mobile 

users should be minimised as much as possible. This means that the 

authentication messages should aim to take only one round trip between 

the engaged parties. 

In the following section, these key requirements will be used as 

assessment parameters to evaluate and compare the existing approaches in the 

literature. 
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2.5 Comparative Evaluation of Existing 

Approaches 

In this section the works described in section 2.3 will be compared based on 

the solution requirements presented in section 2.4. Table 2.4 summarises the 

comparison of existing approaches to authenticate visited mobile users to 

foreign network providers towards achieving universal connectivity. The 

assessment parameters discussed earlier are wireless technology independent, 

flexible agreement establishment, mutual authentication, full access control, 

joint key control, user anonymity and un-traceability, practical key 

management, efficient re-authentication, efficient computation and 

communication operations. 

It can be seen from table 2.4 below that none of the existing approaches 

satisfies the solution requirements. Especially the flexible agreement 

establishment and the practical key management, none of these approaches 

fully satisfies these two requirements. Only three of these schemes, as shown in 

table 2.4, have the potential to provide a flexible roaming agreement 

establishment; these are [66, 70, 71], as they eliminate the long-term shared 

key between the home network and the foreign network. However, they did not 

consider how the roaming agreement would be established between engaging 

parties. 

In regard to the practical key management, there are only three 

schemes; these are [58, 62, 63], they try to solve the key management issue of 
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the long-term shared key between the mobile user and the home network by 

using a one way function on the mobile user identity to generate the shared 

key. However, these approaches still rely on storing and managing secret keys 

between the home network and the foreign networks, which could be under the 

risk of key storage attack in both the home network and the foreign network 

key storage servers. 

In terms of communication efficiency, the two-party roaming (using 

revocation list) approaches, based on distributed authentication model, are the 

most efficient. As they require only three round messages to complete the 

authentication process. While the three-party roaming (using online validation) 

schemes, based on centralised authentication model, require at least four round 

messages in contrast. However, as the most of the three-party roaming 

solutions efficiently re-authentication the mobile user, they are more efficient 

than the two-party roaming for the successive service requests. A number of 

the three-party roaming approaches require only two round messages to 

achieve mutual authentication after the first authentication. The two round 

messages is considered the minimum communication to achieve mutual 

authentication. 
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Table 2.4: Comparison of ubiquitous networks authentication protocols. 

 

           Feature/Approach 

Distributed 

Authentication Model 

Centralised Authentication Model 

 [71] [70] [30] [58] [67] [66] [63] [62] [64] 

i- Wireless Technology Independent Yes Yes Yes Yes Yes Yes No No No 

ii- Flexible Agreement Establishment Null Null No No No Null No No No 

 a-Eliminate secret key between HN-FNs  Yes Yes No No No Yes No No No 

 b- Trusted third party dependency Yes Yes No No No Yes No No No 

iii- Mutual Authentication Yes Yes Yes Yes Yes Yes Yes Yes No 

iv- Joint Key Control Yes Yes No Yes Yes Yes No No No 

v- User Anonymity and un-traceability Yes Yes No Yes Yes Yes Yes No No 

vi- Practical Key Management No No No Part No No Part Part No 

vii- Efficient Re-Authentication No No No Yes Yes No Yes Yes Yes 

viii-Number of Messages 3 3 7 5-2 4-2 5 4-2 5-3 8-4 

Number of Parties Involved 2 2 3 3 3 3 3 3 3 

Revocation Status Check Method RL RL OV OV OV OV OV OV OV 

RL: Revocation List         OV: Online Validation
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2.6 Summary 

In this chapter, we started with brief background information of the security 

services and authentication concepts together with the cryptographic tools were 

introduced. We then reviewed the major techniques in the field of ubiquitous 

mobile access authentication, which has attracted many researchers in the past 

decade. After investigating existing mobile authentication models and 

approaches, the common challenges are summarised to serve as the solution 

key requirements. 

Existing approaches to authenticate ubiquitous mobile access users 

have been classified into three models namely, traditional, centralised, and 

distributed mobile authentication model. Moreover, these approaches can be 

further classified into wireless technology dependent (where mobile user can 

roam within single wireless system) and independent solutions (where mobile 

user can roam within any wireless system). The wireless technology dependent 

solutions have been designed to support specific wireless technology such as 

Ad Hoc, Wi-Fi, WWAN or both WWAN and WLAN, which were considered 

impractical for the ubiquitous networking environment. 

The traditional model is based on two-party roaming where the mobile 

user pre-registered with multiple network providers to extend his/her mobility. 

However, this model was considered impractical as there are no seamless 

roaming between providers. Accordingly, the centralised mobile authentication 

model approaches were proposed. They are based on three-party roaming 
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structure, where foreign network uses online validation to check the revocation 

status of the user via the home network. Nevertheless, the centralised 

authentication model is prone to denial of service attack as the foreign network 

forwards any user request to be authenticated by the home network.  

Consequently, the distributed mobile authentication model approaches 

were introduced. They can be found on either three (using online validation 

check) or two (using revocation list check) party roaming structures. Overall, 

the two-party roaming is the most promising solution, as the foreign network is 

able to validate mobile user authenticity without any online involvement from 

the guarantor, such as the home network or the previously visited foreign 

network. This can be achieved using a revocation list. However, the revocation 

list techniques encounter the issues of table look-up overhead and re-

authentication overhead, which makes the foreign network prone to denial of 

service as well. 

In order to enable a practical solution for authentication in the 

ubiquitous mobile access environment, solution requirements are introduced. 

They are: wireless technology independent, flexible agreement establishment, 

mutual authentication, full access control, joint key control, user anonymity 

and un-traceability, practical key management, efficient re-authentication, 

efficient computation and communication operations. These requirements can 

be used as assessment parameters for mobile authentication protocols designers 

for analysis and evaluation. The comparative evaluation indicates that none of 

the existing approaches satisfies the solution requirements.  
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 In the next chapter, we propose a new model for mobile authentication 

in ubiquitous networking environment, which has been designed to address the 

aforementioned solution requirements. 
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Chapter 3 

3 A Hybrid Authentication Model for 

Ubiquitous Networking 

 

3.1 Introduction 

In the previous chapter, we have demonstrated that the problems of mobile 

authentication in ubiquitous wireless networks mainly pertain to three 

perspectives: flexibility, security and performance. In order to systematically 

identify and address these problems, a formal model is required.  

Therefore, in this chapter, we propose a new hybrid mobile 

authentication model dedicated to ubiquitous networks. The hybrid model is 

based on both centralised and distributed authentication models, to combine the 

advantages of both models in terms of security and performance. The proposed 

model not only identifies the important and essential properties in the mobile 

authentication approach, but also clarifies the relationships between the 

problems in mobile authentication and these properties. These key properties 

and relationships provide the building blocks and methods to design an 

approach for the purpose of tackling the problems of mobile authentication. 
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The proposed model can serve as a guideline for system designers and 

implementers to design mobile authentication schemes. 

The remainder of this chapter is organized as follows. An overview of 

the hybrid mobile authentication model is described in section 3.2. The model 

can be divided into four main components, namely engaging parties, mobile 

environments, authentication services and automated service agreement 

establishment. The first component, illustrated in section 3.3, identifies the 

goals of engaging parties and the interaction among them. The second 

component, demonstrated in section 3.4, takes into account the role and 

function of the mobile environment in a mobile authentication approach. The 

third component, presented in section 3.5, mitigates the mobile authentication 

vulnerabilities by providing secure and efficient local and remote 

authentication mechanisms. The final component, shown in section 3.6, 

provides a practical solution to the cross domain authentication issue by 

enabling automated roaming agreement establishment. Section  3.7 illustrates a 

business life scenario to demonstrate the usefulness of the automated roaming 

agreement establishment. Finally, section 3.8 summarises this chapter. 

3.2 An Overview of the Hybrid Mobile 

Authentication Model 

This section presents an overview of the proposed novel hybrid mobile 

authentication model for ubiquitous wireless networking. The structure of the 
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model is illustrated in Figure 3.1. The new model supports mobile users to be 

authenticated using a mix of centralised or distributed authentication models, to 

combine the advantages of both models in terms of security and efficiency. The 

distributed authentication model allows the mobile user to be authenticated by 

the foreign network without the involvement of the home network, if the 

mobile user can provide recent evidence of authenticity by the home network 

(e.g. a day old evidence). Otherwise, the foreign network uses an online 

validation check based on the centralised model to authenticate the mobile user 

and update the recent evidence via the home network. The hybrid model can 

assist in distributing the authentication load amongst the visited foreign 

networks and the home network, which increase the solution performance. 

 

Figure 3.1: The hybrid mobile authentication model structure. 

In the proposed model, illustrated in Figure 3.2, there are four entities 

involved, namely, mobile user, foreign network, home network, and certificate 

authority. The trust relationships among these entities represented using three 

types, namely no trust, partial trust and full trust. The “no trust” type can exist 

between mobile user and potential network provider as a first step of 

communication. While, the “partial trust” type exists between foreign network 
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and home network, if there is no service agreement between these two entities. 

The full trust type exists between mobile user and the home network (after the 

registration process) and foreign network (after the authentication process). 

 

Figure 3.2: Overview of the proposed hybrid mobile authentication model. 

In the model, the foreign networks have full control over the 

authorisation process, as they are able to negotiate directly with potential 

mobile users and make service agreements, where the home network plays the 

role of an identity provider. The model consists of two tokens: identification 

token and authorisation token. The mobile user is pre-registered with the home 

network to get ‘identification token’. The home network verifies and updates 

the identification token for foreign networks when required, and it may provide 

this as a service to its mobile users. The identification token in itself does not 
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grant any access, but provides a unique binding between an identifier and the 

subject. The ‘authorisation token’ is granted to a mobile user via a foreign 

network. The authorisation token can be used as an access control to validate 

an individual mobile user. 

  The mobile user can be authenticated by the foreign network, without 

the involvement of the home network, if the mobile user provides a valid 

identification token with recent evidence of authenticity from the home 

network (e.g. day-old evidence) and a valid signature of both the mobile user 

and the home network. Otherwise, the mobile user needs to be authenticated by 

the home network for the foreign network, and also needs to update the recent 

evidence for future service requests with other foreign networks. In this sense, 

the hybrid model can assist in distributing the authentication load between both 

the visited foreign networks (while the recent evidence is current) and the 

home network (when the recent evidence is expired). In order to minimise the 

reliance on the home network’s certificate authority, which can be a single 

point of failure, there is no need for a foreign network to verify the certificate 

of the home network once trust is established. The foreign network’s certificate 

can be used to establish trust with the mobile user and/or the home network. 

With mutual trust, the foreign network ensures that the service will get paid 

and the user ensures that the foreign network is a legitimate provider.  

The new features in the proposed model include the use of the recent 

evidence mechanism to check the revocation status of the mobile user’s 

identification token and the re-use of the authorisation token for efficient re-
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authentication, in order to solve the issues of the revocation list method. The 

foreign network requires checking of the mobile user’s recent evidence (e,g. a 

stamp) to validate the revocation status. Therefore, the mobile user has to 

update the stamp via the home network (e.g. every day) to be accepted by the 

visited foreign network. When the mobile user is authenticated, the foreign 

network (based on the mobile user’s request) issues an authorisation token. In 

the next service request, using the authorisation token can eliminate the re-

authentication of the identification token. The proposed model can be formally 

described as follows. 

 

Definition 3.1 (Hybrid Mobile Authentication Model) A hybrid mobile 

authentication model HMAM is defined as union of the following sets: 

                   HMAM = MP ∪ MR                (3.1) 

                         MP = {EP, ME, AS,AR}  

                        MR = {FR, SR, PR}                           

where, 

− MP stands for the set of model properties. 

− MR stands for the set of model requirements. 

− EP stands for the set of engaging parties in HMAM. 

− ME stands for mobile environment which is composed of mobile 

devices and networks. 

− AS stands for authentication service which represent local and remote 

authentication performed to authenticate EP in the ME. This can be 
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done using authentication credentials and models.  

− AR stands for automated roaming agreement establishment. 

− FR stands for the set of flexibility requirements. 

− SR stands for the set of security requirements. 

− PR stands for the set of performance requirements. 

A HMAM is primarily composed of two components: Properties and 

Requirements. Figure 3.3 illustrates the HMAM defined by the proposed formal 

model. On one hand, Properties are the essential elements of the model. They 

are composed of a set of the engaging parties (EP) in a mobile environment 

(ME) which performs an authentication service (AS) and an automated roaming 

agreement establishment (AR). 

Requirements, on the other hand, can be used as assessment parameters 

for mobile authentication protocols designers for analysis and evaluation. They 

are mainly composed of flexibility requirements (FR), security requirements 

(SR), and performance requirements (PR). These three aspects of requirements 

are defined in the previous chapter under section 2.4 and will be discussed in 

chapter 4. 

In the next four sections the model properties will be discussed. The 

discussion involves the role of the engaging parties in the model, the mobile 

environment in consideration, the authentication services to be used, and the 

automated roaming agreement establishment. The next section defines and 

formalises the model’s first main component, namely, the engaging parties. 
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Figure 3.3: The main components of the hybrid mobile authentication model. 

3.3 Engaging Parties 

A hybrid mobile authentication model consists of a number of engaging parties 

or actors. In order to complete the authentication in engaging parties' points of 

view, the engaging parties’ goals should be achieved using the proposed 

relationships among the engaging parties in the model. 
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Definition 3.2 (Engaging Parties) A hybrid mobile authentication model 

consists of a set of engaging parties EP, where  

                                EP = {MU, HN, FN, CA}                                             (3.2) 

Four main entities are involved in the model, namely mobile user (MU), 

home network (HN), foreign network provider (FN) and certificate authority 

(CA). The roles can be described as follows: 

- A Mobile User (MU) is an entity that desires to be connected everywhere at 

anytime to the appropriate available network that meets its need with a 

competitive price. The mobile user has an identification token (credential) 

that is issued by the home network to identify the user to the network 

providers (e.g. SIM cards in the GSM network). 

- Home Network (HN) is an entity that manages and issues identification 

token for pre-registered mobile users to access network services beyond its 

coverage. The home network may update the identification token to be 

valid as recent evidence of authenticity for the mobile user to be used in 

foreign networks. Also, the foreign network provider can validate the 

identification token online via the home network, if the token is out-dated. 

The update and validation of the token can be provided as a service for the 

mobile user while they are roaming as the home network plays the role of 

identity provider (IdP) in this context. 

- Foreign Network (FN) provider, also known as relying party, is an entity 

that aims to make profit by selling network services to large number of 

mobile users. A trust and authentication mechanism is needed to identify 
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the mobile user and manage unauthorized access, network usage, and 

billing. The foreign network service provider issue an authorisation token 

to the mobile user after completing the authentication process by verifying 

the validity of the identification token, where �� ≠ ��. 

- Certificate Authority (CA) is an entity that issues digital certificates [55] for 

network providers (HN and FNs) to be used for trust establishment 

amongst them based on hierarchies of CAs. The FN’s certificate can be 

used to establish trust with the MU and/or the HN. In order to minimise the 

reliance on the HN’s CA, which can be a single point of failure, there is no 

need for an FN to verify the certificate of the HN once trust is established. 

However, as the model relies on the CAs for trust establishment, we 

assume that the CAs are well-maintained and protected. The entire trust 

establishment and assurance falls apart if either the HN’s or the visited 

FN’s CAs are compromised or even suspected [140]. 

After defining the role of engaging parties in the model, the next section 

discusses the goals of these parties. 

3.3.1 Goals for Engaging Parties 

Definition 3.3 (Goals of engaging parties) Goals of engaging parties regarding 

a secure roaming (Goals) are defined as the following set: 

                 Goals = {MUG, FNG, HNG, CAG}                                     (3.3) 

We provide reasoning about the goals of engaging parties by using an 

accountability logic proposed by Kungpisdan et al. (KP) [141, 142]. We deploy 
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modal operators in KP’s logic to state the goals of engaging parties that contain 

transaction token T, and identities of engaging parties. Based on the notations 

similar to the ones in  [141, 142], the following modal operators are used: 

- Q authorised X: a party Q has authorisation on performing an 

action X, where X ∈ ACT. 

- Q CanProve X to R: a party Q is able to prove to a party R that the 

statement X is true without revealing any information which is 

considered to be secret to R. 

 

Mobile User’s goals (MUG): MU can ensure that FN has delivered or 

committed to deliver the network services requested by MU. 

 

MU CanProve ( FN authorised service-request (FN, MU, ���) ) to V and 

    MU CanProve ( FN authorised payment-order (FN, MU, ���) ) to V 

From the above statement, MU must be able to prove to a verifier V 

who does not involve in the network service request that FN has authorized the 

transaction ��� regarding network service-access which has been requested by 

MU. Such authorisation may be contained in the message sent to MU. This 

message or its parts must be provable that it has been originated by FN and it 

has MU as its intended recipient. Moreover, this message must contain the 

authorised transaction amount ���, payment-order, as a receipt of the payment 

to MU. 
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Foreign Network’s goals (FNG): FN can ensure that MU is an authentic user 

via the HN; also the FN can ensure that MU has transferred or committed to 

transfer the amount equivalent to network services to FN. 

FN CanProve ( HN authorized MU-authenticity (HN, FN, ���) ) to V and 

    FN CanProve ( MU authorized payment (MU, FN, ���) ) to V 

From the above statement, FN must be able to prove to a verifier V that 

HN authorized the MU-authenticity, which means the MU is allowed to access 

foreign networks. Also, the FN must be able to prove to a verifier V that MU 

authorized the payment ��� regarding payment-order which has been 

requested by FN. In other words, FN has to receive the message originated by 

MU and the message must contain the amount authorized by MU. 

 

Home Network’s goals (HNG): HN can identify their MUs-authenticity to 

FNs in order to extend the need for network services and manage the MU’s 

payment for FNs. 

HN CanProve (HN authorized MU-authenticity (MU, FN, HN, ���) to FN and 

HN CanProve ( MU authorized payment (MU, HN, FN, ���) ) to V 

From the above statement, HN must be able to prove to a FN that MU is 

an authorized authentic user ��� registered with HN and is allowed to access 

foreign network services. Also, HN must be able to prove to a V that MU 

authorized the payment ��� to FN. In other words, HN has to receive the 

message originated by MU, which includes the amount authorized by MU, and 

the message must contain the FN as the payee. 
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Certificate Authority’s goals (CAG): CA can verify the validity of both the 

HN and FN providers to the acquirer. 

 CA CanProve ( CA authorized HN-authenticity (FN, HN, CA, ���) ) to FN and 

CA CanProve ( CA authorized FN-authenticity (HN, FN, CA, ���) ) to HN 

From the above statement, CA must be able to prove to a FN or a HN 

that the other party is a genuinely registered network service provider.  

3.3.2 Relationships among Engaging Parties 

Definition 3.4 (Relationships among engaging parties) Relationships among 

engaging parties to achieve a secure roaming (Relationships) are defined as the 

following: 

                          Relationships = {Tr, Ne, Id, Au}                                          (3.4) 

where, 

− Trust (Tr): There are three types of trust relationships in the proposed 

model. The first type is “no trust”, this type can exist between mobile 

user and potential network provider as a first step of communication. The 

second type is “partial trust”, this type exists between foreign network 

and home network.  The term partial trust means that there is no service 

agreement between these two entities. Trust decision is used to eliminate 

the uncertainty of partial trust. More details about trust decision are 

provided in 3.6.1.2 section. The third type is the full trust and this one 

exists between mobile user and the home network (after the registration 

process) and foreign network (after the authentication process). 
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− Negotiation (Ne): The negotiation relationship exists between the mobile 

user and the prospective foreign network. A mobile user negotiates 

directly with prospective foreign network providers regarding quality of 

service, pricing and other billing related features in order to establish an 

automated service agreement and to get the authorization token. 

− Identification & Verification (Id):  Identification is the process of 

receiving credential from the mobile user, and verification is the process 

of checking credential locally or with the mobile user’s home network 

(the credential issuer). 

− Authorization (Au):  After verifying potential customer identity, the 

foreign network provider decides whether to provide the service or not, 

based on its policy on trust decision. After the first successful 

authentication, the mobile user could access the foreign network provider 

resources using the issued authorization token without any further 

communication with the home network. 

More details regarding the trust and automated roaming agreement 

establishment are described later in this chapter under section 3.6 .The next 

section defines and discusses the mobile environment in the model. 

3.4 Mobile Environment 

Definition 3.5 (Mobile Environment) Mobile environments ME is defined as 

the following: 

                                  ME = {MN, MD}                          (3.5) 
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where, 

− MN stands for the mobile networks in HMAM. 

− MD stands for the mobile devices in HMAM. 

There are two main elements within the mobile environment (illustrated 

in Figure 3.4) namely, the mobile network and the mobile device. Mobile 

network represents a set of heterogeneous wireless communication 

infrastructure in which the members in EP communicate to one another, where 

the mobile user desires to be always best connected. The examples of MN are 

wireless LANs and cellular networks. Therefore, the authentication solution 

should be generic enough to allow mobile users to access the core network 

regardless of the underlining wireless technology.  

 

Figure 3.4: The elements within the mobile environments considered in the 

model. 

 

Also, the mobile environment is composed of a number of 

heterogeneous mobile devices that are used by mobile users. The inherent 

limitations of mobile devices increase the gap between security and 
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performance, and this gap increases with the growing heterogeneity of the 

computing environments. In general, these mobile devices are limited in 

resources such as power supply, processing power, and memory. Therefore, the 

cryptographic algorithms to be used in the authentication protocol level should 

be as lightweight as possible in the mobile device side, compared with the 

fixed devices (e.g. servers). 

3.4.1 Mobile Networks 

In general, the engaging parties in the model can communicate using two 

different networks, namely wireless and wired networks. Figures 3.5 and 3.6 

illustrate the position of each party within the communication medium to 

understand the network context.  

In the case of the distributed authentication model, as illustrated in 

Figure 3.5, a mobile user communicates with both a foreign network and a 

certificate authority using a wireless network environment as the user is always 

on the move. While the other engaging parties, namely, foreign network and 

the certificate authority communicate using the wired network. In this model, 

the home network can be offline as the foreign network is able to perform the 

authentication independently.  

As the home network needs to be online in the centralised 

authentication model, the home network performs the foreign network digital 

certificate check with the certificate authority instead of the mobile user, as 

illustrated in Figure 3.6. In this model there is less communication via the 
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wireless medium as the mobile user communicates just with the foreign 

network. The centralised authentication model is better for the mobile user’s 

limited resources devices. While the other engaging parties, namely foreign 

network and the certificate authority communicate using the wired network. 

Generally, the wired network has more bandwidth and reliability compared 

with the wireless network.  

 

 
Wireless Network Wired Network 

FN

MU HN

CA

 
 

Figure 3.5: The network medium in use by the engaging parties based on the 

distributed authentication model. 

 

 

  

  

 

Figure 3.6: The network medium in use by the engaging parties based on the 

centralised authentication model. 
 



 

95 
 

 

Definition 3.6 (Mobile Networks) Mobile networks MN is defined as the 

following union of sets: 

              MN = WWAN ∪ WMAN ∪ WLAN ∪ WPAN                                    (3.6) 

where, 

− WWAN stands for wireless wide area network e.g. UMTS, 3.5G, etc. 

− WMAN stands for wireless metropolitan area network e.g. WiMAX. 

− WLAN stands for wireless local area network e.g.  Wi-Fi. 

− WPAN stands for wireless personal area network e.g. Bluetooth. 

In terms of the mobile network environment in the model, increasing 

heterogeneity and number of wireless access technologies available leads to the 

existence of network heterogeneity. These heterogeneous wireless access 

networks typically differ in terms of coverage, data rate, latency, and loss rate. 

Therefore, each technology is designed to support specific services. A mobile 

user always asks for a higher speed at lower prices, and demands to be  

“Always Best Connected” [2]. The mobile user also wants a ubiquitous 

wireless coverage to network resources from anywhere, anytime. Yet it is hard 

to achieve both high data rate and wide coverage at once. For a smaller 

coverage, it is easier to provide higher data rates. For instance, a 3.5G network 

has a wider coverage but slower speeds; while Wi-Fi networks have higher 

speeds but smaller coverage. Therefore, it is not feasible to achieve ubiquitous 

mobile access with single wireless technology.  
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The proposed model is designed to be wireless technology independent. 

This means that the model is generic and not designed for specific underlying 

wireless technology to enable access to the core network regardless of the 

technology. So the mobile user can choose the best suitable wireless 

technology available to meet the application’s needs in terms of data rate and 

coverage. It is aimed to be designed at the network layer, or higher, of the 

Open System Interconnection (OSI) layers to avoid the differences in the link 

and physical layer among wireless technologies. As the link layer increases the 

complexity and the cost of the security solutions increases [27]. The network 

layer offers better security solutions, since its purpose is actually to present a 

uniform and homogeneous network structure to the upper layers [27]. 

The next section presents consideration of the mobile devices 

capabilities in the model and how they can be enhanced. 

3.4.2 Mobile Devices 

A mobile device is a pocket size computing device that has a wireless access to 

the Internet. Mobile devices performance capabilities differ significantly from 

fixed devices in terms of power supply, computational ability, memory 

capacity, and other features introducing new challenges between these 

heterogenic devices. The battery capacity is considered as the most critical 

issue that limits the development of mobile devices, as it is growing far slower 

than the CPU counterpart [19, 20]. Thus, there should be a careful 
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consideration in applying additional security processing, as it can have a 

significant impact on mobile device battery life.  

The cryptographic algorithms that will be used in the authentication 

protocol level should be as lightweight as possible in the mobile devices side 

compared with the fixed devices. For example, the mobile device may be 

limited to hash function and symmetric encryption, while the asymmetric 

encryption can be performed in the server side as required. In this context, the 

model supports the resource aware concept. Moreover, the session key size can 

be flexible to support the mobile devices with limited battery life, however, the 

session lifetime may be reduced too.  

The next section discusses the type of authentication services that are 

required to be performed in the model to prevent unauthorised access. 

3.5 Authentication Services 

A key challenge in an ubiquitous network is achieving mutual authentication 

between visiting mobile users and foreign networks and preventing 

unauthorised access efficiently and securely. This should take place when 

roaming to an administrative domain without the need for a pre-established 

roaming agreement with an mobile user’s home network domain. The 

authentication services property in the model provides local authentication for 

the mobile device and remote authentication for the engaging parties, as 

illustrated in Figure 3.7. 
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Figure 3.7: The authentication services components. 

In general, the mobile devices are affected by two main authentication 

drawbacks with respect to fixed devices: firstly, the mobile devices are much 

more vulnerable to loss or theft due to their mobility and their small 

dimensions. Secondly, and more importantly, they mainly use the air medium 

to gain access to networks, which is inherently more insecure and prone to 

eavesdropping than traditional wired lines [27]. To mitigate these 

vulnerabilities, mobile devices require secure and efficient local and remote 

authentication mechanisms. 

3.5.1 Local Authentication 

This section discusses the local authentication within the model. As mobile 

devices are lightweight and small in size, to be easily carried everywhere, they 

are in higher risk of loss or theft. The loss of these devices may result in loss of 

money and valuable information especially if they fall into the wrong hands. 

Therefore, a strong local authentication mechanism should be applied. Strong 
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authentication could be achieved [31] by employing two or more authentication 

factors (such as knowledge, ownership, and inherence factors), and these 

factors are discussed earlier in section 2.2.2.1.  

In the proposed model, it is important to provide local protection to 

access the remote authentication credentials, namely, identification token, 

authorisation token and other secret information, to avoid identity theft (these 

credentials are discussed in the next section). Thus, strong local authentication 

should be applied before the remote authentication proceeds. In order to 

achieve the strong local authentication aim, token and biometric factors can be 

used. The token can be in the form of smartcard (SC) to be used to store the 

sensitive information, as the SC provides tamper resistance. The mobile user’s 

biometric (such as face recognition) can be used to lock the SC. In this case, 

even if the mobile device is stolen with the smartcard inside. The thief cannot 

access the information in the smartcard, which requires the smartcard owner’s 

biometric. To increase the level of security, a password could be applied 

together with the biometric to access the smartcard in order to request roaming 

services. 

In the model, the home network may issue (for the mobile user) a 

smartcard during the registration phase which occurs only once. The smartcard 

is offline distributed. The information stored in the smartcard is encrypted with 

the mobile user’s biometric. In another words, in order to access foreign 

network services, a mobile user is required to be authenticated first locally 

which involves the smartcard to be in hand with the presence of the owner’s 
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biometric at least. The combination of these two or three factors authentication 

provide strong local authentication. The next section describes how to achieve 

a secure remote authentication. 

3.5.2 Remote Authentication 

The nature of radio transmissions can expand beyond physical boundaries. This 

fact increases the risk of losing data integrity and confidentiality. Therefore, a 

well-designed security system should take place to secure wireless system 

communication to secure remote authentication.  

For foreign networks to prevent illegal access or fraud, a secure and 

efficient remote authentication mechanism should be in place. In the proposed 

model, the mobile user is required to hold at least a current identification token 

and the related secret information as credentials to be authenticated remotely 

by the foreign domain. The foreign network may issue an authorisation token 

for a fast authentication for further network services. The identification token 

should be signed by the home network to guarantee the integrity of the token. 

The same with the authorisation token, which should be signed by the foreign 

network to guarantee the integrity of the token. Thus, since the identification 

and the authorisation tokens contain the signature of the issuer, they cannot be 

generated by attackers with the name of the home network or the foreign 

network. So it is impossible to fabricate an identification or an authorisation 

token as the integrity can be checked by verifying the issuer signature. Also, 

the established channel between the mobile user and the foreign network 
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should be encrypted in transmitting any secret information to provide 

confidentiality which is essential for secure authentication.  

Foreign networks desire to check the revocation status of the mobile 

user’s identification token. In the proposed hybrid authentication model, there 

are two models that can be used for remote authentication, namely, distributed 

and centralised authentication models. The distributed authentication model is 

based on providing recent evidence of authenticity to be authenticated by the 

foreign network. While in the centralised authentication model, the foreign 

network is required to perform an online validation with the home network to 

check the revocation status of the mobile user. Therefore, if the mobile user 

holds a current identification token such as day old evidence of authenticity by 

the home network, then the distributed model can be used to authenticate the 

mobile user by the foreign network without the involvement of the home 

network. Otherwise, the foreign network will use an online validation check 

based on the centralised model to authenticate the mobile user and update the 

recent evidence via the home network.  

The next section will discuss the automated roaming agreement 

establishment in the model. This property introduces a new business model for 

heterogeneous wireless networks based on direct negotiations between the 

mobile user and the prospective foreign network using policy governance and 

trust relationships to be granted either a micro or a macro network access while 

billing can be cleared with the home network.  
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3.6 Automated Roaming Agreement 

To achieve the vision of a ubiquitous wireless network with global coverage 

involving a mixture of large and small network operators and heterogeneous 

access technologies will require procedures for a flexible authentication. The 

existing authentication systems do not allow foreign networks to authenticate a 

visited mobile user if there is no service level agreement exists with the mobile 

user’s home network, which stops mobile users from accessing network 

services in these networks.  

In the proposed model, mobile users can establish an automated service 

agreement with foreign networks based on direct negotiation. By enabling an 

automated service agreement, not only would mobile users obtain more 

coverage and network services at a comparative price, network providers 

would be able to generate more revenue with flexible service agreements. This 

is also favourable for new providers to rapidly offer their unique proposals 

versus well-established providers. The next section describes the concept of 

direct negotiation in the model. 

3.6.1 Direct Negotiation 

Negotiation is an essential part in doing business as one negotiates in buying 

and selling. Direct negotiation is the protocol used by the mobile user and the 

prospective foreign network providers to reach an agreement that meets every 

one’s interests, and can be done using a simple request/response protocol. 
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Negotiation is needed when the selling service can vary along several 

parameters, and when the provider is willing to offer a competitive price. The 

parties want to agree on a number of values at which an exchange can take 

place. Direct negotiation between the mobile user and the foreign network is 

beneficial in order to achieve the following [28] goals: 

i. Establishing Trust: The two parties negotiate and agree on methods for 

authentication to establish trust.  

ii. Agreeing on Session Profile: The two parties negotiate and agree on per-

session features, such as quality of service (QoS). Also, the two parties 

negotiate and agree on mechanisms for protecting their traffic. 

iii. Agree on Billing: the mobile user and foreign network negotiate and agree 

on pricing and other billing related features. 

The introduced direct negotiation between the mobile user and the 

foreign network will increase the satisfaction of the mobile user in network 

service access. Since mobile users could gain the benefit of home network 

partners and more. Mobile users could get more network service in areas not 

covered by their home network’s partners with full freedom of choice. It does 

not depend on service agreement between the foreign network provider and the 

home network. Alternatively, the foreign network provider cam use direct 

negotiation, policy governance and trust establishment to either authorize the 

mobile user or not.  
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3.6.1.1 Policy Governance 

Engaging parties use policies to govern the negotiations and trust. Policies 

must be implemented to meet the aims of all parties to the negotiations and to 

establish trust in areas involving risk. At an abstract level, before conducting 

the negotiations, each party prepares and specifies their own sets of policies 

that meet their own interests. The policies should include at least the following: 

i. The trust policy manages the identification and credentials that can be 

trusted. 

ii. Define authentication, and authorization policies. 

iii. Other policies governing per-session features, such as QoS, security, 

and billing settings. 

3.6.1.2 Trust Establishment 

Trust is an essential component required for cooperation between ubiquitous 

mobile access entities. Without prior agreements, establishing trust among 

parties is the driving factor for inter-working. Without trust, there is no 

assurance that services will be delivered and paid for. Trust decision can be 

defined as the level to which a given party is ready to depend on another party 

in a given situation with a feeling of security to some extent, although negative 

consequences are possible [143].  

Foreign network providers play as a relying party that depends on the 

home network to trust mobile users. However, foreign network providers 

require an approach to trust the home network in the same way. Mutual trust 
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between network providers can be achieved using the certificate authority to 

establish trust between the foreign network and the mobile user’s home 

network. With mutual trust, the foreign network provider ensures that the 

service will get paid and mobile user ensures that the foreign network provider 

is a legitimate and trusted provider. 

The authorisation of the mobile user can be at different levels based on 

the trust level and the recent of the authentication token. In general, the 

authorised network service access by the foreign network can be classified into 

micro and macro network access. 

3.6.2 Micro Network Access 

Micro network access allows the mobile user to have limited network services 

from the foreign network provider. It can be granted for mobile users with 

uncertain authenticity in a case that the mobile user identification token is due 

to expiry or has just expired. The foreign network can take the risk of the 

optimistic access [144] (e.g. allowing ten minutes network access). Next 

section will discuss the macro network access. 

3.6.3 Macro Network Access 

Macro network access allows the mobile user to request any network services 

available from the foreign network provider when the former can authenticate 

that mobile user. In order to gain the macro network access the mobile user 



 

106 
 

should be able to provide a current identification token or perform an on-line 

authentication via the home network. 

3.6.4 Accounting and Billing 

After authorisation, accounting takes place to collect information on resource 

usage for the purpose of capacity planning, auditing, billing or cost allocation. 

Accounting measures the resources a mobile user uses for the duration of 

network access. This can include the amount of network access time or the 

amount of data a mobile user has sent and/or received during a session. 

Accounting is carried out by logging of session statistics and usage information 

and is used for authorisation control and billing. The mobile user signature is 

required in the bill before issuing the authorisation token. The signature in the 

bill provides the security requirement of non-repudiation. The authorisation 

token contain the signature of the foreign network for non-repudiation of 

service authorisation. The bill can be sent directly by the foreign network to the 

home network for payment processing as post-paid by the mobile user. 

The next section illustrates a business life scenario to demonstrate the 

usefulness of the automated roaming agreement establishment. 

3.7 Business Life Scenario 

Alice, a university student, is travelling by train to attend one of her lectures. 

Alice uses her travelling time to prepare for her lecture and thus requires 

accesses to information stored in the university’s portal. 
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In order to gain wireless internet connectivity, Alice has two choices. 

Firstly, Alice may use her home network 3.5G access, which is available on the 

train. Secondly, Alice may use the train’s own WiFi network, whose 

advertisements Alice’s laptop receives. According to the advertisement, the 

train’s network offers per kilobyte rate, which is suitable for Alice considering 

the high bandwidth offered by WiFi compared to the 3.5G network. Alice thus 

allows her laptop to establish an automated agreement using direct negotiation 

with the train’s network. Figure 3.8 shows the relationships among the 

engaging parties resulting from the direct negotiations. 

 

Figure 3.8: Example scenario illustrating the new business model enabled by 

direct negotiation of automated roaming agreement. 

 

Policy governance in both parties is utilised to facilitate the automated 

negotiation to establish the agreement. While the certificate authority can 

establish trust between the foreign network and the home network (if the trust 

does not exist).  After successfully negotiating the price, and the payment via 
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the home network as well as achieving mutual authentication, the access will 

be granted to Alice according to the agreement conditions.  

3.8 Summary 

This chapter proposed a model for the provision of a flexible, secure and 

efficient authentication for ubiquitous networking. The proposed hybrid mobile 

authentication model combines the advantages of both centralised and 

distributed authentication models in term of security and performance. 

Primarily the model is composed of two components: properties and 

requirements. On one hand, properties are the essential elements of the model. 

They are composed of engaging parties, mobile environment, authentication 

services, and automated roaming agreement establishment. Requirements, on 

the other hand, can be used as assessment parameters for mobile authentication 

protocols designers for flexibility, security and efficiency analysis and 

evaluation of their design. The new features in the model can be summarised as 

follows: 

- The model takes into consideration the goals of engaging parties 

and defines the relationships among them, as well as it takes into 

account the role and function of the mobile environment in a mobile 

authentication approach. 

- A novel and efficient technique is developed to tackle the problem 

of a revocation status check of the user’s credentials using recent 

evidence and identification token. The use of recent evidence is 
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efficient for the foreign network when compared to the revocation 

list technique [145], as the revocation list may become a very long 

list over time.  

- The introduced authorisation token can be used by the foreign 

network for fast authentication for further network services, which 

also eliminates the need for re-authentication with the home 

network.  

- The proposed model enables the mobile user to gain network 

services beyond the home network’s partners’ coverage via direct 

negotiation and automated service agreement establishment with 

potential foreign network providers. 

 

In order to realise the introduced model, in the next chapter we propose 

Passport and Visa authentication protocols (that meets the solution 

requirements) to define the exact sequence of communication and computation 

steps between engaging parties. Furthermore, the security and efficiency of the 

proposed mobile authentication protocols are examined and analysed in order 

to validate the realisation. Based on the analysis, discussion and comparison of 

the proposed authentication protocols, we can then determine whether the 

proposed model enables flexibility, security and efficiency for authentication in 

ubiquitous networking. 
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Chapter 4 

4 Passport and Visa Authentication 

Protocols 

 

4.1 Introduction 

In Chapter 3, a new hybrid mobile authentication model for efficient and 

secure ubiquitous networking has been introduced. The hybrid model combines 

the advantages of both distributed and centralised authentication models in 

terms of security and performance. The mix of both models assists in 

distributing the authentication load among the engaging authentication servers. 

In this chapter we propose a Passport/Visa authentication approach and 

its realisation through suitable protocols based on our hybrid authentication 

model that was proposed in the previous chapter. The Passport/Visa approach 

consists of a set of protocols to demonstrate the communication flow and 

computation steps among engaging parties. The flexibility, security and 

efficiency of the proposed mobile authentication protocols are examined and 

analysed in order to validate the realisation. Based on the analysis, discussion 

and comparison of the proposed authentication protocols with related works, 



 

111 
 

we can then determine whether the hybrid model enables security and 

efficiency for authentication in ubiquitous networking. 

This chapter is organised as follows. It starts with a review of related 

works of Passport and Visa concept (Section 4.2). This is followed by an 

overview of the proposed Passport/Visa protocols (Section 4.3), where 

Passport acquisition, Visa acquisition, mobile service provision, and 

Passport/Visa revocation protocols are illustrated. Then, an analysis of the 

proposed protocols and comparison with related work in terms of flexibility, 

security and performance are demonstrated (Section 4.4). Finally, the summary 

of this chapter is presented (Section 4.5). 

4.2 The concepts of Passport and Visa 

This section reviews the related work of Passport and Visa concept, which can 

be divided into two parts. The first part provides a background of the concept 

of Passport and Visa in the real world. The second part illustrates the works 

that utilise the concept of Passport and Visa in the network security world. 

4.2.1 In the Real World 

In the real world, the passport and visa concept has been used to govern 

countries’ borders and to identify an individual while s/he is abroad. To do so, 

governments issue a passport for their citizens, which is an official document 

certifying identity, citizenship and permits travelling abroad and returning to 

the home country. However, a passport in itself does not provide the holder 
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access to another country. To gain access to another country, a visa should be 

obtained from the visiting country’s authority. 

A visa is an official authorisation permit that allows entry into a country 

or region. The visa can be appended to a passport in the form of a stamp, label 

or electronic visa. Also, among some countries mutual agreements can be 

arranged, where a visa is not required for the holder of the passport of these 

countries to travel among them. The visa normally assigns various conditions 

of stay, such as dates of validity, period of stay, and whether it is valid for 

more than one visit. However, holding a visa is not a guarantee of entry into 

the country that issued it as a visa can be revoked at any time.  

The next section reviews the existing works that applied the concept of 

passport and visa in the network security world in general and specifically for 

the mobile user authentication. 

4.2.2 In the Network Security World 

In the network security world, the concept of passport and visa has been 

applied in three different areas, namely source authentication, mobile agents’ 

authentication, and mobile user authentication. The first time the concept of 

visa has been used in the network security world was in 1983 by Mracek [146]. 

He proposed to use the visa to filter the network traffic and prevent denial of 

service attack. This was followed by a number of researchers [146-149] who 

tried to provide packet authentication using either passport or visa as well. The 

second area that utilises the concept of passport and/or visa is in mobile agents’ 
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technology [150-154] with the aim to provide authentication and authorisation 

for mobile agents and to prevent malicious agent attack. 

The third area is the mobile user authentication which is the focus of 

this thesis. In 1994, Molva et al [65] have discussed the user mobility and the 

need for establishing temporary residence abroad. In this paper, they discussed 

the idea of having a universally recognised credential similar to the passport in 

the real world which they called an electronic certificate. However, they 

concluded the discussion by stating that a universal user certificate is not 

sufficient for establishing temporary residence in a foreign network for several 

issues. Their first concern was how to verify the current status of the passport, 

as they stated that it cannot be accomplished without an interaction with the 

home network. Also, as they have not considered the visa, they were concerned 

on how the foreign network could control the access by having a generic 

passport which is difficult to encode. Another concern is related to the lack of 

local authentication in mobile devices to protect the passport with only a 

password which is insufficient.  

Another mobile user authentication approach based on both passport 

and visa concept is by Bharathan and McNair [155, 156] in 2003. They have 

proposed the VISA architecture where the mobile user hold a passport issued 

by the home network and request for visa for specific foreign network from the 

home network. Therefore, their approach is proactive authorisation in the sense 

that the home network forwards the mobile user visa request to the foreign 

network to obtain the visa for that mobile user. The limitation of the proactive 
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authorisation is that the mobile user cannot get the visa on the fly, while s/he is 

roaming and it should be pre-requested by the home network. In other words, 

the mobile user is dependent on the home network for requesting and obtaining 

the visas for foreign networks access. Another issue with this approach is the 

dependence on formal roaming agreements between the home network and the 

foreign networks. As a result, the mobile user is limited to the home network 

partners and cannot access other networks which do not have a pre-established 

roaming agreement with the mobile user’s home network.  

As we have outlined in Chapter 2, all of the existing mobile 

authentication protocols based on both the three-party and the two-party 

roaming structure suffer from some limitations. Therefore, there is a need for a 

new set of mobile authentication protocols to achieve flexible, secure and 

efficient ubiquitous networking. Based on the model described in chapter 3, the 

following section describes how a set of protocols, including Passport 

acquisition, Visa acquisition, mobile service provision, and Passport/Visa 

revocation protocols, were developed to achieve the required solution 

objectives (stated in section 2.4). 

4.3 The Proposed Passport/Visa Protocols 

The Passport/Visa protocols are designed based on the hybrid mobile 

authentication model. The aim of these protocols is to provide the mobile users 

with an authentication approach to access the foreign network in a secure and 

efficient manner. This approach consists of two tokens: Passport and Visa. The 
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“Passport” is an identification token issued by the home network to the mobile 

user in order to identify and verify the mobile user identity. The Passport in 

itself does not grant any access, but provides a unique binding between an 

identifier and the subject. The “Visa” is an authorisation token that is granted 

to a mobile user via a foreign network. The Visa token can be used as an access 

control to validate individual users. Figure 4.1 demonstrates an overview of the 

proposed Passport/Visa approach concept.  

 

Figure 4.1: Overview of the proposed Passport/Visa protocols.  

The Passport and Visa approach consists of four main protocols. The 

first protocol is Passport acquisition. This protocol describes the mobile user 

registration process with the Passport issuer; by completing this protocol the 

mobile user will receive a Passport. The Passport can be used as an 

identification token by the mobile user to be authenticated by the foreign 

network to get the Visa.  
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Once the mobile user receives the Passport, the second protocol, which 

is the Visa acquisition, can be performed. In this protocol, the mobile user 

receives the required Visa from the foreign network after completing the 

identification and verification process successfully using the Passport. 

Once the mobile user receives the Visa, the third protocol, which is 

network service provision, can be performed. This protocol illustrates how the 

mobile user can be granted further network services from the foreign network 

in a secure manner.  

In case the mobile user needs to revoke the Passport or the Visa, the 

fourth protocol, which is Visa revocation, can be performed.  This protocol will 

be used to cancel a stolen Visa. Also, the Passport revocation protocol could be 

used to cancel a stolen Passport. 

The details of these protocols are illustrated later in this section. The 

following section illustrates the notations used to describe the proposed 

protocols.  

4.3.1 Notations 

Table 4.1 lists the notations used to describe the Passport/Visa protocols. These 

notations are used throughout this chapter. It is important to note that each user 

is represented by a mobile unit (MU), and the terms “mobile user” and “mobile 

unit” are interchangeable in this chapter.  

The following section provides justification for the cryptographic 

techniques that are being used in the proposed protocols. 
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Table 4.1: Notations used in the protocols description. 

Symbol Description 

HN Home network of a mobile user . 

MU A mobile user that is represented by a mobile unit, the terms 

“mobile user” and “mobile unit” are interchangeable. 

FN Foreign network service provider. 

SC Smart card issued by HN for MU. 

��� Identity of an entity A 

CA Certificate Authority. 

����� Certificate issued for  A by the CA. 

� ���!"#$ The service agreement’s information between MU and FN. 

%&''()��*
� A Passport that is issued by A to  B. 

%&''+$ The Passport number. 

,�'&*
� A Visa that is issued by A to B. 

,�'&+$ The Visa number. 

%-�(x) Encrypting a message X using the public key of A 

h(x) One-way has function  

�� Timestamp generated by an entity A 

�.(��/ Passport or Visa expiry date. 

0� �(x) Signing a message X using the private key of A 

1�� The mobile user’s signature  

023 The MU private key generated by the HN. 

 -�45 Symmetric Key shared between A and B 

6&7����* Entity A has been validated by B.  

�� A random and unique nonce generated by entity A for 

challenge-response. 

0��8�9 Service Request 

,�'&8�9�� Visa Request 

8�6):� Revoke request. 

T<=> The symmetric cryptography computational time. 

T?@=> The asymmetric cryptography computational time. 
�&�& Consists of all other information such as type of 

Passport/Visa, type of MU, MU name, MU date of birth, date 

of issue, place of issue, issuer ID, and issuer name. In the Visa 

it may include number of access, duration of access, service 

type, service name, and times of access. 
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4.3.2 Cryptographic Techniques 

In this section, we describe the cryptographic techniques background which 

works behind the proposed authentication protocols to enhance its security. 

The proposed protocols utilise a hybrid cryptosystem which combines the 

convenience of an asymmetric-key cryptosystem with the efficiency of a 

symmetric key cryptosystem. The next section illustrates the use of symmetric 

key cryptography in the proposed authentication protocols. 

4.3.2.1 Symmetric Key Cryptography 

In designing the proposed authentication protocols, we try to avoid or at least 

limit the use of asymmetric key cryptography in the mobile device side due to 

the limited resources issue and for the purpose of efficiency for the other 

parties. Therefore, the symmetric key cryptography (also named shared key) is 

used. It is estimated that the symmetric key cryptography is 100 times faster 

than the asymmetric key cryptography [57, 58]. However, the shared key lack 

of security as it relies on a long term static key. To solve this issue the session 

key can be used.  

A session key, as the name implies, is a symmetric key used by 

communicating parties for encrypting all messages in one communication 

session. It can also be named one-time use key or temporary key. The session 

key can provide a protect-action to the master key and secure communications 

as the shared keys are always changing. Similar to all cryptographic keys, 

session keys must be chosen randomly so as to provide a forward secrecy 
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property and cannot be predicted by an attacker. It should be difficult for an 

attacker to derive the next session key from the current session key. In terms of 

session key generation, a hush function is used to hash a session secret with 

other information such as a pre-shared master key (more details in the session 

keys generation illustrated later in the following sections).  

In order to exchange the randomly generated session secret, an 

asymmetric key cryptography is used. Therefore, to establish secure sessions, a 

hybrid cryptography is used which makes use of both asymmetric key and 

symmetric encryption approaches. The hybrid cryptography supports the 

limited resources of the mobile device by taking advantage of the simplicity of 

symmetric encryption by generating and sharing new keys on the fly for each 

session where the public keys are used for keys exchange. However, there is a 

tradeoff between security and performance in regards to session keys 

exchanged which need to be balanced. On one hand, the more frequently 

session keys are exchanged, the securer it gets. On the other hand, the session 

keys distribution delays the communication and places a load on the network. 

4.3.2.2 Asymmetric Key Cryptography 

This section reviews the asymmetric key cryptography in our protocols beyond 

the key exchange utility. The public key cryptosystem is used in our protocol to 

establish trust between engaging parties. There are two types of asymmetric 

key cryptosystem that have been utilised.  
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The first one is the public key infrastructure (PKI) [55], which is 

employed to establish trust between the home network and a foreign network 

provider via the certificate authority. The term PKI represents the function of 

certificate authorities, which binds public keys with its respective entity to 

ensure non-repudiation. The certificate authority is a trusted third party that 

digitally signs, using the certificate authority's own private key, and publishes 

the registered entities certificates which contain the public keys. Each network 

service provider could be registered with the local certificate authority. 

Therefore, the network providers may rely on multiple certificate authorities to 

verify the certificate of each other and establish trust. Also, the certificate 

verification method in this case is distributed, as the mobile users may connect 

to different foreign networks while they are roaming. Moreover, as the 

certificate authorities are used to establish trust between the network service 

providers, trust could be established for the first time using online validation 

with the certificate authorities and then if it has been recently verified, there is 

no need to verify again [145]. Also, the certificate of the service providers that 

frequently dealt with can be stored locally for local verification without 

contacting the certificate authority to improve the efficiency. 

The second type of public-key cryptography is the identity based 

signature (IBS) [56]. This type is used to establish trust between a mobile user 

and a foreign network provider via the home network. The main reason for 

applying the IBS is to allow the foreign network to verify that the Passport sent 

is from the owner and not a stolen one. The IBS allows the use of a publically 
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known string representing an entity as a public key. The public string in the 

proposed approach is the mobile user’s Passport number which can be used as 

public key by the foreign network to verify the signature of the mobile user. A 

foreign network can compute a public key corresponding to a mobile user by 

combining the home network’s public key with the mobile user’s Passport 

number. The mobile user obtains the corresponding private key from the home 

network. As a result, the foreign network can verify the mobile user’s signature 

with no prior distribution of keys. 

In our protocols, the PKI has been applied in both Visa acquisition 

protocols. However, hybrid public key cryptography has been used (similarly 

used by Yang et al. [70]) in the first Visa acquisition protocol which utilises 

both PKI and IBS in order to verify the mobile user Passport without the 

involvement of the home network.  

4.3.3 Passport Acquisition Protocol 

This protocol describes the mobile user registration process with the home 

network (Passport issuer). By completing this protocol the mobile user receives 

a Passport (an identification token). For any network service request from a 

foreign network, the mobile user is required to have a Passport that is 

registered with the home network. The Passport is used by the foreign network 

to authenticate the mobile user before issuing the requested Visa (an 

authorisation token). 
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The registration with the home network takes place offline and occurs 

once. In order to achieve a strong local authentication, a combination of two or 

more advanced authentication methods are used, such as face recognition [42] 

and smart card (SC) [157]. When the registration process is completed, the 

home network issues a smart card to the mobile user. The smart card stores the 

mobile user’s sensitive information, which is encrypted and locked by the 

mobile user’s biometric. This provides tamper resistance, in case the smart card 

is lost or stolen. The mobile users must authenticate themselves to the smart 

card by providing their biometric features before each service request. If 

authenticated, the service request proceeds, otherwise access is denied and the 

smart card is locked. The smart card consists of four components, namely, the 

shared master key, the Passport, Passport number, the mobile user’s private 

key. Formally the smart card can be represented as follow:  

0� =< -����� , %&''()��  
23
 U+, %&''�V,  023 > 

Every smart card has a unique ID ��X�, which is combined with the 

mobile user’s biometric Y�)23 and the home network’s private key 0U+ to 

generate a symmetric master key -����� = ℎ(��X� , Y�)23, 0U+) [158]. The 

master key is distributed offline and stored on the Passport and the mobile 

user’s smart card. The master key -����� is used as a shared secret to 

generate session keys between the mobile user and the home network and to 

establish mutual authentication.  

The Passport is generated and signed 0� U+ by the home network and 

the signature can be verified to ensure the integrity of the Passport. The 
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Passport is used as an identification token to authenticate the mobile user by 

the foreign network, if the Passport has a recent evidence of authenticity 

(Stamp). The Passport number %&''�V serves as a unique identification of the 

Passport. To prevent the use of a stolen Passport that has been recently 

stamped, the IBS cryptosystem is used to authenticate the mobile user — the 

Passport carrier — to the foreign network by validating (formula 4.2) the 

mobile user’s signature 1�� (formula 4.1), these formulas are stated in the next 

section. The %&''�V is used by the foreign networks as the mobile user’s 

public key to verify the mobile user’s signature 1��. The home network 

computes the corresponding private key 023 by taking an input from the home 

network’s private key 0U+ and the %&''�V. The home network should erase the 

 023 after it is stored in the smart card. The  023 will be used to sign the first 

message to a foreign network. Figure 4.2 shows the Passport contents. The 

Passport is given as follows: 

%&''()��  
23
 U+ = {0� U+(%&''�V, �.(��/, 0�&\(  

]^_`
ab]`, ���� , 

                        %-U+(����, -234U+, �&�&)), ����U+} 

Inside the Passport, the following information is stored: the expiry field 

corresponded to the Passport’s expiry date. The field 0�&\(  
]^_`
ab]` is the date of 

the last check by the home network so that the Passport is not revoked. 

Therefore, for the Passport to be considered valid, it should have a recent 

stamp date (e.g a day old). When the Passport’s stamp has expired, the home 

network authenticates the mobile user first before updating the stamp. The 
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���� field represents the identity of the home network, which is used by the 

foreign network to verify the home network identity with the one in the home 

network’s certificate to make sure that it has not been modified by an attacker. 

0� U+ 

PassNo      

The unique ID number of the token 

Expiry 

The token is valid till this date 

0�&\(  
]^_`
ab]` 

The date of the last time that the HN verified the token 

���� 

The identity of the home network 

PKfg 
����  

The identity of the mobile user 
-234U+ 

The symmetric key shared between the MU and the HN 
data 

Other information about the token  
Service provider name: 
Issue date: 
Type of Passport: 

 

 

����U+ 
 

Figure 4.2: The Passport (authentication token). 

The home network’s public key %-U+ encrypts the mobile user’s real 

identity ����, the master key -����� and private information data for two 

reasons. Firstly, the Passport provides privacy, as only the home network 

knows the mobile user’s real identity and information. Secondly, it provides 

efficient key management by avoiding the storage of these master keys in the 

home network. Also, it eliminates the risk of compromising the master keys’ 

storage, which can reveal all the symmetric keys to the attacker and means that 

they have to be revoked. In the proposed protocol the master key is encrypted 
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and can only be obtained from the Passport by the home network using its 

private key.  

 The data field in the Passport consists of all other relevant information 

such as type of Passport, type of mobile user, issue date, place of issue, issuer’s 

ID, and issuer name. The home network’s certificate ����U+ is included for 

verification by the foreign network and establishes a trust with the home 

network (when trust does not exist) using the certificate authority signature. 

The signature can be verified to ensure the integrity of the Passport. 

When the mobile user has his/her Passport in hand, the authentication 

process can begin with the foreign network to obtain the required Visa to 

ultimately gain access to the foreign network’s services. The user receives the 

required Visa from the foreign network after completing the identification and 

verification process successfully. In the next two sections, two Visa acquisition 

protocols are described. The first protocol is the standard Visa acquisition 

based on the distributed authentication model supporting two-party roaming. 

However, if the Passport’s time-stamp is outdated, the second Visa acquisition 

protocol is used to update the stamp by the home network based on centralised 

authentication model using three-party roaming architecture. 

4.3.4 Visa Acquisition Protocol-I: A Two-Party Secure 

Roaming  

This protocol describes the mobile user authentication process with the foreign 

network (Visa issuer). The mobile user can use this protocol to request access 
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to a foreign network service and get the required Visa for the access. By 

completing this protocol the mobile user receives a Visa. This protocol is 

considered as the primary Visa acquisition, and the mobile user is required to 

have a valid Passport with a recent stamp. Otherwise the second Visa 

acquisition protocol-II needs to be used to update the stamp and complete the 

authentication process.  

An overview of the two steps to obtain a Visa is illustrated in Figure 

4.3. In this Visa acquisition protocol-I, only the mobile user and foreign 

network need to be involved and the home network can be off-line. Therefore, 

the authentication load is distributed to the visited foreign networks. This 

eliminates both the network overhead and the long round trip through the 

network to reach the authentication servers located in the home network. 

 

Figure 4.3: Overview of the Visa acquisition protocol-I. 
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The home network and the foreign networks are registered with trusted 

authorities in order to have a certificate (X.509 public key certificate). The 

certificate contains the network service provider’s public key and other 

information such as the ID, and signed by a trusted authority for integrity 

verification. The certificate authority is used in this protocol to establish trust 

between the mobile user and the foreign network before the authentication 

process starts. After the mobile user negotiates directly with the potential 

network provider and agrees to the service agreement, the mobile user verifies 

the potential foreign network certificate to ensure that it is a legitimate service 

provider. Also, the foreign network verifies the user’s home network certificate 

to ensure that the user is registered with a legitimate identity provider (IdP). 

Once the agreement and trust are established, the mobile user sends the 

identification message including the agreement in his signature 1��  (Step 1). 

When the foreign network receives the identification message, four items are 

verified before issuing the requested Visa by the foreign network. Figure 4.4 

illustrates the flow chart of the Visa issuing process. The items are: the mobile 

user’s timestamp ���, the home network signature in the Passport, the 

Passport-Stamp, and the user’s signature validity. If all the four items are valid, 

the foreign network issues the Visa and sends it to the user (Step 2) to be able 

to access the network services. Otherwise, the Visa request is rejected. A 

detailed description of the two steps to obtain a Visa is illustrated in figure 4.5. 
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Figure 4.4: Flow diagram of the Visa request validation process in protocol-I.
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Figure 4.5: The Visa acquisition protocol-I. 
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The protocol can be demonstrated as follows: 

Step 1   op → tr: %-}+{,�'&8�9  
23
 }+, %&''()��  

23
 U+, ���, ���, 1��} 

The mobile user firstly gets and verifies the foreign network’s 

certificate ����}+ to ensure that it is communicating with a legitimate service 

provider before requesting the service access. The foreign network can enable 

limited time optimistic network access [144] for the mobile user, to obtain the 

foreign network’s certificate from the certificate authority, before a strong 

authentication of the mobile user takes place.   

Based on the identity based signature (IBS) concept [56], the %&''�V 

can be used by the foreign networks as the mobile user’s public key to verify 

the mobile user’s signature 1��. Formula (4.1) is used by the mobile user to 

compute the signature and the formula (4.2) can be used by the foreign 

networks to verify the mobile user’s signature. 

1�� = IBS.Sig(%-U+, 023, ��U+||��}+|| ���||���||� ���!"#$)            (4.1) 

IBS.Ver(%-U+, %&''+$, ��U+||��}+|| ���||���||� ���!"#$, 1��)             (4.2) 

The mobile user then selects a random and unique nonce ���, 

generates a timestamp ��� (to counter a replay attack), and then generates a 

signature 1�� (formula 4.1). The mobile user obtains the foreign network’s 

public key %-}+ from the ����}+ to encrypt the communication. Then the 

mobile user sends Step 1 message to the foreign network.  

Step 2   tr → op:  {��� , ���}��234}+ , {�,�'&  
23
 }+ �, ,�'&�V, -234}+}���234}+ , 

                                       {0��6���}X�234}+  
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~-����� = ℎ(%&''+$, ���� , ���, ���)                                    (4.3) 

~-′����� = ℎ(~-����� , ��� , ���)                (4.4) 

0-����� = ℎ(-����� , ,�'&�V, %&''�V, ���)               (4.5) 

The foreign network decrypts the message received from the mobile 

user using its private key. Then it checks whether or not the mobile user’s 

timestamp ��� is within an acceptable range of time. If not, it will discard the 

message; if acceptable, it will verify the home network’s signature 0� U+ using 

the home network’s public key %-U+ and obtain the Passport contents. To 

ensure that the user is still registered, the foreign network checks the 

0�&\(  
]^_`
ab]`  in the %&''()��  

23
 U+ to ensure it is within an acceptable range of 

time. The mobile user signature 1�� is verified by the foreign network using 

formula (4.2). If the verification returns 1, the foreign network accepts the 

signature; otherwise it is rejected. If the mobile user has a recent 0�&\(  
]^_`
ab]` 

and a valid signature 1��, the foreign network will issue a Visa for the mobile 

user, generate a random and unique nonce ���, as well as generating a 

timestamp ���. Figure 4.6 shows the Visa contents. The Visa format is given 

as follows: 

,�'&  
23
 }+ = {0� }+( ,�'&�V, �.(��/, ��}+, � ���!"#$, 

                    %-}+(%&''�V, -234}+, �&�&)), ����}+} 

 

In the Visa, the shared master key -234}+ is encrypted with the foreign 

network’s public key %-}+, which means that only the foreign network can 

decrypt it. This eliminates key storage in the foreign network. The signature of 



 

132 
 

the foreign network 0� }+ in the Visa is used to stop a forged Visa. The 

%&''+$ is the Passport number of the MU, and it is encrypted to provide un-

tractability by the eavesdroppers, more details in section 4.4.2.4. The Visa 

number ,�'&�V is the unique identity of the Visa and the expiry is the Visa 

expiry date. The �&�& field includes all detailed Visa information such as Visa 

type, number of access, duration of access, issuer place, issuer ID, issuer name, 

issued time, service type, and service name. The foreign network stores the 

Visa information for future verifications. The field valid is set to FALSE once 

a Visa is revoked; otherwise it is set to TRUE. The following is an example. 

{%&''+$;  ,�'&�V;  �.(��/;  6&7��} 

 0� }+ 
VisaNo 

The ID number of the authorization token 
Expiry 

The token is valid till this date 

���� 

The identity of the foreign network 

� ���!"#$ 

The service agreement’s information between MU and FN 

%-}+ 
PassNo 

The ID of the MU’s Passport 
-234}+ 

The symmetric key shared between the MU and the FN 
data 

Other information about the token 
Service provider name: 
Issue date: 
Type of Visa: 
 

 

 

����}+ 
 

Figure 4.6: The Visa (authorization token). 
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After issuing the Visa for the mobile user, the foreign network will 

encrypt (��� , ���) by the first initial key ~-234}+ (formula 4.3). The ,�'&  
23
 }+, 

,�'&�V, and -234}+ will all be encrypted by the second initial key ~-′234}+ 

(formula 4.4). Then the message is forwarded to the mobile user. After 

receiving the message, the mobile user decrypts its first part to obtain the 

(��� , ���), as they are required to generate ~-�
234}+ to decrypt the second 

part of the message that contains the Visa. Finally, the mobile user computes 

the 0-����� (formula 4.5) to get the requested services. 

4.3.5 Visa Acquisition Protocol-II: A Three-Party Secure 

Roaming with Passport Stamp Update 

In case the mobile user’s Passport stamp is outdated or not within the foreign 

network’s acceptable time range, the following three-party protocol based on 

centralised authentication model can be used to update the stamp and get the 

required Visa. This protocol consists of four steps, as shown in Figure 4.7. 

 

Figure 4.7: Overview of the Visa acquisition protocol-II. 
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In this Visa acquisition protocol-II, firstly, the mobile user negotiates 

directly with the potential network provider and agrees to the network services 

required. Once the agreement is established, the mobile user sends the 

identification message including the home network’s certificate and signature 

on the Passport (Step 1). The foreign network verifies the mobile user’s home 

network certificate to ensure that the mobile user is registered with a legitimate 

identity provider. Then, the foreign network forwards the identification 

message to the home network for validation of authenticity (Step 2). When the 

home network receives the message, first it verifies the potential foreign 

network certificate to ensure it is a legitimate service provider. The certificate 

authority is used in this protocol to establish trust between the mobile user’s 

home network and the foreign network before proceeding on the authentication 

process (if the trust does not exist in the first place). After the home network 

ensures the validity of the mobile user, it updates the stamp if the mobile user 

is authentic and sends a message to the foreign network stating the mobile user 

authenticity status (Step 3). 

When the foreign network receives the validity message, if the mobile 

user status is valid, the foreign network issues the Visa and sends it to the 

mobile user (Step 4) allowing s/he to access the network services. Otherwise, 

the Visa request is rejected. A detailed description of the four steps to obtain a 

Visa is illustrated in Figure 4.8. Figure 4.9 illustrates the flow chart of the Visa 

issuing process. 
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hijjklmn  
op
 qr = {0� U+(%&''�V , �.(��/, 0�&\(  

]^_`
ab]`, 

                ���� , %-U+(���� , -234U+, �&�&)), ����U+} 
 

Step 1 Step 2 

Step 3 

Step 4 

 

 
  

 
 
 

  2 
 
 

 
 
 
 

 
 
 

    
 
 
 
 
 

 
 
 
 
 
 
 

Figure 4.8: The Visa acquisition protocol-II. 
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136 
 

The protocol can be demonstrated as follows: 

Step 1  op → tr: ,�'&8�9  
23
 }+, %&''()��  

23
 U+, ����� , ��� , � ���!"#$�X�234U+

, 

                               ���, �′�� 

0-����� = ℎ(-����� , ���� , ���� , �′��)                                     (4.6) 

The user firstly chooses random and unique nonces (���, ����), as 

well as generating a timestamp ���. The mobile user’s timestamp ��� is sent 

to the foreign network to prevent replay attack and to be used in Step 4 of this 

protocol as a factor in generating ~-����� based on the formula (4.3). Every 

time the mobile user requests a Visa from a foreign network, a new session key 

0-����� using the formula (4.6) is generated. This key is used to establish a 

mutual authentication between the mobile user and the home network.   

 

Figure 4.9: Flow diagram of the Visa request validation process in protocol-II.  
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The factors involved in generating this session key are: 0-�����= 

-�����, ����, ���� and ���, they all are hashed using h(x). The foreign 

network’s identity ���� is used to enable the home network to verify it with the 

one in the foreign network’s certificate to make sure that it has not been 

modified by an attacker. The random and unique nonce ��� is used to 

authenticate the foreign network as it used in Step 4 of this protocol as a factor 

in generating ~-����� based on the formula (4.3). The mobile user sends 

,�'&8�9  
23
 }+, %&''()��  

23
 U+, {���� , ��� , � ���!"#$}X�234U+ , ���, �′�� to the 

foreign network. 

Step 2    tr → qr:  %&''()��  
��
 �� , ����� , ���, � ���!"#$�X�234U+

, ����}+, 

                             0� �� �����, ��� , � ���!"#$� 

After receiving the message (Step 1), the foreign network checks both 

��� and ����U+ to see whether they are valid or not. If valid, the foreign 

network generates ��� and signs for ����, ��� and � ���!"#$. The ����}+ is 

attached for verification and establishes trust with the home network (if trust 

does not exist). The foreign network’s timestamp ��� is used in Step 4 by the 

mobile user to generate the ~-′����� (formula 4.4). The foreign network then 

forwards the message (Step 2) to the home network in order to validate the 

mobile user authenticity status.  

Step 3    qr → tr:   %&''()��′  
��
 �� , %-}+(0� �� (%&''+$,  6&7��  

��
 ��, ���)), 

                                   {���� ,  6&7��  
��
 �� , ���}X�234U+  

After receiving the message (Step 2), the home network checks the 
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validity of the ����}+. If it was valid, the home network verifies the 0� �� and 

retrieves the ���� to be used for the 0-����� generation. The home network 

verifies the Passport signature using the home network’s public key and then 

decrypts the encrypted part with its private key. After the home network checks 

that the mobile user’s Passport is valid, it gets the master key -����� and its 

relevant information, such as the date of expiry. The home network then 

generates the session key 0-����� to decrypt the second part of the message 

����� , ��� , � ���!"#$�. The home network compares the ���� in this message 

with the one in the foreign network’s certificate ����}+ to ensure that the 

foreign network has not been changed by an attacker.  

After the foreign network is authenticated by the home network, the 

home network issues a foreign network validity message {���� , 6&7���� , ���}  

to the mobile user, encrypted using the session key 0-�����. Also, as the 

home network authenticates the mobile user, the home network then computes 

its digital signatures using its private key; it then encrypts the mobile user 

validity message (%&''+$, 6&7����, ���) to the foreign network encrypted 

using the foreign network’s public key %-}+. The home network also stamps 

the Passport for proof of update verification for later use in the standard Visa 

acquisition protocol-I. The home network then puts both the foreign network 

and the mobile user authentication in one message (Step 3) and sends it to the 

foreign network. 
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Step 4    tr → op: %&''()���  
��
 �� , { ���� , 6&7��  

��
 �� , ���}X�234U+ , 

                 {���}��234}+ , �,�'&  
23
 }+, ,�'&�V, -234}+����234}+

, {0��6���}X�234}+ 

Once the foreign network receives the message, it first decrypts the 

authentication part using its private key and verifies it using the home 

network’s public key %-U+. If the foreign network receives the validity of the 

Passport, the foreign network will issue a Visa for the mobile user. Figure 4.8 

illustrates the flow chart of the Visa issuing requirement. The Visa format is 

the same as in the previous protocol-I (section 4.3.4). The foreign network then 

stores the Visa information for future verifications. The field ‘valid’ is set to 

FALSE when a Visa is revoked; otherwise, it is set to TRUE. The first initial 

key ~-����� (formula 4.3) will be used once to send the foreign network’s 

nonce ��� and the second initial key ~-′����� (formula 4.4) is used to 

distribute the Visa, Visa number, and the shared master key (,�'&  
23
 }+, 

,�'&�V, -�����) securely to the mobile user. The session key 0-����� 

(formula 4.5) is used to ensure mutual key agreement between the mobile user 

and the foreign network and to deliver the services. Then, the foreign network 

sends the authorisation message (Step 4) to the mobile user. 

After the user receives the authentication message {���� , 6&7���� , ���} 

part from the home network through the foreign network, the mobile user 

decrypts it using the 0-����� to ensure the validity of the foreign network. If 

the foreign network is invalid, the connection will be discarded. Otherwise, the 

mobile user computes the ~-����� to get the ���. Then the mobile user uses 
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the ��� to generate the ~-′����� to get the Visa, ,�'&�V, and the -�����. 

The Visa is kept in the mobile user’s SC for future service requests. Finally, the 

mobile user computes 0-����� to get the requested services. 

4.3.6 Mobile Service Provision Protocol 

This protocol illustrates how a user can be granted further network services 

from a foreign network in a secure and efficient manner. When the user holds a 

valid Visa, this protocol can be used to redeem the Visa for the remainder of its 

validity. This protocol consists of two steps, as shown in Figures 4.10 and 4.11. 

 

Figure 4.10: Overview of the mobile service provision protocol. 

In this mobile service provision protocol, only the mobile user and 

foreign network need to be involved and the home network can be off-line. 

Therefore, the authentication load is distributed to the visited foreign networks. 

This eliminates both network overhead and the long round trip through the 

network to reach the authentication servers located in the home network. In 

Step 1, the foreign network authenticates the mobile user using the Visa and 

the shared key, while Step 2 authenticates the foreign network to the mobile 

user before the session key is established. 
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Step 1 

Step 2 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.11: The mobile service provision protocol. 
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142 
 

Step 1    op → tr:          0��8�9, ,�'&  
23
 }+, ���,  {�′��} X�234}+ 

Firstly, the mobile user selects random and unique nonces (��� , �′��). 

The session key 0-����� (formula 4.5) is used to encrypt �′��. Then, the 

mobile user sends (Step 1) a service request, the Visa, and both nonces (��� 

and �′��) to the foreign network. 

Step 2    tr → op:         {���} ��234}+ , {0��6���}X��234}+  

�-234}+ = ℎ(0-����� , -234}+, �′��)                  (4.7)  

0-′234}+ = ℎ(�-234}+, 0-����� , ���)                                      (4.8)    

After the foreign network receives the service request, it checks the 

Visa signature 0� ��  with its public key %-}+ and decrypts the encrypted part 

with its private key 0}+. If the Visa is valid, the foreign network has to 

compute the 0-234}+ to get the �′��. The �′�� will be used to generate the 

temporary key �-234}+ (formula 4.7). The �-234}+ is used by the foreign 

network to encrypt its ���. Finally, the new session key 0-′234}+  is 

generated using formula (4.8). The three different keys are used to provide a 

strong key establishment with mutual agreement. By having the new session 

key 0-′234}+ in hand both parties know that mutual authentication has been 

realised, and the service can be started. Just to note that for every service 

access the mobile user is required to generate a new session key. 

4.3.7 Passport and Visa Revocation Protocol  

This protocol will be used to stop requesting services with a stolen Passport or 

Visa. If the mobile user notices the foreign network to revoke his/her Visa or 
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the home network to revoke his/her Passport, the Passport or the Visa is 

considered to be revoked.  

The Passport revocation can be illustrated as follows: 

op → qr: %&''()��  
23
 U+, {%&''+$, 8�6):�}�234U+  

When the mobile user sends the Revoke message to the corresponding 

home network, the home network decrypts the Passport with its private key and 

verifies the signature with its public key. The home network gets the master 

key from the Passport and decrypts the second part of the message. The home 

network checks if %&''�V is already stored. If not, no Passport is issued with 

this Passport number. If it is already stored, the home network stores the 

revoked Passport information and updates the status of the Passport as revoked.  

The Visa revocation can be illustrated as follows: 

op → tr:   ,�'&  
23
 }+, {%&''+$, ,�'&�V, 8�6�:�}�234}+ 

When the foreign network receives a Revoke message from the mobile 

user, the foreign network decrypts the Visa with its private key and verifies the 

signature with its public key. The foreign network gets the master key from the 

Visa to decrypt the second part of the message. The foreign network updates 

the status of the Visa to ‘revoked’. Once a mobile user requests network 

services, the foreign network checks if the Visa is already revoked. If it is 

revoked the service request will be rejected.  

The next section compares the two proposed Visa acquisition protocols 

to show the advantages and disadvantages of each protocol and how they can 

complement each other. 
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4.3.8 Comparison between the two proposed Visa Acquisition 

Protocols 

This section highlights the differences between the two Visa acquisition 

protocols. These differences are shown in table 4.2. The Visa acquisition 

protocol-I can be considered as the primary protocol to request the Visa, as it is 

more efficient than the Visa acquisition protocol-II. However, the mobile user 

is required to have a valid Passport’s time-stamp, generated by the home 

network, as recent proof of authenticity to be able to use the Visa acquisition 

protocol-I. In this protocol, the communication between the foreign network 

and the home network is eliminated, which could assist in minimising the 

single point of failure in the home network by distributing the authentication 

load to the foreign network. This can be achieved by using the field 0�&\(  
]^_`
ab]` 

to be checked by the foreign network to prove the Passport’s recent validity. 

The Visa acquisition protocol-II, on the other hand, is used to 

authenticate the mobile user by the home network for the foreign network 

when the stamp is outdated and update the Passport’s time-stamp as well. This 

Visa protocol-II can be considered as the secondary protocol to request the 

Visa, as it is used only when the time-stamp update is required on the Passport. 

This protocol is based on a centralised model using online validation to check 

the mobile user’s revocation status with the home network for the foreign 

network. In this protocol, the home network is involved in verifying the mobile 

user’s authenticity to ensure that the Passport is neither stolen nor revoked. 
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Table 4.2: Comparison between the two proposed Visa acquisition protocols. 

Feature/Protocol Visa Protocol-I 

(Primary) 

Visa Protocol-II 

(Secondary) 

Authentication Model Distributed Centralised 

Revocation check method Recent Evidence Online Validation 

Involved Entities The MU and FN The MU, FN and 
HN 

Stamp Update No Yes 

Eliminate MU tracking by HN Yes No 

Efficient computation cost Yes No 

Efficient MU’s computation cost No Yes 

HN can be off-line Yes No 

Number of Messages 2 4 

Number of Parties 2 3 

 

In the Visa acquisition protocol-II during the verification process, the 

foreign network forwards the mobile user’s request to the home network to 

check the authenticity of mobile user. Thus, the home network can know the 

mobile user’s current location as the foreign network’s ID is included in the 

mobile user’s request. Consequently, the home network can keep track of the 

mobile user movement which violates the user’s privacy. In the Visa 

acquisition protocol-I there is no involvement of the home network in the 

verification process. Thus, the user’s privacy is more protected and his /her 

movement cannot be tracked by both the home network and eavesdroppers. 

 

In terms of performance, the Visa acquisition protocol-I is more efficient 

than the Visa acquisition protocol-II as an overall computation cost, since less 

asymmetric operations are required. However, the Visa acquisition protocol-II 
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is more efficient in the mobile user computation cost. This is because the 

mobile device only performs symmetric encryption and decryption, which 

saves the mobile device battery. The Visa acquisition protocol-I requires a 

single public key encryption in the mobile device side which causes resources 

consumption compared to Visa acquisition protocol-II. In terms of 

communication cost, the Visa acquisition protocol-I requires only two 

messages while it is four in the Visa acquisition protocol-II. Thus, the Visa 

acquisition protocol-I is more efficient with respect to network bandwidth 

usage. Detailed performance analysis is discussed later under section 4.4.3. 

The Visa acquisition protocol-II does not work in the case where 

communication is not available between the foreign network and the home 

network. The Visa acquisition protocol-I is flexible with such a problem, as the 

home network is not required to be involved for the authentication to be 

completed in this protocol. In this sense the mobile user is not limited to the 

availability of the far located home network to be granted access to the foreign 

network. The following section is a summary of the aforementioned protocols. 

4.3.9 Summary 

The proposed Passport/Visa protocols are divided into four sub-protocols as 

illustrated in table 4.3. The mobile user receives the Passport token offline once 

s/he is registered with the home network. With the Passport, the mobile user 

can request for a Visa from the foreign network. If the mobile user holds a 

Passport with a recent stamp, s/he can request a Visa to access network 
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services using Visa acquisition protocol-I. If the Passport’s stamp is out-dated, 

the Visa acquisition protocol-II could be used to check the authenticity of the 

Passport with the home network online and update the stamp as well.  

The Visa can be valid based on its conditions such as the number of 

accesses, duration of access, or the data download/upload limit allowed. 

Therefore, the Visa can be requested once and then it can be valid based on the 

Visa conditions. However, the mobile user can have multiple Visas to access a 

different network in the same time.  

 

Table 4.3: Summary of the Passport/Visa protocols in term of frequency and 

involved entities. 

Protocols/ 

Feature 

Involved entities 

in Visa Protocol-I 

Involved entities in 

Visa Protocol-II 

Frequency 

Passport 

Acquisition 

The MU and the HN Once offline 

Visa Acquisition The MU and FN The MU, FN and HN Once 

Mobile Service 

Provision 

The MU and the FN For each 

service access 

Passport or Visa 

Revocations 

The MU and the HN or the FN When required 

 

If the mobile user has a valid Visa, s/he can access further network 

services using the mobile service provision protocol which is more efficient 

than Visa acquisition protocols. This protocol does not require re-

authentication with the home network. Instead, local authentication with the 

foreign network provider can be performed using the Visa token. The Passport 

and Visa can be revoked by the mobile user, or the issued entity when required.  
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The following sections will discuss and analyse the solution 

requirements, flexibility, security, and efficiently of the aforementioned 

protocols, which further demonstrate the proposed protocols’ advantages. 

4.4 Analysis and Discussion 

This section examines the proposed Passport/Visa protocols using the solution 

requirements (described in chapter 2) and compares them with other works. In 

doing so, this section will conduct an analysis for the flexibility, security and 

efficiency requirements. At the least these requirements need to be met to 

achieve flexible, secure, and efficient authentication in a ubiquitous networking 

environment. 

 The analysis and discussion in this section have a number of purposes. 

The first purpose is to analyse the flexibility of the proposed Passport/Visa 

protocols to work under any wireless systems and provide flexible service 

agreement establishment, which are described in chapter 3. The second purpose 

is to validate the correctness of the Passport/Visa protocols and its ability to 

provide strong authentication by examining its security. The third purpose is to 

examine the efficiency of the proposed protocols by analysing and comparing 

the performance of the proposal to the other mobile authentication approaches 

described in chapter 2.  

The following sections analyse how the proposed protocols meet the 

solution requirements described in chapter 2, namely, wireless technology 

independence, flexible agreement establishment, mutual authentication, full 
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access control, joint key control, user anonymity and un-traceability, practical 

key management, efficient re-authentication, efficient computation and 

communication operations. 

4.4.1 Flexibility Analysis 

In this section, we shall demonstrate that the proposed protocols can meet at 

least the two flexibility requirements illustrated in chapter 2, namely, wireless 

technology independent and flexible service agreement establishment. 

In terms of wireless technology independent requirement, the proposed 

authentication solution is designed to access the core network regardless of the 

types of wireless technology (e.g. WiFi, WiMAX, 4G, etc). This is to ensure 

the differences in the technologies cannot limit accessing services. This will 

assist the mobile user to access the best available wireless system with a single 

authentication credential to simplify the wireless network access. 

In terms of flexible service agreement establishment requirement, in the 

proposed model, the mobile user negotiates directly with all available foreign 

networks (e.g WiFi, WiMax, 4G) by broadcasting the service requirement (e.g. 

speed, data and coverage). The mobile user picks the best offer received with a 

comparative price that meets the requested services. Then the mobile user and 

the selected foreign network agree on quality of service and other billing 

related features in order to establish the service agreement and get the Visa. 

The mobile user signature 1�� is required on the bill before issuing the Visa to 

ensure non-repudiation of the service agreement. Also, the Visa contains the 
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signature of the foreign network 0� �� for non-repudiation of service 

authorisation.  

Accounting is carried out by logging session statistics and usage 

information, and is used for authorisation control and billing. The bill can be 

sent directly by the foreign network to the home network for payment 

processing as it is post-paid by the user. By enabling an automated service 

agreement between the mobile users and foreign networks, not only do the 

mobile users obtain more coverage and services with a competitive price, 

network providers are able to generate more revenue with this new business 

model using flexible agreements. This is also favourable for new providers to 

rapidly offer their particular benefits versus well-established providers.  It is 

important to note, however, that this thesis focuses on the authentication 

methods in the model, rather than on agreement establishment. 

4.4.2 Security Analysis 

In this section, we shall demonstrate that the proposed protocols can meet the 

security requirements namely, mutual authentication, full access control, joint 

key control, user anonymity and un-traceability and practical key management.  

4.4.2.1 Mutual Authentication 

The proposed protocols satisfy the mutual authentication requirement by 

achieving both subscription validation and server authentication. With mutual 

authentication, the foreign network ensures that the service will get paid and 
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the mobile user ensures that the foreign network is a legitimate and trusted 

provider. Compared to works based on a formal agreement between the home 

network and the foreign network, the proposed protocols do not rely on any 

long term key sharing between the home network and the foreign networks; 

instead hierarchies of certificate authorities provide the home network and 

foreign networks with the flexibility to establish trust. However, as the solution 

relies on the certificate authorities for trust establishment, we assume that the 

certificate authorities are well-maintained and protected. The entire trust 

establishment and assurance falls apart if either the home network’s or the 

visited foreign network’s certificate authorities are compromised or even 

suspected [140].  

In Visa acquisition protocol-I, since the certificate authority signature is 

on the ����}+ which contains foreign network’s public key %-}+, the mobile 

device can verify the signature to ensure that s/he is communicating with a real 

network service provider and not with a bogus entity. This process achieves 

server authentication. The subscription validation can be ensured as the foreign 

network verifies the mobile user authenticity using three credentials, namely 

home network’s signature 0� �� , the 0�&\(  
]^_`
ab]` in the Passport, and the 

mobile user signature 1��. 

 In Visa acquisition protocol-II, the home network authenticates the 

foreign network by verifying its signature 0� �� (server authentication). Then, 

home network authenticates the mobile user — the Passport holder who should 

possess the shared master key -234U+ — and establishes trust between the 
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mobile user and the foreign network (subscription validation). Thus, mutual 

authentication is achieved and both the mobile user and the foreign network 

can be sure that they are communicating with a legitimate entity. 

Furthermore, to ensure secure roaming, our proposed protocols address 

four main authentication concerns that have been raised in the literature [30, 

58, 62, 63, 66, 67, 70, 71]: 

− The first concern is the forgery of a token attack. As the Passport and 

Visa contain the signature of the issuer, they cannot be generated by 

attackers with the name of the home network or foreign network. As 

such, it is impossible to fabricate a Passport or a Visa, as the integrity 

can be checked by verifying the issuer’s signature.  

− The second concern is the use of a revoked Passport. In Visa 

acquisition protocol I, the field 0�&\(  
]^_`
ab]` is used to stop the request 

for services with a revoked Passport. When the mobile user requests a 

Visa, the foreign network checks if the Passport has a recent stamp date 

or not. The recent stamp means that the home network witnessed that 

the mobile user is a registered and authentic user. However, in Visa 

acquisition protocol-II the foreign network can check with the home 

network if the Passport is revoked or not by using online validation. 

Thus, an attack using a revoked Passport is not applicable.  

− The third concern is impersonation attack. In the proposed protocol, the 

information stored in the smart card is encrypted and cannot be 

accessed without the mobile user’s biometric. Thus, if the smart card is 
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stolen, it is impossible for attackers to impersonate the mobile user.  

− The final concern is replay attack. In a situation where the Passport has 

been eavesdropped, the attacker needs to have the mobile user’s private 

key 023 to generate the mobile user signature 1�� for foreign network 

verification; s/he also needs to have -234U+ to update the 0�&\(  
]^_`
ab]` 

through the home network. If an attacker does sniff out a valid Visa, the 

-234}+ cannot be obtained as it is encrypted in the Visa. Without 

having the -234}+ in hand the attacker cannot generate the required 

session keys to launch a man-in-the-middle attack. The only party that 

can get the -234}+ from the Visa is the foreign network. In addition, 

nonces and timestamps are used in each communication between 

entities to ensure the messages of previous sessions have not been 

replayed. Therefore, impersonation attacks and replay attacks are not 

valid in our scheme. 

4.4.2.2 Full Access Control 

The foreign network service provider has full control over the authorisation 

process, as it decides whether access requests from an authenticated mobile 

user can be granted or rejected. Where the foreign network issues the network 

service authorisation token (the Visa) to a mobile user, it supports the access 

control role of the foreign network. The authorisation token is granted to a 

mobile user via a foreign network, and it can be used as an access control to 

validate individual users. 
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4.4.2.3 Joint Key Control 

In the majority of the related works, the home network can easily intercept the 

communication between the foreign network and the mobile user as the home 

network is able to compute the session key. In the proposed protocols, 

however, the foreign network has full control on the communication with the 

mobile users without any involvement from the home network in generating 

the session key.  

Each party generates a secret m-bits random number N, nonce, which is 

not used more than once. In order to prevent the exclusive search attack, m 

should be sufficiently large; e.g. 256 bits. The most important key in the 

proposed protocols is the second initial key ~-′����� as it contains the Visa 

and the shared key -�����. This initial key is based on a contribution of nonce 

and timestamp from both the mobile user and the foreign network, and only 

these two entities can generate this key. In the mobile service provision phase, 

a new session key 0-′234}+ is generated in every service request. This key is 

established by contributing nonces provided by both the mobile user and the 

foreign network. By having the new session key, both parties are mutually 

authenticating each other, and key freshness and joint key control are 

guaranteed. 

4.4.2.4 User Anonymity and Un-traceability 

In terms of user anonymity, the user’s identity ���� is kept secretly 

%-U+(����, -234U+, �&�&) in the Passport, which is only accessible by the 



 

155 
 

home network. Therefore, any other entity, including the foreign network, 

cannot obtain the ����. The foreign network only needs to know 

%&''+$ without revealing any information related to the user’s identity ����.  

In the case of user un-traceability, in Visa acquisition protocol-I the 

Passport is encrypted and %&''+$ is not visible to the eavesdroppers. Also, in 

the mobile service provision protocol, eavesdroppers cannot trace a mobile 

user as the  %&''+$ (which is the identification of the user) is hidden in the 

Visa and is visible only to the foreign network that issued the Visa. Although 

two roaming sessions with the same ,�'&+$ can be linked by the eavesdroppers 

in the mobile service provision protocol, the ,�'&+$ is used for a limited time 

and then expires. Another ,�'&+$ is then issued for another service. The only 

case in which a %&''+$ is visible to the eavesdroppers is during Visa 

acquisition in protocol-II; nevertheless, this protocol is used only once and then 

a Visa is issued to gain further services using the mobile service provision 

protocol. Therefore, even if the eavesdroppers know the %&''+$, they cannot 

trace the mobile user as the %&''+$ is encrypted in the Visa and is visible only 

to the foreign network that issued the Visa.  

The difference between our work and other similar works [66, 70, 71] is 

the issue of un-traceability. These other works assume that foreign networks 

collude with each other to trace mobile users, however this is unlikely in real 

life. On the other hand, we assume domain separation, which has been defined 

by Molva et al. [65] as  a “domain-specific secret or sensitive information 

should not be propagated from the home domain to a foreign domain or 
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between foreign domains”. Based on this assumption, foreign networks do not 

collude with each other to trace mobile users. Thus, in our work, a foreign 

network cannot trace users outside its own domain. 

4.4.2.5 Practical Key Management 

In our approach the master keys are stored in both the Passport and the Visa to 

achieve efficient key management, and safety from key storage attack. As in 

traditional Kerberos, in the event a key storage is compromised [122], the 

attacker can reveal all the symmetric keys and the keys have to be revoked. In 

our approach the home network and foreign network do not store the user’s 

master key, which eliminates the maintenance of these keys with every mobile 

user and eliminates the need for large storage for these keys. The user’s shared 

master keys are stored in the user’s SC, which provides tamper resistance. 

4.4.3 Performance Analysis 

In this section, we start with an analysis of the efficient re-authentication 

property, which is the main feature for gaining efficiency advantages over the 

related works. Then we evaluate the proposed protocols in terms of 

computation and communication cost, by comparing them to the existing 

schemes, as illustrated in tables 4.4, 4.5, and 4.6.  

4.4.3.1 Efficient Re-Authentication 

In order to eliminate the home network’s overhead in the centralised 

authentication model, as the foreign network relies on the home network to 
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authenticate the mobile user for each access, in our model the mobile user 

performs the authorisation phase (Visa acquisition) just once. The foreign 

network can then authenticate the mobile user locally using the Visa without 

any information from the home network, unlike the schemes [30, 66, 70, 71]. 

Therefore, the authorisation token eliminates the cost of re-authenticating the 

mobile user using the home network every time the user would like to access 

the foreign network. 

4.4.3.2 Computation Cost 

Based on Chapter 2 review, only three of these schemes shown in table 2.4 

have the potential to provide flexible roaming agreement establishment; these 

are [66, 70, 71], as they eliminate the long-term shared key between the home 

network and the foreign network. Thus, we have chosen the latest and most 

efficient two of these works that represent the existing models — a distributed 

[71] and centralised [66] based model — to compare with our proposed hybrid 

mobile authentication model. 

In this section, the results of the performance comparison of the 

proposed scheme with those of Yang et al. [66] and He et al. [71] are shown in 

Figures 4.12 and 4.13, and table 4.4, and 4.5. The time calculations are based 

on [57, 58], as they indicated that a symmetric encryption/decryption (�X��) 

requires 0.0087s, and an asymmetric cryptography (�����) is approximately 

equal to 100�X�� symmetric operations. Therefore, an asymmetric operations 

computation takes approximately 0.87 s. The computational costs of the one-
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way hash function (0.0005 s) can be ignored, as it is significantly smaller when 

compared to ����� asymmetric and �X�� symmetric operations.  

Based on the above estimated times, the computational time for the 

authorisation phase, shown in Figure 4.12, takes 3.50s (2�X��+4�����) for the 

scheme of He et al., while Yang et al.’s scheme takes 5.22s (6�����). Our Visa 

acquisition protocol-I and protocol-II take 6.14s (6�X��+7�����) and 8.78s 

(10�X��+10�����), respectively. Obviously, He et al.’s scheme gains better 

performance, as it requires less asymmetric operations in this phase. Visa 

protocol-II is used only when the Passport stamp is out of date; it is less 

frequently used in the Visa acquisition protocol-I. However, the access service 

phase is more important, as it is performed more frequently than the 

authorisation phase. 

The mobile user’s computational cost, shown in Figure 4.12, in the Visa 

acquisition protocol-I takes around 1.77s (3�X��+2�����), while Visa 

acquisition protocol-II takes around 0.04s (5�X��), Yang et al.’s scheme 

required 1.74s (2�����) and He et al.’s scheme takes 1.75s (1�X��+2�����). 

Thus, our Visa acquisition protocol-II have approximately 97% less mobile 

user’s computational cost to the other schemes, and our Visa acquisition 

protocol-I have almost the same computational cost as the other schemes. 

Figure 4.13 shows the advantage of our protocols in terms of 

computation comparison amongst different protocols in the service access 

phase. The computational time for the access service phase is 0.92s 
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(6�X��+1�����), 3.50s and 5.22s in our service provision protocol, and the 

schemes of He et al. and Yang et al., respectively. Thus, our service provision 

protocol have approximately 74% and 82% less access service phase 

computational cost to the schemes proposed by He et al. and Yang et al., 

respectively, making it highly efficient in terms of service provision 

computational overheads. The advantage of our scheme is that the mobile user 

performs the authorisation phase (Visa acquisition) just once. The mobile user 

can then access services any time based on the Visa expiration date and 

conditions using local authentication with the foreign network only. 

 

Figure 4.12: Computation comparison amongst different protocols in the 

authentication phase. 

 

In terms of the mobile user’s computational cost for a further service 

request, shown in Figure 4.13, our protocol takes around 0.03s (3�X��), while 
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Yang et al.’s scheme required 1.74s (2�����) and He et al.’s scheme takes 

1.75s (1�X��+2�����). Thus, our service access protocol has approximately 

98% less mobile user’s computational cost than the other schemes. As the 

proposed protocols have minimum use of or eliminate asymmetric 

cryptosystems, they out-perform the other two approaches in terms of limited 

power device computational cost. 

 

Figure 4.13: Computation comparison amongst different protocols in the 

service access phase. 

 

In summary, the proposed protocols take more computation time in the 

authorisation phase, but achieve better performance (at least three times faster 

and efficient) in the access service phase and in minimising the mobile device 

energy consumption, when compared to the most efficient known approaches. 
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4.4.3.3 Communication Cost 

This section shows that the proposed protocols can reduce communication 

costs for the limited resources mobile device when compared to the other two 

schemes. As shown in table 4.5, the Visa acquisition protocol-I (which takes 2 

rounds of messages) can be reduced to 40% and 66% of the schemes of Yang 

et al. and He et al., which require 5 and 3 rounds of messages, respectively. 

The same result can be achieved by Visa acquisition protocol-II (which takes 4 

rounds then 2 rounds of messages) after the first authorisation phase. 

 The proposed scheme can eliminate re-authentication with the home 

network, which is not the case in the other schemes. In other words, the foreign 

network authenticates the mobile users with their home network just once in 

the authorisation phase to get the Visa; they can then access their services 

(taking 2 rounds of messages) multiple times, based on the Visa type, without 

the need for home network re-authentication. As most of the communication 

cost is in the authorisation phase for Visa acquisition protocol-II, eliminating 

re-authentication significantly improves its performance. 

4.4.4 Summary of Analysis and Discussion 

The analysis of the proposed Passport/Visa approach and protocols are 

summarised in table 4.6, which shows the proposed protocols achieve at least 

the three desired properties of flexibility, security, and efficiency in 

authentication for ubiquitous networking, when compared to the other 

approaches. 
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Table 4.4: The number of cryptographic operations of our protocols and other related schemes. 

MU: Mobile Unit       FN: Foreign Network      HN: Home Network 

Cryptographic Operations Proposed 

Visa Protocol-I 

Proposed 

Visa Protocol-II 

Proposed Service 

Provision Protocol 

He et al. ’s 

scheme [71] 

Yang et al.’s 

scheme [66] 

 

1.Public-key encryption 

MU 1 - - - 1 

FN 1 1 - - - 

HN - 1 - - 2 

 

2. Public-key decryption 

MU - - - - 1 

FN 1 1 1 - 2 

HN - 1 - - - 

 

3. Digital signature 

MU 1 - - 1 - 

FN 1 2 - 1 - 

HN - 2 - - - 

 

4. Signature verification 

MU - - - 1 - 

FN 2 1 - 1 - 

HN - 1 - - - 

 

5. Symmetric operation 

MU 3 5 3 1 - 

FN 3 3 3 1 - 

HN - 2 - - - 

 

6. Hash function  

MU 3 5 3 - 5 

FN 3 3 3 - 5 

HN - 2 - - - 
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Table 4.5: Efficiency comparisons between the proposed scheme and other related schemes. 

Efficiency feature/Approach Yang et al.’s 

scheme [66] 

He et al. ’s scheme 

[71] 

Proposed Protocol-I Proposed Protocol-II 

Computation cost:     

  Authorisation & Service Provision Phase 6����_≈5.22s 2���_+4����_≈3.50s 6���_+7����_≈6.14s 10���_+10����_≈8.78s 

  Access Service Phase 6����_≈5.22s 2���_+4����_≈3.50s 6���_+1����_≈0.92s 6���_+1����_≈0.92s 

  MU Computational Time in:  

a) Authentication & Service Phase 

 

2����_≈1.74s 

 

1���_+2����_≈1.75s 

 

3���_+2����_ ≈1.77s 

 

5���_≈0.04s 

b) Access Service Phase 

Communication cost: 

2����_≈1.74s 1���_+2����_≈1.75s 3���_=0.03s 3���_≈0.03s 

  Efficient re-authentication No No Yes Yes 

  HN off-line  No Yes Yes No 

  Number of Messages 5 3 2 4 then 2 

  Number of Parties 3 2 2 3 
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Table 4.6: Comparisons analysis with related works. 

 

Feature/Approach 

Distributed Model Centralised Model Proposed 

 Hybrid Model 

[71] [70] [30] [58] [67] [66] [63] [62] [64] Protocol 

I 

Protocol 

II 

i- Wireless Technology Independent Yes Yes Yes Yes Yes Yes No No No Yes Yes 

ii- Flexible Agreement Establishment Null Null No No No Null No No No Yes Yes 

 a-Eliminate secret key between HN-FNs  Yes Yes No No No Yes No No No Yes Yes 

 b- Trusted third party dependency Yes Yes No No No Yes No No No Yes Yes 

iii- Mutual Authentication Yes Yes Yes Yes Yes Yes Yes Yes No Yes Yes 

iv- Joint Key Control Yes Yes No Yes Yes Yes Yes No No Yes Yes 

v-User Anonymity and un-traceability Yes Yes No Yes Yes Yes Yes No No Yes Yes 

vi- Practical Key Management No No No Part No No Part Part No Yes Yes 

vii- Efficient Re-Authentication No No No Yes Yes No Yes Yes Yes Yes Yes 

viii-Number of Messages 3 3 7 5-2 4-2 5 4-2 5-3 8-4 2 4-2 

Mobile Authentication Model D D D C C C C C C D C 

Revocation Status Check Method RL RL OV OV OV OV OV OV OV RE OV 

Number of Parties 2 2 3 3 3 3 3 3 3 2 3 

      C: Centralised        D: Distributed        OV: Online Validation        RL: Revocation List        RE: Recent Evidence 
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4.5 Summary 

In this chapter, we proposed novel Passport/Visa protocols based on the hybrid 

authentication model (presented in the previous chapter) to achieve flexible, 

secure and efficient authentication for ubiquitous networking. A Passport 

stamp is the major technique, using the recent evidence to provide the foreign 

network with an effective way of tackling the problem of a user revocation 

status check, when compared to the revocation list technique [145], as it may 

become a very long list over time.  

The proposed Passport and Visa tokens assist a foreign network in 

authenticating and authorising visiting mobile users. These tokens also offer a 

unique solution to achieving secure key management, as the home network and 

foreign networks do not store the long-term keys shared with the mobile units. 

The introduced Visa token eliminates re-authentication with the home network 

and provides user anonymity and un-traceability. Furthermore, the foreign 

network has full control over whether or not to issue a Visa to the mobile unit 

and authorise it to the domain. 

The flexibility analysis illustrates the proposed protocols are designed 

to access the core network regardless of the wireless system by having a single 

authentication credential (the Passport) to simplify the wireless network access. 

Moreover, the proposed approach enables the mobile unit to gain network 

services beyond the home network’s partners’ coverage via direct negotiation 

and flexible agreement establishment with potential foreign network providers. 
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The security and performance analysis demonstrates that the proposed 

protocols efficiently ensure secure roaming, greatly enhance computation 

speed, and reduce communication costs. We have compared our protocols with 

other proposed protocols to show that the concept of a hybrid authentication 

model offers benefits in terms of flexibility, security and performance, as well 

as being suited to low power devices. 

The next chapter implements a methodology for analysing 

authentication protocols formally based on SVO logic, in order to verify 

whether the proposed protocols meet the desired authentication objectives and 

to prove its correctness. In addition, we demonstrate the feasibility of the 

proposed Passport/Visa protocols, through a prototype, and prove it is 

applicable in the real world. 
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Chapter 5 

5 Formal Analysis and Feasibility of 

Passport/Visa Protocols 

 

5.1 Introduction 

In the previous chapter mobile authentication protocols realised from the 

hybrid authentication model were described. The introduced Passport and Visa 

tokens assist a foreign network in authenticating and authorising visiting 

mobile users. These tokens also eliminate re-authentication with the home 

network and provide efficient key management, user anonymity and un-

traceability. Most importantly, the proposed solution provides an efficient 

technique, using a Passport-Stamp (a recent evidence of authenticity), to tackle 

the problem of a user revocation status check. The flexibility, security and 

performance analysis demonstrates that the proposed protocols efficiently 

ensure secure roaming, greatly enhance computation speed, and reduce 

communication costs. 

In this chapter, two methods have been applied to further analyse the 

proposed protocols security correctness (through formal logic analysis) as well 
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as their practicality and feasibility in the real world (through prototype 

implementation). 

In the first method, a formal and thorough analysis of the Passport/Visa 

authentication protocols using SVO logic [130, 159] is given. The SVO logic is 

one of the formal methods to analyse authentication protocols, and show what 

assumptions are needed, and proved that they can achieve considered 

authentication goals. The desired authentication goals are defined in section 

5.2.4, from both mobile user and foreign network views. This logic assists in 

designing the proposed protocols and in avoiding common flaws and 

demonstrates the security correctness of the proposed protocols. 

Moreover, in the second method, we show the feasibility and 

practicality of the proposed Passport/Visa protocols, through a simple 

prototype, and prove it is applicable in the real world. A simulation based 

performance evaluation would give an accurate insight into the protocols’ 

performance. Based on the prototype, the proposed functionalities and 

architectures can be implemented, as each component was able to perform the 

allocated tasks as detailed in the protocol design section.  

The structure of this chapter is organised as follows. Section 5.2 

presents a formal security analysis of the Passport/Visa protocols, where the 

SVO logic and its six authentication goals are used to analyse our proposed 

authentication protocols. In section 5.3, the implementation details of the 

Passport/Visa protocols are illustrated to demonstrate the proposal feasibility 

and practicality. This chapter concludes with a summary in section 5.4. 
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5.2 Formal Analysis by SVO Authentication 

Logic 

An authentication logic is required for verifying formally if an entity is 

communicating to the correct party and they share the intended session key via 

the authentication protocols [160]. The formal verification of authentication 

protocols has been researched by a number of works. In 1989, the first formal 

method was proposed by Burrows, Abadi and Needham [161], in which they 

named BAN logic, to analyse authentication protocols. The BAN formal 

verification is a logic of belief that uses formulas to express belief of engaging 

parties. The BAN logic is simple (simplicity of the notation and logic) and 

useful in revealing flaws in authentication protocols.  

However, limitations related to its semantics have been raised by a 

number of researchers [162-164]. As a result, a number of successors [162, 

165-167] have followed the BAN logic. For example, Abadi and Tuttle [162] 

(AT logic) provide a clear semantics in their extension for BAN. Gong, 

Needham, and Yahalom [165] (GNY logic) add to and reformulate rules of 

BAN in their extension for better reasoning ability about belief of engaging 

parties. Van Oorschot [166] (VO logic) added more rules for better reasoning 

about key agreement protocols. 

In 1993, Syverson and Van Oorschot [159] developed SVO logic in 

order to unify the previous BAN family of authentication logics. Specifically, 

SVO combined three of these extensions (GNY, AT, VO) and BAN.  
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According to [131], the SVO logic provided a simple model-theoretic 

semantics, as well as the desirable features of its predecessors.  

For a given protocol, there are six steps to protocol analysis using SVO 

logic, namely: 

i. State goals to achieve. 

ii. Write assumptions about initial state. 

iii. Assert the protocol.  

iv. Comprehend the protocol received messages. 

v. Interpret the protocol comprehended messages. 

vi. Apply the logic to derive engaging party beliefs. 

 

Accordingly, the proposed authentication protocols are analysed by 

SVO logic [130, 159] to prove that the proposed Passport/Visa protocols can 

achieve the authentication goals, which are defined in section 5.2.4, from both 

mobile user and foreign network views. Analysis in SVO uses axioms to 

interpret goals in cryptographic protocols. In next two sections, we provide a 

preliminary of the SVO logic: the rules and axioms. Table 5.1 summarises the 

notation for SVO logic. 

5.2.1 SVO Logic Rules 

SVO has the two following inference rules: 

− Modus Ponens: From   and   → ¡ infer ¡. 

− Necessitation: From ⊢   infer ⊢ P believes  . 
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‘⊢’is a metalinguistic symbol. ‘ Γ ⊢ φ’ means that φ is derivable from 

the set of formulas Γ (and the axioms as stated below) using the above rules. 

‘⊢ φ’ is a theorem, i.e., derivable from axioms alone without any additional 

assumptions. 

Table 5.1: SVO notation. 

Notations Description 

P believes X The principal P acts as if X is true 

P received X The principal P received a message containing X. It can read 

and replay X. 

P said X The principal P sent a message containing X. 

P says X P have said X. 

P has X X is initially available to P, received by P or freshly generated 

by P. 

P controls X P has jurisdiction over X. 

fresh (X) X has not been sent in any messages before the current one. 

%     ¤     ¥¦¦§ ¨ k is a communication shared key between P and Q. k is only 

known by P, Q and the trusted party. 

%-© (%, :) k is a public ciphering key of P. Only P can read messages 

encrypted with k. 

%-ª (%, :) k is a public key-agreement key of P. A Diffie-Hellman key 

formed with k is shared with P. 

⌊¬⌋¤  X signed with key k.  

{®}¤  Encryption result of message M using key k. 

〈¬〉∗²  P is unable to read X (e.g. P receives {¬}¤ and P does not have 

k) or P does not recognise X. 

 

5.2.2 SVO Logic Axioms 

Here, we introduce the axioms of SVO logic. 

Belief Axioms 

1. (P believes   ∧ P believes (  → ¡)) → P believes ¡. 
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2. P believes   →P believes (P believes  ). 

Source Association Axiom 

3. (P 
     ¤    ¦́§ Q ∧ R received {¬ ��)\ ¨}¤ ) → Q said X ∧ Q has X. 

Key Agreement Axiom 

3. (P 
     ¤    ¦́§ Q ∧ R received {¬ ��)\ ¨}¤ ) → Q said X ∧ Q has X. 

4. (%-µ(P, :² ) ∧ %-µ(Q, :¶)) → P 
�·(¤¸,¤¹)¦́¦¦¦¦§Q 

 �º(:, :′) implicitly names the (Diffie-Hellman) function that combines : 

with :�� (or, :′ with :��) to form a shared key. 

Receiving Axioms 

5. P received (¬� , . . . , ¬» ) → P received ¬¼ , for i = 1, . . . , n. 

6. (P received {¬}¤½ ∧  P has :�) → P received X. 

Here :¾ and :� are used to abstractly represent associated keys, 

whether for symmetric or asymmetric cryptography. In the symmetric case, :¾ 

= :� = :. In the asymmetric case, :¾ is a public key and :� is the private key. 

Possession Axioms 

7. P received X → P has X. 

8. P has (¬� , . . . , ¬» ) → P has ¬¼ , for i = 1, . . . , n. 

9. (P has ¬�  ∧ . . . ∧ P has ¬» ) → P has F(¬� , . . . , ¬» ).  

‘F’ is a meta-notation for any function computable in practice by P. 

Comprehension Axioms 

10. P believes (P has F(X)) → P believes (P has X). 
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‘F’ is a meta-notation for any function that is effectively one-one and 

computable in practice by P. 

Saying Axioms 

11. P said (¬� ,…, ¬» ) → P said ¬¼  ∧ P has ¬¼ , for i = 1,…, n. 

12. P says (¬� ,…, ¬» ) → (P said (¬� ,…, ¬» ) ∧ P says ¬¼ ),  for i = 1,…, n. 

Freshness Axioms 

13. fresh (¬¼ ) → fresh(¬� ,…, ¬» ), for i = 1,…, n. 

14. fresh (¬� ,…, ¬» ) → fresh F(¬� ,…, ¬» ). 

‘F’ must genuinely depend on all component arguments. This means 

that it is not feasible to compute value of F without value of all the ¬¼ . 

Jurisdiction and Nonce-Verification Axioms 

15. (P controls   ∧ P says  ) →  . 

16. (fresh(X) ∧ P said X) → P says X. 

Symmetric Goodness Axioms 

17. P 
     ¤    ¦́§ Q ≡ Q 

     ¤    ¦́§ P. 

5.2.3 Goals of the Analysis 

The authentication protocol has a set of six generic goals for authentication. 

These six goals are specified as follows: 

G1. Ping authentication: P believes Q says X 

G2. Entity authentication:  P believes (Q says F(X, �² ), ∧ fresh (�² )) 

G3. Secure key establishment: P believes %     ¤�     ¥¦¦¦§ ¨ 
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G4. Key freshness:  P believes fresh %     ¤     ¥¦¦§ ¨ 

G5. Mutual belief in shared secret: P believes Q says  ¨     ¤�    ¥¦¦¦§ % 

G6. Key confirmation: P believes ( %     ¤�     ¥¦¦¦§ ¨ ∧  Q says {�²}¤¸4¹  )   

G1 denote P believes Q recently sent a message X. This implies that Q is 

alive. G2 denote P believes a message X sent by Q in response to the specific 

challenge �² (e.g. a nonce). It provides authentication of Q to P in the sense 

that the response is from an operational entity, and is targeted in response to a 

challenge from P. G3 denote P believes that the key k is shared with no party 

other than party Q. G4 denote P believes the key k is fresh. G5 denote P 

believes the key k is shared with Q alone, and Q has provided evidence of 

knowledge of the key to P. G6 denote P believes the target entity Q also 

believes k is an unconfirmed secret suitable for use with P. When the goals are 

met, the authentication protocols are said to be secure.  

5.2.4 Analysing Visa Acquisition Protocol-I 

The following analysis validates that the Visa acquisition protocol-I meets the 

SVO’s six required goals for authentication. We start the analysis through the 

initial assumptions in the following section. 

5.2.4.1 Initial State Assumptions 

The assumptions of initial beliefs of the engaging parties are illustrated below 

in order to examine our protocol logic: 

P1.  MU believes CA controls %-©(FN,%-}+) 
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P2.  MU believes CA controls fresh %-©(FN,%-}+) 

P3.  FN believes fresh%-©(FN,%-}+) 

P4.  FN believes %-©(FN,%-}+) 

P5.  MU believe fresh (���)      

P6. FN believes fresh (���)                

P7.  MU believe fresh (���) 

P8.  FN believes fresh (���)   

P9. MU believes FN controls (®¿   ��   ¥¦§ ��) 

P10. MU believes FN controls fresh (~-)  

P11.  FN believes fresh ��  ��   ¥¦§ ®¿   

P12.  FN believes ��    ��     ¥¦¦§ ®¿ 

P13. MU believes ®¿    ��   ¥¦¦§ ��  

P14. MU believes FN controls (®¿   ���   ¥¦¦§ ��) 

P15. MU believes FN controls fresh (~-′)  

P16.  FN believes fresh ��  ���   ¥¦§ ®¿    

P17.  FN believes ��  ���   ¥¦§ ®¿    

P18. MU believes ®¿   ��� ¥¦§ ��  

P19. MU believes FN controls (®¿    �   ¥¦§ ��) 

P20. MU believes FN controls fresh (-)  

P21. FN believes fresh ��     �     ¥¦¦§ ®¿ 
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P22. FN believes ��       �      ¥¦¦¦§ ®¿          

P23. MU believes ®¿    �     ¥¦¦§ �� 

P24. MU believes FN controls (®¿   X�   ¥¦¦§ ��) 

P25. MU believes FN controls fresh (0-)  

P26.  FN believes fresh ��    X�      ¥¦¦¦§ ®¿         

P27.  FN believes ��    X�    ¥¦¦§ ®¿      

P28. MU believes ®¿     X�   ¥¦¦§ ��    

 

P1 and P2 denote the mobile user (MU) believes that the foreign 

network’s (FN) public key is fresh and generated by the certificate authority 

(CA). P3 denote that the FN believes in the freshness of its own public key. P4 

denote that the FN knows its own public key. P5 to P8 denote each principal 

are assumed to believe that its own timestamp and nonce are fresh, 

respectively. P9 and P10 denote the MU believes that the FN generated a fresh 

initial key (IK), which is shared with the MU. P11 denote that the FN believes 

in the freshness of the IK. P12 and P13 denote MU and FN believe that the IK 

is shared key between them, which they used only once. P14 and 15 denote the 

MU believes that the FN generated a fresh second initial key (~-′). P16 denote 

that the FN believes in the freshness of the ~-′. P17 and P18 denote MU and 

FN believe that the ~-′ is shared key between them, which they used only 

once. P19 and P20 denote the MU believes that the FN generated a fresh shared 

key (K). P21 denote that the FN believes in the freshness of the shared key with 
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the MU. P22 and P23 denote that each principal believes in the key which is 

shared with the counterpart. P24 and P25 denote the MU believes that the FN 

generated a fresh session key (0-), which is shared with the MU. P26 denotes 

that the FN believes in the freshness of the SK. P27 and P28 denote MU and 

FN believe that the 0- is a shared key between them, which they used for the 

current session only. The received message assumptions are written in the 

following section. 

5.2.4.2 Received Message Assumptions  

In this step, we write assumptions about messages each party receives. So, for 

each message “P → Q: M ” of the proposed protocol, we state “Q received M”.  

From the two messages of the Visa acquisition protocol-I, we can obtain the 

following received message assumptions: 

P29. �� �����6�� (%-}+{,�'&8�9, ⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� ,  

         %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, ���, ���, 

         ⌊%-U+, 023, ��U+||��}+|| ���||���⌋�*X.X¼À23}) 

P30. ®¿ �����6�� ({ ���, ���}��234}+ , {⌊(,�'&�V, �.(��/, ��}+, %-}+( 

         %&''�V, -234}+, �&�&) )⌋X¼À}+ , ����}+, ,�'&�V , -234}+}���234}+ , 

 {0��6���}X�234}+)                     
 

P29 and P30 are derived from message 1 and message 2 in the Visa 

acquisition protocol-I. After receiving the messages, the comprehensions of the 

messages are expressed in the following section.  
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5.2.4.3 Comprehension Assumptions  

In this step, we write assumptions about each party’s comprehension of 

received messages. As it is not necessary thatt all the received messages are 

understood by the received party. From the above messages (P29 and P30) of 

the Visa acquisition protocol-I, we can obtain the following comprehension 

assumptions: 

P31.�� Á�7��6�' �� �����6�� (%-}+{,�'&8�9, ⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

          ���� , 〈%-U+(����, -234U+, �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , 〈����U+〉∗��}, 

          〈���〉∗�� , ���, ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 

P32.   ®¿ Á�7��6� ®¿ �����6�� ({〈���〉∗��, ���}〈��234}+〉∗23 , {⌊(,�'&�V, 

          �.(��/, ��}+, 〈%-}+(%&''�V, -234}+, �&�&)〉∗��⌋X¼À}+ , 〈����}+〉∗��, 

          ,�'&�V , 〈-234}+〉∗��}〈���234}+〉∗23 , {0��6���}〈X�234}+〉∗23)  
 

The comprehensions from P31 and P32 are interpreted in the following 

section.  

5.2.4.4 Interpretation Assumptions  

In this step, we are stating how a principal interprets a received message (as 

that principal understands it). From the two messages of the Visa acquisition 

protocol-I, we can obtain the following interpretation assumptions: 

P33.�� Á�7��6�' �� �����6�� (%-}+{,�'&8�9, ⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

          ���� , 〈%-U+(����, -234U+, �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , 〈����U+〉∗��}, 

          〈���〉∗�� , ���, ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 
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          ∧ %-©(��, 0� U+) ∧ %-©(��, %-U+) 
            ¥¦¦§  �� Á�7��6� �� �����6�� (%-}+{,�'&8�9, ⌊%&''�V, �.(��/,  

          0�&\(  
]^_`
ab]`, ���� , 〈%-U+(����, -234U+, �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ ,  

          %-©(��, 0� U+) , ���'ℎ%-©(��, %-U+), 〈���〉∗�� , ���, 

          ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 

P34.     ®¿ Á�7��6� ®¿ �����6�� ({〈���〉∗��, ���}〈��234}+〉∗23 , {⌊(,�'&�V, 

          �.(��/, ��}+, 〈%-}+(%&''�V, -234}+, �&�&)〉∗��⌋X¼À}+ , 〈����}+〉∗��, 

          ,�'&�V , 〈-234}+〉∗��}〈���234}+〉∗23 , {0��6���}〈X�234}+〉∗23)  

          ∧  %-©(��, 0� }+)  ∧  %-©(®¿, %-}+)  ∧ ®¿ Á�7��6�' ®¿   ��   ¥¦§ �� 

          ∧ ®¿ Á�7��6�' ®¿   ���   ¥¦¦§ �� ∧  ®¿ Á�7��6�' ®¿    X�  ¥¦¦§ ��       

            ¥¦¦§  ®¿ Á�7��6� ®¿ �����6�� ({〈���〉∗��, ��� ,®¿ 〈��〉∗23  ¥¦¦¦¦¦§ �� 

           }〈��234}+〉∗23 , {⌊(,�'&�V, �.(��/, ��}+, 〈%-}+(%&''�V, -234}+, �&�&) 

           〉∗��⌋X¼À}+ , %-©(��, %-}+) , ���'ℎ %-©(��, %-}+), ,�'&�V, 

          ®¿    �    ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 , 

       Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

 

In the next two sections we write the derivations for the MU and the FN 

to conclude that the six authentication goals (G1,…G6) for both MU and FN 

are met. 
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5.2.4.5 Derivation for Mobile User 

Here, we derive the beliefs that the mobile user obtains by above assumptions, 

and check which authentication goals are derived. 

 i. ®¿ Á�7��6� ®¿ �����6�� ({〈���〉∗��, ��� ,®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��}〈��234}+〉∗23 , 

{,�'&�V,®¿    �    ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 , 

      Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Modus Ponens using P34, P32, Belief and Receiving Axioms. 

ii. ®¿ Á�7��6�' �� 0&��({〈���〉∗��, ��� ,®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��}〈��234}+〉∗23 , 

{,�'&�V,®¿    �    ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 , 

      Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Source Association, i, P13, P18, P23, P28 and Belief Axioms. 

iii. ®¿ Á�7��6�' �� 0&/' ({〈���〉∗��, ��� ,®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��}〈�¤234}+〉∗23 , 

{,�'&�V,®¿    �    ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 , 

      Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Freshness, Nonce-Verification, ii, P5,  P7, and, and Belief Axioms ( 

where ~-����� = ℎ(%&''+$, ���� , ���, ���). 

iv. ®¿ Á�7��6�' %-©(��, %-}+) ∧ ®¿    ��   ¥¦¦§ �� ∧ ®¿    ���  ¥¦¦§ �� ∧ 

      ®¿    �   ¥¦§ �� ∧  ®¿    X�   ¥¦¦§ �� 
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by Saying, Jurisdiction, iii, P1, P9, P14, P19, P24, and Belief Axioms ( 

where  ~-′����� = ℎ(~-����� , ��� , ���), and  

 0-����� = ℎ(-����� , ,�'&�V, %&''�V, ���). 

v. ®¿ Á�7��6�' ���'ℎ  (%-©(��, %-}+) ∧ 〈~-�����〉∗�� ∧ 

                                              〈~-������〉∗��  ∧ 〈-�����〉∗�� ∧ 〈0-�����〉∗��) 

by Saying, Jurisdiction, iii, P2, P10, P15, P20, P25, and Belief Axioms. 

vi. ®¿ Á�7��6�' �� ℎ&' (〈~-�����〉∗�� ∧ 〈~-������〉∗��  ∧                                                            

〈-�����〉∗�� ∧ 〈0-�����〉∗��) 

by Source Association, iii, iv and Belief Axioms. 

vii. ®¿ Á�7��6�' ®¿ ℎ&' ~-����� ∧ ~-������  ∧  -����� ∧ 0-�����) 

by i, Receiving, Possession Axioms. 

The authentication goals for MU can be derived from the above 

analysis. For MU, both G1 and G2 are derived in (iii), G3 in (iv), G4 in (v), G5 

in (vi) and G6 in (iii) and (iv). The analysis shows that MU trusts the 

authentication from the FN. Similar to this, we do the derivation for the FN.  

5.2.4.6 Derivation for Foreign Network 

Here, we derive the beliefs that the foreign network can obtain in the proposed 

protocol. Then, we analyse which authentication goals can be achieved. 

i. �� Á�7��6� �� �����6�� (%-}+{⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

 ����⌋〈X¼ÀU+〉∗}+ , %-1(��, 0� U+), ���'ℎ%-Ä(��, %-U+), 〈���〉∗�� , 

                ��� , ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 

by Modus Ponens using P33, P31, Belief and Receiving Axioms. 
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ii. �� Á�7��6�' ®¿ 0&��(%-}+{⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

����⌋〈X¼ÀU+〉∗}+ , %-1(��, 0� U+), ���'ℎ%-Ä(��, %-U+), 〈���〉∗�� , 

                ��� , ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 

by Source Association, i, P4, and Belief Axioms. 

iii. �� Á�7��6�' ®¿ 0&/' (%-}+{⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

 ����⌋〈X¼ÀU+〉∗}+ , %-1(��, 0� U+), ���'ℎ%-Ä(��, %-U+), 〈���〉∗�� , 

                ��� , ⌊%-U+, 023, ��U+||��}+|| ���||���⌋〈�*X.X¼À23〉∗}+}) 

by Freshness, Nonce-Verification, ii, P6, P8, and, and Belief Axioms. 

iv. �� Á�7��6�' ®¿ 0&/' ({0��6���}X�}+423) 

by Source Association, P34, and Belief Axioms (where  0-����� = 

             ℎ(-����� , ,�'&�V, %&''�V, ���)).  

v. FN Á�7��6�' %-©(��, %-}+)  ∧  ��
   -   ¥§ ®¿ ∧ ��

   0-   ¥¦§ ®¿ 

by Saying, Jurisdiction, iii, iv, P4, P22, P27, and Belief Axioms. 

vi. �� Á�7��6�' ���'ℎ (%-©(��, %-}+) ∧ -�����  ∧ 0-�����)  

by Saying, Jurisdiction, iii, iv, P3, P21, P26, and Belief Axioms. 

vii. �� Á�7��6�' ®¿ ℎ&' %-©(��, %-}+) ∧  -����� ∧ 0-����� 

by Source Association, iii, iv, and Belief Axioms. 

Similar to the derivation for MU, we can derive the conclusion that the 

authentication for FN meets its goals with the above analysis. For FN, G1 is 

derived in (iii), G2 in (iv), G3 in (v), G4 in (vi), G5 in (vii) and G6 in (iv) and 

(v). The analysis shows that FN trusts the authentication from the MU and the 

HN. 
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5.2.5 Analysing Visa Acquisition Protocol-II 

The following analysis validates that the Visa acquisition protocol-II meets the 

SVO’s six required goals for authentication stated in section 5.2.4. Before 

analysing the protocol, the initial state assumptions are made in the following 

section. 

5.2.5.1 Initial State Assumptions  

The assumptions of initial beliefs of the engaging parties are illustrated below 

in order to examine our protocol logic. 

P1.  FN believes CA controls %-©(HN,%-U+) 

P2.  FN believes CA controls fresh %-©(HN,%-U+) 

P3. HN believes CA controls %-©(FN,%-}+) 

P4. HN believes CA controls fresh %-©(FN,%-}+) 

P5.  HN believes fresh %-©(HN,%-U+) 

P6.  FN believes fresh %-©(FN,%-}+) 

P7.  HN believes %-©(HN,%-U+) 

P8. FN believes %-©(FN,%-}+) 

P9.  MU believe fresh (���)   

P10. FN believes fresh (���) 

P11.  MU believe fresh (���) 

P12.  MU believe fresh (�′��) 

P13.  FN believes fresh (���) 
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P14. MU believes FN controls(®¿   ��   ¥¦§ ��) 

P15. MU believes FN controls fresh (~-) 

P16.  FN believes fresh ��  ��   ¥¦§ ®¿ 

P17. MU believes ®¿    ��   ¥¦¦§ �� 

P18.  FN believes ��    ��     ¥¦¦§ ®¿ 

P19. MU believes FN controls (®¿   ��′  ¥¦§ ��) 

P20. MU believes FN controls fresh (~-′) 

P21.  FN believes fresh ��  ���   ¥¦§ ®¿ 

P22. MU believes ®¿   ��� ¥¦§ �� 

P23.  FN believes ��  ���   ¥¦§ ®¿ 

P24. MU believes HN controls (®¿    �   ¥¦§ ��) 

P25. MU believes FN controls (®¿    �   ¥¦§ ��) 

P26. MU believes FN controls fresh (-) 

P27. HN believes fresh ��     �     ¥¦¦§ ®¿ 

P28. FN believes fresh ��     �     ¥¦¦§ ®¿ 

P29. MU believe ®¿     �     ¥¦¦§ �� 

P30. HN believe ��    �    ¥¦§ ®¿ 

P31. MU believes ®¿    �     ¥¦¦§ �� 

P32. FN believes ��     �      ¥¦¦§ ®¿ 
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P33. HN believes MU controls (��   X� ¥¦§ ®¿) 

P34. HN believes MU controls fresh (0-) 

P35.  MU believes fresh ®¿  X�   ¥¦§ �� 

P37.     MU believes ®¿     X�     ¥¦¦¦§ �� 

P36.     HN believes ��  X�   ¥¦§ ®¿ 

P38. MU believes FN controls (®¿   X� ¥¦§ ��) 

P39. MU believes FN controls fresh (0-) 

P40.  FN believes fresh ��  X�   ¥¦§ ®¿ 

P41.  FN believes ��   X�    ¥¦¦§ ®¿ 

P42. MU believes ®¿     X�   ¥¦¦§ �� 

P1 and P2 denote the FN believes that the home network (HN) public 

key is fresh and generated by CA. P3 and P4 denote the HN believes that the 

FN public key is fresh and generated by CA. P5 and P6 denote that each 

principal believes in the freshness of its own public key. P7 and P8 denote that 

each principal knows its own public key. P9 to P13 denote each principal is 

assumed to believe that its own timestamp and nonce are fresh, respectively. 

P14 and P15 denote the MU believes that the FN generated a fresh initial key 

~-, which is shared with the MU. P16 denote that the FN believes in the 

freshness of the ~-. P17 and P18 denote MU and FN believe that the ~- is 

shared key between them, which they used only once. P19 and 20 denote the 

MU believes that the FN generated a fresh second initial key ~-′.  
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P21 denote that the FN believes in the freshness of the ~-′. P22 and P23 

denote MU and FN believe that the ~-′ is shared key between them, which they 

used only once. P24 denote the MU believes that the HN generated the shared 

key. P25 and P26 denote the MU believes that the FN generated a fresh shared 

key. P27 and P28 denote that each principal believe in the freshness of the 

shared key with the MU. P29 to P32 denote that each principal believe in the 

key which is shared with the counterpart. P33 and P34 denote the HN believes 

that the MU generated a fresh session key 0-, which is shared with the HN. 

P35 denotes that the HN believes in the freshness of the 0-. P36 and P37 

denote each principal believe that the 0- is a shared key between them, which 

they used for the current session only. P38 and P39 denote the MU believes 

that the FN generated a fresh 0-, which is shared with the MU. P40 denotes 

that the FN believes in the freshness of the 0-. P41 and P42 denote each 

principal believe that the 0- is a shared key between them, which they used for 

the current session only. The received message assumptions are written in the 

following section. 

5.2.5.2 Received Message Assumptions  

In this step, we write assumptions about messages each party receives. From 

the four messages of the Visa acquisition protocol-II, we can obtain the 

following received message assumptions: 

P43. �� �����6�� (,�'&8�9, {⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , %-U+(����, 

         -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, {���� , ���}X�234U+ , ���, �′��) 
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P44. �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , %-U+(����, -234U+ , 

        �&�&)⌋X¼ÀU+ , ����U+}, {���� , ���}X�234U+ , ����}+, ⌊����, ���⌋X¼À}+) 

P45. �� �����6��({⌊%&''�V, �.(��/, 0�&\(′  
]^_`
ab]` , ���� , %-U+(����, -234U+ , 

        �&�&)⌋X¼ÀU+ , ����U+}, %-}+(⌊%&''+$,  6&7��  
��
 ��, ���⌋X¼ÀU+), 

       {���� ,  6&7��  
��
 �� , ���}X�234U+) 

P46.®¿ �����6�� ({⌊%&''�V, �.(��/, 0�&\(′  
]^_`
ab]` , ���� , %-U+(����, -234U+ , 

         �&�&)⌋X¼ÀU+ , ����U+},{���� , 6&7��  
��
 �� , ���}X�234U+ , {���}��234}+ , 

      {⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, -234}+, �&�&) )⌋X¼À}+ , ����}+, 

         ,�'&�V , -234}+}���234}+ ,  {0��6���}X�234}+) 

P43 to P46 are derived from message 1 to message 4 in the Visa 

acquisition protocol-II. After receiving the messages, the comprehensions of 

the messages are expressed in the following subsection. 

5.2.5.3 Comprehension Assumptions  

In this step, we express that a principal comprehends of a received message. 

P47. �� Á�7��6�' �� �����6�� (,�'&8�9, {⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

          ���� , 〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , 〈����U+〉∗��}, 

          〈{���� , ���}X�234U+〉∗�� , ���,〈�′��〉∗��) 

P48. �� Á�7��6�' �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , 

          %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+},{���� , 〈���〉∗��}X�234U+ , 

          〈����}+〉∗�� , ⌊〈�′��〉∗�� , ���⌋〈X¼À}+〉∗U+) 

P49. �� Á�7��6� �� �����6��({⌊%&''�V, �.(��/, 0�&\(′  
]^_`
ab]`, ���� ,  
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         〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , ����U+}, %-}+(⌊%&''+$, 

         6&7��  
��
 ��, 〈���〉∗��⌋〈X¼ÀU+〉∗}+ , 〈{���� ,  6&7��  

��
 �� , ���}X�234U+〉∗��) 

P50.  ®¿ Á�7��6� ®¿ �����6�� ({⌊%&''�V, �.(��/, 0�&\(�  
]^_`
ab]` , ���� ,  

          〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗23 , ����U+},{���� , 6&7��  
��
 ��,  

          ���}X�234U+ , {〈���〉∗��}〈��234}+〉∗23 , {⌊(,�'&�V, �.(��/, ��}+, 

  〈%-}+(%&''�V, -234}+, �&�&)〉∗��)⌋〈X¼À}+〉∗23 , 〈����}+〉∗��, 

          ,�'&�V , 〈:�����〉∗��}〈���234}+〉∗23 ,  {0��6���}〈X�234}+〉∗23) 

The comprehensions from P47 to P50 are interpreted in the following 

subsection.  

5.2.5.4 Interpretation Assumptions  

In this step, we write assumptions about how each party interprets received 

messages. 

P51. �� Á�7��6�' �� �����6�� (,�'&8�9, {⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

          ���� , 〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , 〈����U+〉∗��}, 

          〈{���� , ���}X�234U+〉∗�� , ���,〈�′��〉∗��) 

          ∧ %-©(��, 0� U+) ∧%-©(��, %-U+) 

             ¥¦¦§  �� Á�7��6�' �� �����6�� (,�'&8�9, {⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, 

               ���� , 〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , %-©(��, %-U+), 

               ���'ℎ %-©(��, %-U+)},〈{���� , ���}X�234U+〉∗�� , ���,〈�′��〉∗��) 

P52. �� Á�7��6�' �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , 

           %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, {���� , 〈���〉∗��}X�234U+ , 



 

189 
 

           〈����}+〉∗�� , ⌊〈����〉∗�� , ���⌋〈X¼À}+〉∗U+)  

           ∧ %-©(��, %-U+) ∧ �� Á�7��6�' ��  X�   ¥¦§ ®¿                               
            ¥¦¦§ �� Á�7��6�' �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  

]^_`
ab]`, ���� , 

           %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+},Â���� , 〈���〉∗�� ,

           �� 〈X�〉∗U+  ¥¦¦¦¦¦§ ®¿Ã
X�234U+

, %-©(��, %-}+), ���'ℎ %-©(��, %-}+) ,           

           ⌊〈����〉∗�� , ���⌋〈X¼À}+〉∗U+)  

P53. �� Á�7��6� �� �����6��({⌊%&''�V, �.(��/, 0�&\(′  
]^_`
ab]`, ���� ,  

         〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , ����U+}, %-}+(⌊%&''+$, 

         6&7��  
��
 ��, 〈���〉∗��⌋〈X¼ÀU+〉∗}+ , 〈{���� ,  6&7��  

��
 �� , ���}X�234U+〉∗��) 

         ∧ %-©(��, 0� U+) ∧%-©(��, %-U+) 
            ¥¦¦§ �� Á�7��6� �� �����6��({⌊%&''�V, �.(��/, 0�&\(′  

]^_`
ab]` , ���� ,  

         〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗}+ , ����U+}, %-}+(⌊%&''+$, 

         6&7��  
��
 ��, 〈���〉∗��⌋〈X¼ÀU+〉∗}+ , 〈{���� ,  6&7��  

��
 �� , ���}X�234U+〉∗��) 

P54. ®¿ Á�7��6� ®¿ �����6�� ({⌊%&''�V, �.(��/, 0�&\(�  
]^_`
ab]` , ���� ,  

          〈%-U+(����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗23 , ����U+},{���� , 6&7��  
��
 ��,  

          ���}X�234U+ , {〈���〉∗��}〈��234}+〉∗23 , {⌊(,�'&�V, �.(��/, ��}+, 

  〈%-}+(%&''�V, -234}+, �&�&)〉∗��)⌋〈X¼À}+〉∗23 , 〈����}+〉∗��, 

   ,�'&�V , 〈:�����〉∗��}〈���234}+〉∗23 ,  {0��6���}〈X�234}+〉∗23) 

         ∧ ®¿ Á�7��6�' ®¿  X�   ¥¦§ �� ∧ ®¿ Á�7��6�' ®¿   ��   ¥¦§ ��  

          ∧ ®¿ Á�7��6�' ®¿    X�  ¥¦¦§ ��  
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            ¥¦¦§  ®¿ Á�7��6� ®¿ �����6�� ({⌊%&''�V, �.(��/, 0�&\(�  
]^_`
ab]` , ���� , 〈%-U+( 

          ����, -234U+ , �&�&)〉∗��⌋〈X¼ÀU+〉∗23 , ����U+},{���� , 6&7��  
��
 ��, ��� , 

          ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}X�234U+ , Â〈���〉∗��, ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

,  

          {⌊(,�'&�V, �.(��/, ��}+, 〈%-}+(%&''�V, -234}+, �&�&)〉∗��)⌋〈X¼À}+〉∗23 , 

           %-ª(��, %-}+), ���'ℎ %-ª(��, %-}+), ,�'&�V ,®¿    �   ¥¦§ ��, 

           ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 ,  

          {0��6��� , ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}〈X�234}+〉∗23) 

In the next three sections we write the derivations for the MU, FN and 

the HN based on the aforementioned assumptions to conclude that the six 

authentication goals (G1,…G6) are met. 

5.2.5.5 Derivation for Mobile User 

Here, we derive the beliefs each principal can obtain in proposed protocol by 

above assumptions. Then, we analyse which authentication goal can be 

achieved. 

i. ®¿ Á�7��6� ®¿ �����6�� ({����, 6&7��  
��
 ��, ��� ,®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}X�234U+ , 

            Â〈���〉∗��, ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

, ,�'&�V , 

    ®¿    �   ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 ,  

     {0��6��� , ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}〈X�234}+〉∗23) 

by Modus Ponens using P54, P50, Belief and Receiving Axioms. 
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ii. ®¿ Á�7��6�' �� 0&�� ({���� , 6&7��  
��
 �� , ��� ,®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}X�234U+) 

by Source Association, i, P29, P36, and Belief Axioms. 

iii. ®¿ Á�7��6�' �� 0&/' ({���� , 6&7��  
��
 �� , ��� ,®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}X�234U+) 

by Freshness, Nonce-Verification, ii, P12, and Belief Axioms (where

 0-����� = ℎ(-����� , ���� , ���� , �′��)).     

iv. ®¿ Á�7��6�' �� 0&��(Â〈���〉∗��, ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

,  

    {,�'&�V ,®¿    �   ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 ,  

     {0��6��� , ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}〈X�234}+〉∗23) 

by Source Association, i, P17, P22, P31, P42 and Belief Axioms. 

v. ®¿ Á�7��6�' �� 0&/' (Â〈���〉∗��, ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

, 

    {,�'&�V ,®¿    �   ¥¦§ ��, ���'ℎ ®¿  �   ¥§ ��, ®¿ 〈���〉∗23  ¥¦¦¦¦¦§ ��}〈���234}+〉∗23 ,  

     {0��6��� , ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��}〈X�234}+〉∗23) 

by Freshness, Nonce-Verification, iv, P9,  P11, and, and Belief Axioms 

( where ~-����� = ℎ(%&''+$, ���� , ��� , ���)).  

vi. ®¿ Á�7��6�'  ®¿    �   ¥¦§ �� ∧ ®¿    X�   ¥¦¦§ �� ∧ ®¿    ��   ¥¦¦§ �� ∧  

                            ®¿    ���  ¥¦¦§ �� ∧ ®¿    �   ¥¦§ �� ∧ ®¿    X�   ¥¦¦§ �� 

by Saying, Jurisdiction, iii, v, P14, P19, P24, P25, P36, P38, and Belief 

Axioms ( where    ~-′����� = ℎ(~-����� , ��� , ���), and  

                   0-����� = ℎ(-����� , ,�'&�V, %&''�V, ���). 
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vii. ®¿ Á�7��6�' ���'ℎ  (-����� ∧ 0-����� ∧ 〈~-�����〉∗�� ∧ 

                                          〈~-������〉∗��  ∧ 〈-�����〉∗�� ∧ 〈0-�����〉∗��) 

by Saying, Jurisdiction, iii, v, P15, P20, P26, P35, P39, and Belief 

Axioms. 

viii. ®¿ Á�7��6�' �� ℎ&' (-����� ∧ 0-�����) 

by Source Association, iii, vi and Belief Axioms.  

ix. ®¿ Á�7��6�' �� ℎ&' (〈~-�����〉∗�� ∧ 〈~-������〉∗��  ∧       

                                            〈-�����〉∗�� ∧ 〈0-�����〉∗��) 

by Source Association, iii, vi and Belief Axioms. 

x. ®¿ Á�7��6�' ®¿ ℎ&' -����� ∧ 0-�����  ∧  ~-����� ∧ ~-������  ∧  

         -����� ∧ 0-�����) 

by i, Receiving, Possession Axioms. 

 

The authentication goals for MU can be derived from the above 

analysis. Both, G1 and G2 with regards to HN are derived in (iii), and with 

regards to FN are derived in (v). G3 in (vi), and G4 in (vii). For HN, G5 in 

(viii) and G6 in (iii) and (vi). For FN, G5 in (ix) and G6 in (v) and (vi). Similar 

to this, we conduct the derivation for FN.  

5.2.5.6 Derivation for Foreign Network 

Here, we derive the beliefs each principal can obtain in proposed protocol. 

Then, we analyse which authentication goal can be achieved. 

i. �� Á�7��6� �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ����⌋〈X¼ÀU+〉∗}+ , 
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              %-©(��, %-U+), ���'ℎ %-©(��, %-U+)}, ���, 

              %-}+(⌊%&''+$,  6&7��  
��
 ��, 〈���〉∗��⌋〈X¼ÀU+〉∗}+ ,  

              Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Modus Ponens using P47, P49, P51, P53 Belief and Receiving 

Axioms. 

ii. �� Á�7��6�' �� 0&�� (%-}+(⌊%&''+$,  6&7��  
��
 ��, 〈���〉∗�� , ���⌋〈X¼ÀU+〉∗}+)  

by Source Association, i, P1, P8, and Belief Axioms. 

iii.�� Á�7��6�' �� 0&/' (%-}+(⌊%&''+$, 6&7��  
��
 ��, 〈���〉∗�� , ���⌋〈X¼ÀU+〉∗}+) 

by Freshness, Nonce-Verification, ii, P10, and Belief Axioms.  

iv. �� Á�7��6�' ®¿ 0&�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ����⌋〈X¼ÀU+〉∗}+ , 

                                                 %-©(��, %-U+), ���'ℎ %-©(��, %-U+)}, ���, 

                               Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Source Association, i, P8, P32, P41, and Belief Axioms. 

v. �� Á�7��6�' ®¿ 0&/' ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ����⌋〈X¼ÀU+〉∗}+ , 

                                                 %-©(��, %-U+), ���'ℎ %-©(��, %-U+)}, ���, 

                               Â0��6���, ®¿ 〈X�〉∗23  ¥¦¦¦¦¦§ ��Ã
〈X�234}+〉∗23

)  

by Freshness, Nonce-Verification, iv, P10, P13, and Belief Axioms. For 

the MU to be able to generate the session key with the FN, the MU 

required to get the master key -����� first which encrypted with the 

second initial key ~-′(where  ~-′����� = ℎ(~-����� , ��� , ���), and  
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0-����� = ℎ(-����� , ,�'&�V, %&''�V, ���)). 

vi. �� Á�7��6�'  %-©(��, %-U+) ∧  %-©(��, %-}+) ∧ ®¿    ��   ¥¦¦§ �� ∧ 

                               ®¿    ���  ¥¦¦§ ��  ∧ ®¿    �   ¥¦§ �� ∧ ®¿    X�   ¥¦¦§ �� 

by Saying, Jurisdiction, iii, v, P1, P8, P18, P23, P32, P41, and Belief 

Axioms. 

vii. �� Á�7��6�' ���'ℎ  ( %-©(��, %-U+) ∧  %-©(��, %-}+)  ∧ ~-����� ∧  

                                                ~-������  ∧ -����� ∧ 0-�����) 

by Saying, Jurisdiction, iii, v, P2, P6, P16, P21, P28, P40, and Belief 

Axioms.  

viii. �� Á�7��6�' ®¿ ℎ&' (~-����� ∧  ~-������  ∧ -����� ∧ 0-�����)                              

by Source Association, iii, vi and Belief Axioms. 

ix. �� Á�7��6�' �� ℎ&' ( %-©(��, %-}+) ∧ %-©(��, %-U+)) 

by Source Association, iii, vi and Belief Axioms. 

x. �� Á�7��6�' �� ℎ&'  %-©(��, %-}+)) ∧ %-©(��, %-U+) ∧ 

                                              ~-����� ∧ ~-������  ∧ -����� ∧ 0-�����) 

by i, Receiving, Possession Axioms. 

Similar to the derivation for MU, we can derive the conclusion that the 

authentication for FN meets its goals with the above analysis. Both, G1 and G2 

with regards to HN are derived in (iii), and with regards to MU are derived in 

(v). G3 in (vi), and G4 in (vii). For MU, G5 in (viii) and G6 in (v) and (vi). For 

HN, G5 in (ix) and G6 in (iii) and (vi). Similar to this, we conduct the 

derivation for HN. 
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5.2.5.7 Derivation for Home Network 

Here, we derive the beliefs each principal can obtain in the proposed protocol. 

Then, we analyse which authentication goal can be achieved. 

i. �� Á�7��6�' �� �����6�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , 

                %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, 

                Â���� , 〈���〉∗�� , �� 〈X�〉∗U+  ¥¦¦¦¦¦§ ®¿Ã
X�234U+

, 

  %-©(��, %-}+), ���'ℎ %-©(��, %-}+), ⌊〈����〉∗�� , ���⌋〈X¼À}+〉∗U+)  

by Modus Ponens using P52, P48, Belief and Receiving Axioms.  

ii. �� Á�7��6�' �� 0&�� (%-©(��, %-}+), ���'ℎ %-©(��, %-}+),                 

                                                 ⌊〈����〉∗�� , ���⌋〈X¼À}+〉∗U+) 

by Source Association, i, P3, and Belief Axioms. 

iii. �� Á�7��6�' ��  0&/' (%-©(��, %-}+), ���'ℎ %-©(��, %-}+),                 

                                                    ⌊〈����〉∗�� , ���⌋〈X¼À}+〉∗U+) 

by Saying, ii, and Belief Axioms.  

iv. �� Á�7��6�' ®¿ 0&�� ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , 

                                       %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, 

         Â���� , 〈���〉∗�� , �� 〈X�〉∗U+  ¥¦¦¦¦¦§ ®¿Ã
X�234U+

) 

by Source Association, i, P7, P30, P37, and Belief Axioms. 

v. �� Á�7��6�' ®¿ 0&/' ({⌊%&''�V, �.(��/, 0�&\(  
]^_`
ab]`, ���� , 

                                       %-U+(����, -234U+ , �&�&)⌋X¼ÀU+ , ����U+}, 
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         Â���� , 〈���〉∗�� , �� 〈X�〉∗U+  ¥¦¦¦¦¦§ ®¿Ã
X�234U+

) 

by Freshness, Nonce-Verification, iv, P5, P35, and Belief Axioms. 

vi. �� Á�7��6�' %-©(��, %-}+) ∧ %-©(��, %-U+) ∧ ®¿  � ¥§ �� ∧®¿  X� ¥§ �� 

by Saying, Jurisdiction, iii, v, P3, P7, P30, P33, and Belief Axioms 

(where 0-����� = ℎ(-����� , ���� , ���� , �′��)).  

vii.�� Á�7��6�' ���'ℎ  %-©(��, %-}+) ∧ %-©(��, %-U+) ∧ ®¿  � ¥§ �� ∧

                                                ®¿  X� ¥§ �� 

by Saying, Jurisdiction, iii, v, P4, P6, P27, P34, and Belief Axioms.  

viii. �� Á�7��6�' ®¿ ℎ&' (-����� ∧ 0-�����)                              

by Source Association, iii, vi and Belief Axioms.  

ix. �� Á�7��6�' �� ℎ&' ( %-©(��, %-}+) ∧  %-©(��, %-U+)) 

by Source Association, iii, vi and Belief Axioms.  

x. �� Á�7��6�' �� ℎ&' %-©(��, %-U+) ∧ %-©(��, %-}+)) ∧ 

                      -����� ∧ 0-�����) 

by i, Receiving, Possession Axioms. 

 

We can derive the conclusion that the authentication for HN meets its 

goals with the above analysis. Both, G1 and G2 with regards to FN are derived 

in (iii), and with regards to MU are derived in (v). G3 in (vi), and G4 in (vii). 

For MU, G5 in (viii) and G6 in (v) and (vi). For HN, G5 in (ix) and G6 in (iii) 

and (vi). 
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5.2.6 Analysing Mobile Service Provision Protocol 

The following analysis validates that the mobile service provision protocol 

meets the SVO’s six required goals for authentication. We start the analysis 

through the initial assumptions in the following section.  

5.2.6.1 Initial State Assumptions  

Here, we present initial state assumptions of the mobile service provision 

protocol using SVO logic.  

P1.  FN believes fresh%-©(FN,%-}+) 

P2.  FN believes %-©(FN,%-}+) 

P3. MU believes ®¿    �     ¥¦¦§ �� 

P4. FN believes ��       �      ¥¦¦¦§ ®¿        

P5.  MU believe fresh (���) 

P6.  MU believe fresh (�′��) 

P7.  FN believes fresh (���)   

P8. FN believes MU controls (��  X�   ¥¦§ ®¿) 

P9. FN believes MU controls fresh (0-) 

P10.  MU believes fresh ®¿  X�   ¥¦§ ��  

P11. MU believes ®¿    X�   ¥¦¦§ ��  

P12.  FN believes ��    X�     ¥¦¦¦§ ®¿ 

P13. MU believes FN controls (®¿  ��   ¥¦§ ��) 
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P14. MU believes FN controls fresh (�-)  

P15. MU believes ®¿   �� ¥¦§ ��  

P16.  FN believes ��  ��   ¥¦§ ®¿ 

P17. MU believes FN controls (®¿   X��   ¥¦¦§ ��) 

P18. MU believes FN controls fresh (0-′)  

P19.  FN believes fresh ��  X��   ¥¦¦§ ®¿   

P20.  FN believes ��   X��      ¥¦¦¦§ ®¿         

P21. MU believes ®¿     X��  ¥¦¦§ �� 

P1 denote that the FN believes in the freshness of its own public key. 

P2 denote that the FN knows its own public key. P3 and P4 denote that each 

principal believes in the key which is shared with its counterpart. P5 to P7 

denote each principal is assumed to believe that its own nonces are fresh. P8 

and P9 denote the FN believes that the MU generated a fresh session key 0-, 

which is shared with the MU. P10 denotes that the MU believes in the 

freshness of the 0-. P11 and P12 denote MU and FN believe that the 0- is a 

shared key between them, which they used only once. P13 and P14 denote the 

MU believes that the FN generated a fresh temporary key �-, which is shared 

with the MU. P15 and P16 denote MU and FN believe that the �- is shared 

key between them, which they are used for one time only. P17 and P18 denote 

the MU believes that the FN generated a fresh second session key 0-′, which is 

shared with the MU. P19 denotes that the FN believes in the freshness of the 
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0-′. P20 and P21 denote MU and FN believe that the 0-′ is a shared key 

between them, which they used for the current session only. The received 

message assumptions are written in the following section.  

5.2.6.2 Received Message Assumptions  

From the two messages of the mobile service provision protocol we can obtain 

the following received message assumptions: 

P22. �� �����6�� (0��8�9,{⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, -234}+, 

         �&�&) )⌋X¼À}+ , ����}+},���,  {�′��} X�234}+) 

P23. ®¿ �����6�� ({���} ��234}+ , {0��6���}X��234}+) 

P22 and P23 are derived from message 1 to message 2 in the mobile 

service provision protocol. After receiving the messages, the comprehensions 

of the messages are expressed in the following section.  

5.2.6.3 Comprehension Assumptions  

From the two messages of the mobile service provision protocol we can obtain 

the following comprehension assumptions: 

P24. �� �����6�� (0��8�9, {⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, -234}+, 

         �&�&) )⌋X¼À}+ , ����}+},〈���〉∗�� ,  {〈�′��〉∗��} 〈X�234}+〉∗}+) 

P25.  ®¿ �����6�� ({〈���〉∗��} 〈��234}+〉∗23
, {0��6���}〈X��234}+〉∗23) 

The comprehensions from P24 and P25 are interpreted in the following 

section.  
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5.2.6.4 Interpretation Assumptions  

From the two messages of the mobile service provision protocol we can obtain 

the following interpretation assumptions: 

P26. �� �����6�� (0��8�9, {⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, -234}+, 

         �&�&) )⌋X¼À}+ , ����}+},〈���〉∗�� ,  {〈�′��〉∗��} 〈X�234}+〉∗}+) 

          ∧  %-©(��, 0� }+)  ∧  %-©(®¿, %-}+) ∧  ®¿ Á�7��6�' ®¿    X�  ¥¦¦§ ��     

            ¥¦¦§ �� �����6�� (0��8�9, {⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, 

          -234}+, �&�&))⌋X¼À}+ , ����}+},〈���〉∗�� , 

          {〈�′��〉∗�� , ®¿ 〈X�〉∗}+  ¥¦¦¦¦§ ��} 〈X�234}+〉∗}+) 

P27. ®¿ �����6�� ({〈���〉∗��} 〈��234}+〉∗23
, {0��6���}〈X��234}+〉∗23) 

           ∧ ®¿ Á�7��6�' ®¿   ��  ¥¦§ �� ∧  ®¿ Á�7��6�' ®¿    X��   ¥¦¦§ ��       

            ¥¦¦§  ®¿ �����6�� (Â〈���〉∗�� , ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

 

  , {0��6��� , ®¿ 〈X��〉∗23  ¥¦¦¦¦¦§ ��}〈X��234}+〉∗23) 
 

In the next two sections we write the derivations for the MU and the FN 

to conclude that the six authentication goals (G1,…G6) for both MU and FN 

are met. 

5.2.6.5 Derivation for Mobile User 

Here, we derive the beliefs each principal can obtain in the proposed protocol. 

Then, we analyse which authentication goal can be achieved. 
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i. ®¿ Á�7��6� ®¿ �����6�� (Â〈���〉∗�� , ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

, 

                                                          {0��6��� , ®¿ 〈X��〉∗23  ¥¦¦¦¦¦§ ��}〈X��234}+〉∗23) 

by Modus Ponens using P27, P25, Belief and Receiving Axioms. 

ii. ®¿ Á�7��6�' �� 0&��(Â〈���〉∗�� , ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

 , 

                                                          {0��6��� , ®¿ 〈X��〉∗23  ¥¦¦¦¦¦§ ��}〈X��234}+〉∗23) 

by Source Association, i, P3, P11, P15, P21 and Belief Axioms. 

iii. ®¿ Á�7��6�' �� 0&/' (Â〈���〉∗�� , ®¿ 〈��〉∗23  ¥¦¦¦¦¦§ ��Ã
〈��234}+〉∗23

, 

                                                          {0��6��� , ®¿ 〈X��〉∗23  ¥¦¦¦¦¦§ ��}〈X��234}+〉∗23) 

by Freshness, Nonce-Verification, ii, P5, P6, and, and Belief Axioms. 

iv. ®¿ Á�7��6�' ®¿    X�   ¥¦¦§ �� ∧ ®¿   ��¥¦§ �� ∧ ®¿    X��   ¥¦¦§ �� 

by Saying, Jurisdiction, iii, P11, P13, P17, and Belief Axioms ( where  

0-����� = ℎ(-����� , ,�'&�V, %&''�V, ���),  

 �-234}+ = ℎ(0-����� , -234}+, �′��) , and 

 0-′234}+ = ℎ(�-234}+, 0-����� , ���). 

v. ®¿ Á�7��6�' ���'ℎ ®¿  X�   ¥¦§ �� ∧  ®¿ ��¥§ �� ∧  ®¿ X��   ¥¦§ �� 

by Saying, Jurisdiction, iii, P9, P14, P18, and Belief Axioms. 

vi. ®¿ Á�7��6�' �� ℎ&' (0-�����  ∧ 〈�-�����〉∗�� ∧ 〈0-′�����〉∗��)                     

by Source Association, iii, iv and Belief Axioms. 

vii. ®¿ Á�7��6�' ®¿ ℎ&'  0-�����  ∧ �-����� ∧ 0-′�����) 

by i, Receiving, Possession Axioms. 
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The authentication goals for MU can be derived from the above 

analysis. For MU, both G1 and G2 are derived in (iii), G3 in (iv), G4 in (v), G5 

in (vi) and G6 in (iii) and (iv). The analysis shows that MU trusts the 

authentication from the FN. Similar to this, we do the derivation for the FN.  

5.2.6.6 Derivation for Foreign Network 

Here we derive the beliefs each principal can obtain in the proposed protocol. 

Then we analyse which authentication goal can be achieved. 

i. �� Á�7��6� �� �����6�� ({⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, 

              -234}+, �&�&))⌋X¼À}+ , ����}+},〈���〉∗�� , 

              {〈�′��〉∗�� , ®¿ 〈X�〉∗}+  ¥¦¦¦¦§ ��} 〈X�234}+〉∗}+) 

by Modus Ponens using P26, P24, Belief and Receiving Axioms. 

ii. �� Á�7��6�' ®¿ 0&��({⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, 

              -234}+, �&�&))⌋X¼À}+ , ����}+},〈���〉∗�� , 

              {〈�′��〉∗�� , ®¿ 〈X�〉∗}+  ¥¦¦¦¦§ ��} 〈X�234}+〉∗}+) 

by Source Association, i, P4, P12, P16, P20, and Belief Axioms. 

iii. �� Á�7��6�' ®¿ 0&/' ({⌊(,�'&�V, �.(��/, ��}+, %-}+(%&''�V, 

              -234}+, �&�&))⌋X¼À}+ , ����}+},〈���〉∗�� , 

              {〈�′��〉∗�� , ®¿ 〈X�〉∗}+  ¥¦¦¦¦§ ��} 〈X�234}+〉∗}+) 

by Freshness, Nonce-Verification, ii, P7, and, and Belief Axioms. 

iv. �� Á�7��6�' ®¿ 0&/' ({0��6���}X��}+423) 
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by Source Association, P27, and Belief Axioms (where 0-′����� = 

              ℎ(�-234}+, 0-����� , ���).  

v. FN Á�7��6�' ��    �  ¥¦§ ®¿ ∧  ��    X�   ¥¦¦§ ®¿ ∧ ��    ��   ¥¦¦§ ®¿ ∧ ��    X��   ¥¦¦§ ®¿ 

by Saying, Jurisdiction, iii, iv, P4, P8, P16, P20, and Belief Axioms. 

vi. �� Á�7��6�' ���'ℎ (0-�����  ∧ 0-′�����)  

by Saying, Jurisdiction, iii, iv, P9, P19, and Belief Axioms. 

vii. �� Á�7��6�' ®¿ ℎ&'  -����� ∧ 0-�����  ∧  �-����� ∧ 0-′����� 

by Source Association, iii, iv, and Belief Axioms. 

 

Similar to the derivation for MU, we can draw the conclusion that the 

authentication for FN meets its goals with the above analysis. For FN, G1 is 

derived in (iii), G2 in (iv), G3 in (v), G4 in (vi), G5 in (vii) and G6 in (iv) and 

(v). The analysis shows that FN trusts the authentication from the MU and the 

HN. 

5.2.7 Summary of Formal Analysis 

The proposed Passport/Visa protocols meet the six authentication goals for all 

the three involved parties, based on the derivation for MU, FN, and HN. 

Therefore, the six basic goals of authentication protocols in SVO are achieved. 

In the next section, details of a simulated implementation of the protocol will 

be provided. 
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5.3 Feasibility of Passport and Visa Protocols 

In the previous chapter, section 4.4.3 provided a performance evaluation based 

on operation counts. However, as the proposed protocols are running several 

factors, processing and queuing delays may affect the performance. Thus, a 

simulation based performance evaluation would give an accurate insight into 

the protocols’ performance. Most importantly, the simulation would show the 

technical feasibility of the proposed protocols and prove that it is applicable in 

the real world.  

This section starts with an introduction to the cryptography algorithms 

used in the system (Section 5.3.1). Then, the experimental environment details 

will be presented (Section 5.3.2). Section 5.3.3 shows the detailed 

functionalities of the system components. Finally, the results, discussion and 

summary will be presented (Sections 5.3.4 and 5.3.5). 

5.3.1 System Cryptographic Operations 

In the implemented system, three types of cryptography algorithms have been 

used: asymmetric encryption, symmetric encryption and hash operation. When 

choosing the proper algorithm, we tried to balance between security and 

performance efficiency.  

The following is a discussion to explain the reasons for choosing the 

appropriate algorithm for each encryption. Moreover, implementation details 

for each algorithm are presented. 
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5.3.1.1 Asymmetric Encryption Algorithm 

The RSA algorithm with 1024 bits key has been chosen for the asymmetric 

encryption and decryption used in the protocol. Since the Passport and Visa 

tokens are in a digital signature format, the RSA algorithm is used to sign and 

verify the tokens data.  

The “.NET” framework supports the security cryptography under the 

System.Security.Cryptography namespace. In the “.NET” framework, the 

RSACryptoServiceProvider class provides an implementation of the RSA 

algorithm. The signature and the verification can be performed by creating a 

new instance of this class and the using methods are: SignData and VerifyData. 

The SignData method computes the hash value of the data first and then 

encrypts it with the private key. However, in the proposed scheme, the data 

itself is signed instead of the hash value. Thus, this task cannot be performed 

using this method. Alternatively, we used RSAEncryption class developed by 

Dudi Bedner [168] to provide a private encryption (the signature) to the token 

data. The class uses the basics of the RSACryptoServiceProvider and the 

BigInteger class developed by Chew Keong TAN [168]. Table 5.2 shows the 

RSAEncryption class main methods. 

The limitation of the RSAEncryption class is that it only works if the 

input data is a byte array that is less than BigInteger.maxLength*4 

approximately (640 bytes). Exceeding this size results in incorrect decryption 

to the data. 
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Table 5.2: Methods of RSAEncryption class. 

Method Name Description 

void Load PublicFromXml (String publicPath) To load the public key 

void Load PrivateFromXml (String PrivatePath) To load the private key 

byte[ ] PrivateEncryption (byte[ ] data) To sign the data 

byte[ ] PublicEncryption (byte[ ]data) To encrypt the data 

byte[ ] PrivateDecryption (byte[ ] encryptedData) To decrypt the data 

byte[ ]PublicDecryption (byte[ ] encryptedData) To verify the signature 

 

5.3.1.2 Symmetric Encryption Algorithm 

The symmetric algorithm is used in the protocol to encrypt the random 

numbers and the master keys between engaging parties. There are many 

different algorithms that can be used to perform this task such as DES, 3DES 

and AES. The chosen algorithm in the implemented system is AES. Table 5.3 

illustrates the reason for our choice. The comparison is based on [169]. 

 

Table 5.3: A comparison between symmetric algorithms. 

Functionality AES Triple DES 

Speed High Low 

Resource consumption Low Medium 

Time to crack
1
 149 trillion years 4.6 billion years 

 

As it can be seen from table 5.3, the AES algorithm requires less 

computation time and less energy consumption. These features make AES the 

most suitable encryption algorithm for mobile devices. From a security point of 

view, AES achieves higher security compared to 3DES. Therefore, AES was 

                                                 
1 Assume a machine could try 255 keys per second [169]. 
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the best option for the symmetric encryption in the implemented system. In the 

implemented system, the System.Security.Cryptography.class was utilised to 

perform the AES encryption and decryption. The algorithm key length was 128 

bits. The table 5.4 shows the class methods that are used in the application. 

Table 5.4: Methods of SymmetricAlgorithm class. 

Method Description 
 

Create 
To create a new instance of the SymmetricAlgorithm 

class. The passed argument value is (“Rijndael”)  

createEncryptor To create an instance of the class to encrypt the data.  

createDncryptor To create an instance of the class to decrypt the data. 

generateIV To generate an initial value to the algorithm. 

generateKey To create a secret key to be used by the algorithm. 

 

In order to perform AES encryption, there are six steps involved as 

shown in Figure 5.1.  

 

 

Figure 5.1: AES encryption steps. 

5.3.1.3 Hash Algorithm 

The hash function is used in the protocol to generate the initial, temporary and 

session keys by hashing the required elements using a hash algorithm. The 
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common hash algorithms are MD5, SHA-1 and SHA-2 .The chosen algorithm 

was MD5 to generate the hash value. According to [170] the MD5 is the fastest 

hashing algorithm in the .NET environment. Another reason for the selection is 

that MD5 produces a shorter value (128 bits) compared to (160 bits) by SHA. 

To generate a hash code, a new instance of HashAlgorithm class should 

be created. This class is an inherited class from the abstract class: 

System.Security.Cryptography.  

5.3.2 Experimental Setting 

The following are details about the hardware and software used in the 

implemented system. 

5.3.2.1 Hardware Platform 

The simulation was implemented with the following specifications: 

− Intel Core 2 Duo CPU 2.53 GHz Processor, 4 GB Memory. 

5.3.2.2 Software Platform 

The system was developed in Microsoft .Net framework 2008 using C#. Two 

major reasons were behind this selection, they are: 

− The strong security support including cryptographic operations 

provided by System.Security.Cryptography library, and 

− The connection technology that supports service-oriented applications. 

The technology used is Windows Communication Foundation (WCF) 
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to enable the communication between the mobile user (client) and the 

foreign network authentication server.  

5.3.3 System Design 

The implemented system consists of three main components: the mobile 

device, the home network and the foreign network authentication servers. 

Figure 5.2 shows the system architecture of the proposed protocol and the way 

that the components interact with each other. Since the Passport is obtained 

off-line via a smart card, there is no connection between the mobile user and 

the home network. Also, we show here the implementation of Visa acquisition 

protocols, where the mobile user needs to establish a connection with the 

foreign network to obtain the authorization token (the Visa). 

 

 

Figure 5.2: Architecture of the proposed scheme implementation. 
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The following is a detailed description of the functionalities of the main 

components of the system. 

5.3.3.1 Connectivity between the Mobile User and Foreign 

Network 

As we have seen in the system architecture, a connection between the user and 

the foreign network is needed. The technology used to establish this connection 

between the two parties in our implementation was WCF. It is the latest service 

oriented technology and platform that used to build and deploy network 

distributed services [171]. The service can be any function that is available to 

the clients (in the implemented system the service is issuing the Visa). Each 

service should have a unique address. The address is used to identify the 

service location and the communication transport scheme. However, the client 

cannot interact directly with the service. Therefore, a proxy is needed to call 

the service [172]. The following commands are used to create the proxy.  

 

IConnectionWithFN proxy = ChannelFactory 

<IConnectionWithFN>.CreateChannel(new NetTcpBinding(), new 

EndpointAddress("net.tcp://localhost:9000/ServiceRequest")); 

 

To establish a WCF connection between the mobile user and the 

foreign network authentication server, there are six steps involved as shown in 

Figure 5.3. In Step 1, the client creates a proxy to call and invoke the method 

on the server. The proxy calls the service by creating a channel using a TCP 
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address and a port number (Step 2). The server allows the proxy to reach the 

service (Step3). In Step 4, the method has been invoked and a decision is made 

whether or not to issue a Visa to the mobile user. 

 

Figure 5.3: WCF connection steps. 

In Step 5, the proxy is informed by the completion of the method 

invocation. The client is informed that the call has been completed in Step 6. 

On each party application, the System.ServiceModel namespace must be called 

to utilize the WCF functions. 

5.3.3.2 The Home Network Component 

The home network server is mainly responsible for generating the Passport 

(identification token) and the master key for each mobile user. The home 

network application contains three classes: Program, BigInteger and 

RSAEncrption. Table 5.5 shows the detailed Class Responsibility Collaborator 

(CRC) diagram of the home network application. 
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Table 5.5: CRC diagram of the home network application. 

Class name: program 

Responsibilities Collaborations 

− Create an instance of Passport.  

− Serialize the Passport into a byte array 

− Sign the Passport 

− Generate the master key between home 

network and mobile user. 

− Write the Passport into a binary format. 

− Write the master key into a binary format. 

 

 

  BigInteger 

RSAEncrption 

 

 

Figure 5.4 shows the Unified Modeling Language (UML) diagram of 

the program class of the home network application. Table 5.6 shows a detailed 

description of the implementation on the home network authentication server.  

 

Program 

-generatePassport 

-convertPassport 

-signPassport 

-generateMasterKey 

-writePassportToMu 

-writeMasterKeyToMu 

 

Figure 5.4: Home network server UML diagram. 
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Table 5.6: Methods details in the home network authentication server. 

Method Description 

 

generatePassport 

This method is used to generate a Passport for each 

mobile user. It collects the mobile user details and 

then saves them into an ArrayList. 

 

 

 

convertPassport 

Since the Passport is created as an instance of 

ArrayList, it cannot be signed directly. Therefore, 

each object in the Passport ArrayList should be 

converted into a byte array to be in an appropriate 

format so it can be signed. This method is allocated 

to perform this task. It takes the Passport ArrayList 

as an argument then converts it. Finally, it returns 

the Passport. 

signPassport This method receives the Passport as an ArrayList 

then sings it using the home network’s private key. 

generateMasterKey Once this method is invoked, it generates a 

symmetric key with 128 bits by calling the 

System.Security.Cryptography abstract class. Then, 

creates a new instance of RandomNumberGenerator 

and saves it into a byte array. 

writePassportToMu This method receives a signed Passport and then 

writes it into a file to be given to the mobile user. 

writeMasterKeyToMu This method receives a symmetric key and then 

writes it into a file to be given to the mobile user. 

 

Figure 5.5 shows a screenshot of the home network application after 

completing all the required processes in the Passport acquisition protocol. This 

includes generating a new Passport and a shared key for the mobile user.  
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Figure 5.5:  Home network server run-time functionalities. 

5.3.3.3 The Mobile Device Component 

The mobile device is responsible for initiating a connection with the foreign 

network authentication server and requesting a Visa (the authorization token). 

Table 5.7 shows the detailed responsibilities and the cooperation classes.  

 

Table 5.7: CRC diagram of the mobile user application. 

Class name: Program 

Responsibilities Collaborations 

− Start a connection with the 

mobile user 

− Send a service message request. 

BigInteger 

RSAEncrption 

 

The following, Figure 5.6, is the UML diagram of the mobile user’s 

application. Figure 5.7 shows a screenshot of the mobile user’s application 
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functionalities. While, table 5.8 shows a detailed description of the 

implementation on the mobile user’s application. 

 

Program 

- readPassport 

- addStampdate 

- addHNID 

- generateRandomNumber 

- hashRandomNumber 

- encryptMessage 

- connection 

- decryptFnMessage 

 
Figure 5.6: Mobile user application UML diagram. 

 

Figure 5.7: Screenshot of the running mobile user application. 
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Table 5.8: Methods details in the mobile application. 

Method Description 

readPassport This method is to read the stored Passport into a 

memory stream and then return the Passport in an 

ArrayList. 

addStampdate To add the current time to the request message. 

addHNID To add the home network’s ID to the request to 

assist the foreign network obtaining the home 

network certificate from the trusted authority. 

generateRandomNumber Once this method is invoked, it generates a random 

number. 

hashRandomNumber This method takes the random number that is 

generated by the previous method and hashes it 

using MD5 algorithm and returns a value with 128 

bits. 

encryptMessage To encrypt the request message using the foreign 

network’s public key to be securely sent to the 

foreign network. 

Connection To start a connection with the foreign network 

using a proxy and sending the request. 

decryptFnMessage When the user receives the foreign network’s 

response, this method decrypts the message. 

 

5.3.3.4 The Foreign Network Component 

The foreign network authentication server is to be responsible for receiving the 

mobile user service request and verifying the mobile user’s Passport this 

includes: checking the integrity of the token, the freshness of the timestamp, 

Passport expiry, and stamp dates. If the mobile user’s request is valid, then a 
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Visa will be issued to him/her to be used to access the service. Table 5.9 shows 

the CRC diagram of the foreign network’s application. 

Table 5.9: CRC diagram of the foreign network application. 

Class name: program 

Responsibilities Collaborations 

− Listen to mobile user request and 

open a connection with him or her. 

− Check the mobile user’s request 

whether it is valid or not. 

− Issue a Visa for the mobile user. 

 

BigInteger 

RSAEncrption 

 

The following, Figure 5.8, is the UML diagram of the foreign network 

authentication server application. 

Program 

+ recieveRequest 

- checkStampdate 

- verifyPassport 

- validatePassportExpiry&Stamp 

- generateVisa 

- SignVisa 

- addStampdate 

- generateInitialKey 

- encryptMessageToMu 
 

Figure 5.8: Foreign network server UML diagram. 

Table 5.10 shows a detailed description of the implementation on the 

foreign network server. Figure 5.9 shows a screenshot of the foreign network 

application. We can see the server is listening for any request and shows that a 

request has been received and verified and eventually a Visa has been issued.  
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Table 5.10: Methods information in the foreign network server application. 

Method Description 

recieveRequest After establishing a connection between the mobile 

user and the foreign network, this method is to be 

responsible to receive the mobile user’s request and 

respond by issuing a Visa or by rejecting the request. 

checkStampdate To compare between the mobile user’s stamp date 

and the current time to confirm that the request is 

fresh and not replayed by an attacker. 

verifyPassport This method receives the Passport in a digital 

signature format and verifies it using the home 

network’s public key to obtain the Passport data. The 

verification uses RSAEncryption class to create a 

new instance and calls publicDecryption method. 

validatePassportExpiry

&Stamp 

After decrypting the Passport, this method is used to 

ensure the Passport has not expired and to compute 

the difference between the stamp date and the current 

time to be within an acceptable time (in our 

implementation: the acceptable time <= 1 day). 

generateVisa To create a new ArrayList, which contains the Visa 

details. 

signVisa This method takes the Visa details and signs it using 

the foreign network’s private key. This process 

involves creating a new instance of RSAEncryption 

class and then calling privateEncryption method. 

addStampdate To add the current time to the foreign network 

response message. 

generateInitialKey This method generates a symmetric key to be a 

parameter when generating the first session key. 

encryptMessageToMu It encrypts the Visa, the initial key and the foreign 

network’s stamp date using the hash value that it 

received in the mobile user’s request. The AES 

algorithm is used for this encryption. We followed 

the six steps that mentioned in the cryptographic 

algorithm selection. 
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Figure 5.9: Snapshots of foreign network running application while 

performing Visa Acquisition Protocol. 
 

 

The next section discusses the experimental results and compares it 

with the other related schemes. 

5.3.4 Results and Discussions 

In this section in order to test the implementation of  proposed scheme, a 

computation analysis of the proposed scheme is compared against those of 

Yang et al. [66] and He et al. [71]. The schemes of Yang et al. and He et al. are 

the latest and most efficient works to compare with our proposed work.  

In the analysis the average time is used as an indicator of the efficiency. 

To gain accurate results, each experiment was repeated ten times and the 

average time taken. The results are divided into two sections. The first section 

presents the authentication and service provision phase, and the second section 
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presents the service provision phase. The difference between these two phases 

is that the authentication phase is used to access the foreign network by the 

mobile user for the first time, while the service provision phase is conducted to 

access further services from the foreign network provider by the mobile user. 

The results are summarised below. 

5.3.4.1 Authentication and Service Provision 

This subsection describes the results of two experiments to test the protocols’ 

performance in the authentication and service provision phase. The first 

experiment measure the total computation delay of the tested protocols to 

complete the authentication phase among engaging parties and until the mobile 

user get authorised to gain the requested service. The second experiment 

measures the mobile device’s computational overhead to complete this phase 

by the tested protocols. 

In the first experiment in this phase, Table 5.11 shows the total 

computational time (milliseconds) against authentication load (number of 

requests) for completing the authentication and service provision phase. A 

graphical representation of computation delay with authentication load of the 

authentication and service provision phase is provided in Figure 5.10.  

It can be seen from Table 5.11 and Figure 5.10 that for the case of 10 

times authentication request, the computational time for the authorisation phase 

took 137ms for the scheme of He et al., while Yang et al.’s scheme took 

201ms. Furthermore, Visa acquisition protocol-I and protocol-II took 205ms 



 

221 
 

and 389ms, respectively. Among these protocols, He et al.’s scheme gains 

better performance, as it requires less asymmetric operations in this phase.  

 

Table 5.11: Total authentication load and time for completion (average values) 

of the authentication and service provision phase. 

 

No of 

Requests 

Computation Times (ms) 

Visa 

Protocol-I 

Visa 

Protocol-II 

He et al.’s 

Scheme 

Yang et al’s 

Scheme 

1 21 40 15 21 

2 43 78 28 42 

3 63 117 41 62 

4 83 156 54 81 

5 104 194 68 101 

6 124 233 83 123 

7 145 272 97 142 

8 164 309 111 162 

9 184 351 125 181 

10 205 389 137 201 

 

 

The proposed Visa acquisition protocol-I and protocol-II lack efficiency 

in this phase as they acquire the overhead of issuing the Visa (authorisation 

token). The Visa can be used efficiently to request further service from the 

foreign network by the mobile user in the future. This benefit will be 

demonstrated in the next section 5.3.4.2. The service provision phase is more 

significant, as it is performed more frequently than the authorisation phase. 
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Figure 5.10: The total computational time against authentication load for 

completing the authentication and service provision phase. 

 

In the second experiment, Table 5.12 shows the mobile device’s 

computational time against the authentication load in the authentication and 

service provision phase. A graphical representation of the mobile device’s 

computation delay with authentication load of the authentication and service 

provision phase is provided in Figure 5.11.  
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Table 5.12: Mobile device’s computational time (average values) against the 

authentication load in the authentication and service provision phase. 

 

No of 

Requests 

Computation Times (ms) 

Visa 

Protocol-I 

Visa 

Protocol-II 

He et al.’s 

Scheme 

Yang et al’s 

Scheme 

1 7 1 8 6 

2 14 2 15 13 

3 21 5 23 20 

4 28 6 31 27 

5 35 7 38 34 

6 42 10 45 42 

7 48 11 52 50 

8 55 12 58 59 

9 62 13 65 65 

10 68 13 71 74 

 

It can be seen from Table 5.12 and Figure 5.11 that the mobile device’s 

computational cost in the authentication phase took around 68ms for the Visa 

acquisition protocol-I, while Visa acquisition protocol-II took around 13ms, He 

et al.’s scheme takes 71ms and Yang et al.’s scheme required 74ms. Thus, our 

Visa acquisition protocol-II has approximately 81% less mobile device’s 

computational cost to the other schemes, and our Visa acquisition protocol-I 

has almost the same result as the other schemes. As the proposed Visa 

acquisition protocol-II has eliminated asymmetric cryptosystems, it out-

performs the Visa acquisition protocol-I and the other two approaches in terms 

of the limited power device computational cost. 
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Figure 5.11: Mobile device’s computational time in the authentication and 

service provision phase. 

5.3.4.2 Service Provision Phase 

The aim of this subsection is to show the benefit of the proposed protocols in 

accessing the foreign network for further service requests. This subsection 

describes the results of two experiments to test the protocols’ performance in 

the service provision phase. The first experiment measures the total 

performance of the tested protocols to complete the service provision phase. 
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The second experiment measure the mobile device’s computational overhead 

to complete this phase by the tested protocols. 

In the first experiment in this phase, Table 5.13 shows the total 

computational time against authentication load for completing the access 

service phase. A graphical representation of computation delay with 

authentication load of the access service phase is provided in Figure 5.12. 

 

Table 5.13: Total authentication load and time for completion (average values) 

of the service provision phase. 

 

No of 

Requests 

Computation Times (ms) 

Our’s Scheme He et al.’s 

Scheme 

Yang et al’s 

Scheme 

1 9 15 21 

2 16 28 42 

3 23 41 62 

4 30 54 81 

5 37 68 101 

6 43 83 123 

7 50 97 142 

8 57 111 162 

9 64 125 181 

10 70 137 201 

 

 It can be seen from Table 5.13 and Figure 5.12 that for the case of 10 

times access service requests,  the total average time to complete the requests 

was 70ms, 137ms and 201ms in our scheme, and the schemes of He et al. and 

Yang et al., respectively. Thus, our scheme has approximately 49% and 65% 
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less access service phase computational costs to the schemes proposed by He et 

al. and Yang et al., respectively, making it highly efficient in terms of service 

provision computational overheads. The performance advantage of our scheme 

gained because of the Visa (authorisation token), which eliminates the cost of 

re-authenticating the mobile user using the home network every time the user 

would like to access the foreign network. Therefore, the foreign network can 

authenticate the mobile user locally using the Visa without any information 

from the home network, unlike Yang et al. and He et al. schemes. 

 

  

Figure 5.12: The total computational time for completing the access service 

phase. 
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In the second experiment, Table 5.14 shows the mobile device’s 

computational time against the authentication load in the access service phase. 

A graphical representation of the mobile device’s computation delay with 

authentication load of the access service phase is provided in Figure 5.13. 

 

Table 5.14: Mobile device’s computational time (average values) against the 

authentication load in the access service phase. 

 

No of 

Requests 

Computation Times (ms) 

Our’s Scheme He et al.’s 

Scheme 

Yang et al’s 

Scheme 

1 1 8 6 

2 1 15 13 

3 1 23 20 

4 2 31 27 

5 2 38 34 

6 3 45 42 

7 3 52 50 

8 3 58 59 

9 4 65 65 

10 4 71 74 

 

 

Table 5.14 and Figure 5.13 illustrate the mobile device’s computational 

cost for a further service request, which in our protocol took around 4ms in the 

case of 10 times access service requests, while He et al.’s scheme took 71ms 

and Yang et al.’s scheme required 74ms. Thus, our service access protocol has 

approximately 94% less mobile user’s computational cost to the other schemes. 
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As the proposed mobile service provision protocol has eliminated asymmetric 

cryptosystems for mobile device side, it out-performs the other two approaches 

in terms of limited power device computational costs.  

 

 

Figure 5.13: Mobile device’s computational time in access service phase. 

5.3.5 Summary of Feasibility Analysis 

The prototype implementation shows the technical feasibility of the proposed 

Passport/Visa protocols and proves that it is applicable in the real world. Each 
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design section. The home network successfully issued a Passport for the mobile 

user. The mobile user application enabled the mobile user to establish a 

connection with the foreign network authentication server and sent a service 

request message. On the foreign network application, the request has been 

received and the verification process was completed by issuing the Visa. The 

foreign network’s response was received and the Visa was obtained by the 

mobile user. 

The experimental results demonstrated that the proposed protocols took 

more computation time in the authorisation phase, but achieved evidently 

better performance (approximately two times faster and efficient) in the access 

service phase and in minimising the mobile device energy consumption, when 

compared to the most efficient known approaches, which support the same 

conclusion from section 4.4.3.2. Thus, it is possible to conclude that the 

proposed solution can deliver performance benefits and is more suited to the 

resource-constrained mobile devices in an ubiquitous environment. 

5.4 Summary 

In this chapter, the hybrid mobile authentication model realisation, the 

Passport/Visa protocols, presented in the previous chapter was formally 

analysed using SVO logic. The implemented methodology for verifying 

authentication protocols proved the correctness of the proposed protocols. 

Moreover, based on this implementation, a methodology for thoroughly 

analysing authentication protocols is illustrated, which provides an example to 
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be used by protocol designers to prove the correctness of their design. The 

analysis confirms that the proposed realisation protocols can provide secure 

authentication and achieve considered authentication goals. Showing what 

assumptions are needed is useful for the design of authentication protocols. As, 

the errors that are not easily found become clear once the assumptions are 

stated formally. 

Furthermore, in this chapter we presented how the Passport/Visa 

protocols functionalities can be realised through a prototype implementation. 

The functionalities have been implemented and tested step by step. The basic 

prototype illustrates the feasibility of the proposed protocols and proves it is 

applicable in the real world. 

The next chapter summarises the benefits and qualities of the hybrid 

mobile authentication model and its realisation, the contributions made by this 

research, potential further research and concludes the thesis. 
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Chapter 6 

6 Conclusion 

 

6.1 Summary of the Research 

Mobile authentication is an essential service to ensure the security of engaging 

parties in a ubiquitous wireless network environment. Several solutions have 

been proposed mainly based on both centralised and distributed authentication 

models to allow ubiquitous mobile access authentication; however, limitations 

still exist in these approaches, namely flexibility, security and performance 

issues and vulnerabilities. These shortcomings are influenced by the resource 

limitations of both wireless networks and the mobile devices together with 

inter-technology and inter-provider challenges. In order to tackle these 

problems, this project focused on two levels of research in this thesis: the 

formal model level and the system approach level. 

At the first level, a formal hybrid mobile authentication model has been 

proposed for a ubiquitous networking environment. The proposed hybrid 

model combines the advantages of both the centralised and distributed 

authentication models in terms of security and performance. The mix of both 

models assists in distributing the authentication load among engaging 
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authentication servers. This model provides a concrete explanation for mobile 

authentication, where engaging parties and the interaction among them are 

defined. The proposed model not only identifies the important and essential 

properties and requirements in the mobile authentication system, but also 

clarifies the relationships between the problems in mobile authentication and 

the system properties. These key properties and relationships provide the 

building blocks and methods to design an approach for the purpose of tackling 

the problems of mobile authentication.  

In order to analyse and evaluate mobile authentication approaches, we 

have defined a set of solution requirements pertaining to the three problems 

(related to flexibility, security and performance) of mobile authentication. 

Firstly, in terms of flexibility requirements they are: wireless technology 

independent and flexible agreement establishment. Secondly, in terms of 

security requirements, they are: mutual authentication, full access control, joint 

key control, user anonymity and un-traceability, and practical key 

management. Finally, the performance requirements, they are: efficient re-

authentication, efficient computation and communication operations. The 

proposed model properties and requirements can serve as a guideline for 

system designers and implementers to design, analyse and evaluate mobile 

authentication systems.  

At the system approach level, based on the proposed model, we have 

proposed a novel Passport/Visa approach to achieve practical authentication for 

ubiquitous networking. The approach consists of a set of protocols to 
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demonstrate the communication flow and computation steps among engaging 

parties. These protocols make use of two tokens: Passport and Visa. The 

“Passport” is an authentication token issued by the home network to the mobile 

user in order to identify and verify mobile user identity. The Passport in itself 

does not grant any access, but provides a unique binding between an identifier 

and the subject. The “Visa” is an authorisation token that is granted to a mobile 

user via a foreign network. The Visa token can be used as an access control to 

validate individual users. In order to obtain the Visa there are two protocols. 

The first Visa acquisition protocol-I is the primary protocol and mobile user is 

required to have a valid Passport with a recent time-stamp. Otherwise the 

second Visa acquisition protocol-II needs to be used to update the stamp and 

complete the authentication process. A Passport stamp is the major technique, 

using recent evidence to provide the foreign network with an effective way of 

tackling the problem of a user revocation status check. The Passport/Visa 

tokens offer a unique solution to achieving secure key management.  

The analysis and evaluation of the proposed protocols show that the 

concept of a hybrid mobile authentication model offers flexible, secure, and 

efficient authentication for ubiquitous networking, as well as being suited for 

low power devices, compared to previous schemes. 

6.2 Contributions of the Research 

The outcomes of this research project contribute to the domain of ubiquitous 

networking in general and mobile authentication specifically as it extends the 
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knowledge base that currently exists in these fields. The proposed concept of a 

hybrid mobile authentication model combines the advantages of both 

centralised and distributed mobile authentication models in terms of security 

and performance.  

The proposed study advances the development of mobile 

authentication, which can facilitate the access to mobile services and cloud 

computing services in a more flexible, secure and efficient manner. Moreover, 

this study will be beneficial to a number of parties, namely, engaging parties, 

and authentication protocols designers. 

To mobile users, the proposed study enables the mobile users to access 

network connectivity everywhere anytime. It also assists the user to negotiate 

directly with the potential foreign network providers regarding the quality of 

service and price, unlike existing approaches. The proposed study will help to 

promote a more open market place with more coverage and services with a 

competitive price, which leads to more customer satisfaction. 

To foreign network providers, the proposed study will help foreign 

networks to authenticate new mobile users in an effective, secure and flexible 

manner. This will allow the foreign network providers to sell their network 

services to more users and generate more revenue with this new business 

model using flexible agreements. 

To home network providers, the proposed study will help home 

network providers to extend the network coverage of their customers beyond 

their network and their partners’ networks. Also, the home network can 
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generate more revenue by becoming an identity provider (a new service the 

user would pay for). 

To mobile authentication protocols designers, the proposed model’s 

properties and requirements can serve as a guideline for system designers and 

implementers to design, analyse and evaluate mobile authentication systems. 

The next section provides the future research directions of this project. 

6.3 Future Work 

In terms of future research, the proposed study will benefit and help the future 

researchers as their guide. The study can also open up development of this 

area. This thesis focuses on the authentication service in the model, rather than 

on agreement establishment. Further research in this area could take into 

consideration developing the following: 

− A negotiation protocol is desirable to achieve direct negotiation 

between the mobile user and potential foreign networks regarding 

quality of service, pricing and other billing related features. 

−  Accounting and billing mechanism of the proposed scheme. There 

is a lot of room for the improvement of accounting and billing 

services. Future work would involve developing some kind of a 

billing policy. 

− Authorization rules. As the Visa token could be multi-purpose in 

future, a set of authorisation rules would clearly state what 
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resources the mobile user might access and might not in the foreign 

provider. 

− A stronger user anonymity and un-traceability: future research 

could involve further improvement of the user anonymity and un-

traceability against eavesdroppers in an efficient manner. 

− A Distributed Denial-of-Service (DDoS) attacks solution. As a 

malicious entity still can launch a replay attack that could lead to a 

denial of service on both home network and foreign networks. 

In conclusion, this thesis has demonstrated that the proposed mobile 

authentication model and approach overcomes the problems of existing 

authentication approaches and can provide flexible, secure, and efficient, 

authentication for ubiquitous networking environments. It motivates further 

research in this area in order to accelerate the development of ubiquitous access 

networks. We believe that the proposed hybrid mobile authentication model 

can find a wide application beyond its use in roaming services. 
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